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—. Overview

1.1 Verification scope

This outline is mainly compiled with reference to relevant Chinese standards, RFC standards, relevant

recommendations of the International Telecommunication Union ITU-T, as well as the "Guidance on

Optimization and Reconstruction of China Telecom's Metropolitan Area Network" and "Technical Specifications

for China Telecom's Metropolitan Area Network Equipment".

1.2 Reference Standards

The following standards contain clauses that constitute the clauses of this standard through reference in this

standard. When the standard is published, the versions shown are valid. All standards will be revised, and the

parties using this standard should explore the possibility of using the latest versions of the following standards.

IEEE802.1d Media Access Control (MAC) Bridge
IEEES02.1q Virtual Bridged LAN
IEEE802.1ad Supplier Bridging

IEEE802.1ag

Ethernet Link Fault Management

IEEE802.1ah

Provider Backbone Bridging

IEEEg02.3

LAN protocol standards

IEEEg02.3ad

Multi-link segment aggregation

IEEE802.3ah

Ethernet in the First Mile

ITU Y.1731 Ethernet OAM and Performance Management

RFC826 Ethernet Address Resolution Protocol ARP

RFC1213 Management Information Base (MIB-II)

RFC1256 ICMP Router Discovery Messages

RFC1643 Definition of managed objects for Ethernet interface types
RFC1901 SNMPv2

RFC1902 SMI for SNMPv2
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RFC1905 SNMPv2 Protocol Operation
RFC1907 MIB for SNMPv2
RFC2233 Using the SMIv2 interface group MIB
RFC2236 Internet Group Management Protocol (IGMP) version 2
1.3 Abbreviations
ACL Access Control List
ANSI National Institute of Standards
ARP Address Resolution Protocol
FCS Frame Check Sequence
FIB Forwarding Information Table
GE Gigabit Ethernet
ICMP Internet Message Protocol
IGMP Internet Group Message Protocol
1P Internet Protocol
IPv4 Internet Protocol — Version 4
LAN local area network
MIB Management Information Base
MTU Maximum Transmission Unit
OA & M Operation management and maintenance
PDU Protocol Data Unit
PPP Point-to-Point Protocol
RADIUS Remote Authentication Dial-up User Service
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SNMP Simple Network Management Protocol
SVLAN Stack VLAN

TCP Transmission Control Protocol

TOS Service Type

TTL Survival time

UDP User Datagram Protocol

VLAN Virtual Local Area Network

WAN Wide Area Network

1.4 Introduction to the whole system design

The N9200-64DC is a spine switch for high-performance data centers. The switch provides line-rate L2 and
L3 switching across the 64 x QSFP56-DD ports, each supporting 1 x 400G QSFP56-DD, 1 x 100G QSFP28, 1 x
40G QSFP+, or via breakout cables 2 x 200G (2 x 4 lanes 50G PAM4), 4 x 100G (4 x 2 lanes 50G PAM4), 2 x
50G (2 x 2 lanes 25G NRZ), 4 x 25G NRZ, or 4 x 10G NRZ. The N9200-64DC can be deployed as a spine
switch supporting 100/400 GbE spine to spine or spine to leaf interconnects. This open network switch is loaded
with the Open Network Install Environment (ONIE), which supports the installation of compatible Network
Operating System soltware, including the open source options Open Network Linux, plus commercial NOS

offerings.

1.5 Key Features and Benefits

B QSFP56-DD switch ports, each supporting 1 x 400G QSFP56-DD, 1 x 100G QSFP28, 1 x 40G QSFP+, or
via breakout cables 2 x 200G (2 x 4 lanes 50G PAM4), 4 x 100G (4 x 2 lanes 50G PAM4), 2 x 50G (2 x 2 lanes
25G NRZ), 4 x 25G NRZ, or 4 x 10G NRZ.

Incorporates Broadcom Tomahawk 4 switch series silicon.

2 RU form factor.

Supports hot/cold aisles with front-to-back airflow SKU.

All ports on front; PSUs and fans accessible from rear.

Hot-swappable, load-sharing, redundant 2400 W AC/HVDC PSUs.

3+1 redundant, hot-swappable fan modules.
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B Hardware switch pre-loaded with Open Network Install Environment (ONIE) for automated loading of
compatible open source and commerical NOS offerings.

B Compatible with Open Network Linux (ONL), the open-source, OCP reference NOS.

—. Verification Plan

2.1 Verify the environment

The switch test environment consists of the device under test, instruments, servers, routers and
configuration terminals. Most test items are performed between the device under test and the instruments. The
server is used to detect the support of the device under test for functions such as RADIUS and SYSLOG. For
specific test items, there are also detailed test environments. For the topology diagram, please refer to each test

item.

2.2 Verification Tools and Instruments

Tester : Spirent TestCenter , supports 100G tester port .
PC : 1, pre-installed with Windows 10 operating system
»  tacacs software: tacacs .net
»  Logging software: tftpd64
» MIB query software: netsnmp
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. L2

3.1 PASS - Link Aggregation 802.3 ad

Test items Link aggregation function test
Test content Verify that the DUT implements 802.3ad link aggregation functionality
DUT1 DUT2
Test topology
A B
1. Connect the equipment according to the test environment;
2. The ports connected between DUT1 and DUT 2 are set to be aggregated in one group;
3. The test instrument port A sends a broadcast to port B (MAC ground is all "F") ;
4. Disconnect one of the links;
5. The test instrument port A sends N unicast streams to port B ( N is greater than the

Test steps number of aggregated links) ;

Disconnect one of the links

The test instrument port A sends two unicast data streams with the same priority to
port B. The flow rate of data stream 1 is greater than the line rate of the aggregation
port, and the flow rate of data stream 2 is less than the line rate of the aggregation port.

N

1. In steps 4 and 6, the test instrument port B should be able to receive the data packet sent
Expected by port A

2. In step 7, the test instrument port B should be able to receive the two data streams sent
Results by port A

Configuring an Aggregation Interface
config portchannel add PortChannel12
config portchannel member add PortChannell2 EthernetO
config portchannel member add PortChannel12 Ethernet8
config vlan add 100

config vlan member add 100 PortChannel12 -u

DUT config vlan member add 100 Ethernetl6 -u

1C imin rrace

Configuration

y(Up) Ethernet®(S) Etherne

Port A sends a broadcast to port B
Port A
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= Frame
|- Ethernetll

Preamble (hex)

Destination MAC

EtherType (hex)

B Source MAC 100:10:94:00:00:01]

fbS55555555555d5
| FFiFFFFFRFFFF

<auto> Internet IP

Disconnect a link

Port Name

Tx L1 Rate (Percent)

Port //1/37

- IPv4 Header
Version (int) <auto> 4
Header length (int) <auto> 5
- ToS/DiffServ tos (0x00)
Total length (int) o> calculated
> Identification (int) 0
— Control Flags
> Reserved (bit) 0 v
@ Fix (O Random
Fixed load settings
(®) Percent (%) ; ['10-0 }
O Frameisec (fps): (84457770 |
O bps : 39938000000 |
O Kbps - 99998000 |
O Mbps : |9999¢) |
(O Inter burst gap (bytes) : [12 \
O L2 Rate (bps): 86484756480 |

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters

Port /f1/25 . 99.998 31,574 719,813 31,674 719,812
Port //1/29 || 99.998 |

Port A sends source IP incremental unicast stream to port B

RX_UTIL  RX

( ERR TX UTIL  TX_ERR  TX|

User Defined Advan < 2>

Rx L1 Rate (Percent) Generator Count (Frames) | Generator Sig Count (F

TX_UTIL
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Configure IPv4 Modifier
Offset

Type
(@) Increment

Details
Count: |6-‘t
Repeat: !—0
| I
Seed:

(@) Start modifier on first byte

(O Decrement

() Start modifier at offset 0

QO List (O Random (O Shuffle

x

[] use Streams

Step: |o.0.0.

1 |

Mask: |255.255.255.255 |

Value: [192.85.1.2

(®) Fix

Fixed load settings

(O) Random

(®) Percent (%) :

0]

(O Frame/sec (fps) :
(O bps:
(O Kbps :

(O Mbps :

(O L2 Rate (bps):

Disconnect a link

Port Name

Tx L1 Rate (Percent)

pon 125 953

Port //1/29 0

et P4 o a

(O Inter burst gap (bytes) :

99998000000 |
99998000
99558

CE—
[seseaT6ie) |

RX_UTIL

RX_ERR

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters

Rx L1 Rate (Percent)

RX_UTIL  RX_ERR RX_DRP

User Defined Advan © >
~
Generator Count (Frames) | Generator Sig Count

29,337,967,579 24,337,467,579
0 0

a a

24,337,467,574 24,337,467,574

v

TX_UTIL  TX_ERR  TX_|
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Test Results PASS

Remark

3.2 PASS -LLDP

Test items LLDP Test

Test content The test device can send and receive LLDP and perform analysis normally.

3RD party
_A——

Test topology _\I 7
o

1. Set up the test environment according to the diagram.
2. Enable LLDP between the device and third-party devices.

Test steps 3. Check the LLDP neighbor information of the device
4. Delete related configuration

Expected 3 . The device can correctly process LLDP packets from third-party devices and display
normal

Results
Checking LLDP Information
show lldp table
show 1ldp neighbors

DUT
Configuration

(0) Other
Capability RemotePortDescr
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Test Results

eth®, via: LLDP, R

mac 72
Bridge, on

PortID:
1B
PMD autoneg:
Adv:
Adv:
Adv:
MAU oper type:
LLDP-
D
Capab
Capabil :
Capability:
Capability:

MED Location
Country: ™
Extended Power-over
P Type Si

Identifi

ity: u
Value: 100
ry:

are Revision:

1000BaseTFD -

: 0 day, 01:54:50

Four-pair Category 5 UTP,

ty Device

: Type: Civic address

full duplex mode

Remark

3.3 PASS -VLAN

Test items

VLAN Test

Test content

The test equipment can forward according to the set VLAN

Test topology

DUT1

b
vs]

Test steps

0.

Set up the test environment according to the diagram.

Create vlan 2 and vlan 3

Configure D UTP1 to join VLAN 2 untagged and VLAN 3 tagged

Configure D UTP2 to join vlan 2 untagged
Configure D UTP3 to join VLAN 3 tagged

TGA sends untagged messages and checks the instrument's packet receiving status

TGA sends VLAN 2 tagged packets to check the instrument's packet reception status
TGA sends VLAN 3 tagged packets to check the instrument's packet reception status
TGA sends VLAN 4 tagged packets to check the instrument's packet reception status

Delete related configuration
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2,3 ,4,5 Configuration and binding successful

Expected 6.7 Only TGB receives the message, and the message is untagged
8. Only TGC receives the message, and the message is VLAN 3 tagged
Results 9. The message is discarded and no port will receive the message

V lan configuration

config vlan add 2

config vlan add 3

config vlan member add 2 Ethernet0 -u
config vlan member add 3 Ethernet0
config vlan member add 2 Ethernet8- u
config vlan member add 3 Ethernet16

vlan brief

TGA sends untagged packets

Port A
= Frame
—r EthernetIl
| Preamble (hex) fb555555555555d5
- Destination MAC 00: 10:94:00:00:02
Source MAC 00:10:94:00:00:01
DUT . . EtherType (hex) <auto > Internet IP
Configuration
- IPv4 Header
Version (int) <auto> 4
Header length (int) <auto> 5

é----TotaIlengthGnt) cauto > calculated
| Identification (int) 0

Control Flags
.. Reserved (bit) 0
DF Bit (bit) 0

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < >

Port Name nt (Frames) @ Generator Sig Count (Frames) | Rx Sig Count (Frames) | Total Tx Rate (fps) | Total Rx

Port /f1/25 131,141,890 ) 2,999,800 0
Port //1/29 o 137,478,262 [} 9,999,8(

Frame 9887: 1230 bytes on wire (9840 bits), 144 bytes captured (1152 bits) on interface \\.\pipe\view_c
v Ethernet II, Src: Performa_00:00:01 (00:10:94:00:00:01), Dst: Performa_00:00:02 (00:10:94:00:00:02)
Destination: Performa_0@:00:02 (00:10:94:00:00:02)
o e: Performa_00:00:01 (00:10:94:00:00:01)
> nternet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
Data (110 bytes)

10



NV  NADDOD

N9200-64DC Smoke Test Report

TGA sends VLAN 2 tagged packets

Port A
Name Value A
= Frame
I_-‘E-l- EthernetIl
- Preamble (hex) fb555555555555d5
- Destination MAC 00:10:94:00:00:02
- Source MAC 00:10:94:00:00:01
=+ Vians
& Vian
Type (hex) 8100
' Priority (bits) 000
: CFI (bit) 0
i oy 2|

= IPwv4 Header

» Version (int) <auto> 4

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © >

~
Port Name int (Frames) Generator Sig Count (Frames) | Rx Sig Count (Frames) | Total Tx Rate (fps) | Tota

o

Port //1/25

40,541,111

Port //1/29 0 0 9,99,
|Port //1/33 | lo o1 0 0
40,541,111 46,733,913 v
2] . =

> Frame 4129: 1226 bytes on wire (9808 bits), 144 bytes captured (1152 bits) on interface \\.\pipe\view_capture_
v Ethernet II, Src: Performa_00:00:01 (©0:10:94:00:00:01), Dst: Performa_00:00:02 (©0:10:94:00:00:02)
> Destination: Performa_0@:00:02 (©0:10:94:00:00:02)
> Source: Performa_00:00:01 (00:10:94:00:00:01)
Type: IPv4 (0x0800) |
> Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
> Data (110 bytes)

TGA sends VLAN 3 tagged packets

Name Vaiue |
= Frame
|3}}- Ethernetll
- Preamble (hex) fb555555555555d5
- Destination MAC 00:10:94:00:00:02
- Source MAC 00:10:94:00:00:01
[+ Vians
I—l Vian
Type (hex) 8100
Priority (bits) 000
b CFI (bit) 0
1 1D (nt)
-;Eﬂ'lchyp: (hex) i <auto> Internet IP
=~ IPv4 Header
« Version (int) <auto> 4
Header length (int) <auto> 5 m »

11
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Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan >

Port Name .Jnt (Frames) | Generator Sig Count (Frames) | Rx Sig Count (Frames) | Total Tx Rate (fps) @ Tota “

Port //1/25

55,174,649

Port //1/29 0 0 0
Port //1/33 |o 0 9,99,
55,174,849 60,986,480 v
< >

> Frame 19@83: 1230 bytes on wire (9840 bits), 144 bytes captured (1152 bits) on interface \\.\pipe\vie
v Ethernet II, Src: Performa_@0:00:01 (00:10:94:00:00:01), Dst: Performa_00:00:02 (©0:10:94:00:00:02)
> Destination: Performa_60:00:02 (00:10:94:00:00:02)
> Source: Performa_00:00:01 (00:10:94:00:00:01)
[ Type: 802.1Q virtual LAN (ex81e@) |
v 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 3
geal mr. | st = Priority: Best Effort (default) (@)
o i) seanen carae RIS = DEI: Ineligible
| .... ocee eeces @e11 = ID: 3
Type: IPv4 (©x@800)
> Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.9.1
> Data (106 bytes)

TGA sends VLAN 4 tagged packets

[= Frame
Ii}- EthernetIl
- Preamble (hex) fb555555555555d5
- Destination MAC 00:10:94:00:00:02
- Source MAC 00:10:94:00:00:01
=+ Vians
Iil-- Vian
: 8100
000
- CF1 (i) 0
i 3 I
Version (int) <auto> 4

- Header length (int) <auto> 5

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan >

Port Name int (Frames) | Generator Sig Count (Frames) | Rx Sig Count (Frames) | Total Tx Rate (fps) | Tota £

Port //1/25

40,341,413

Port //1/29 0
Port //1/33 |o 0 0
40,341,413 0 v
< >

Test Results PASS

Remark

3.4 PASS - Mac Table Specification Test

Test items Mac table specification test

12
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Test content Verify the device mac address table entry specifications (total specifications including CPU

is 8192 )

DUT1

Test topology

A B

Set up the test environment according to the diagram.

Create VLAN 100

Configure DUTP1 -DUTP3 to join VLAN 100 untagged

The test instrument TGA sends 100,000 smacs with a flow rate of 100,000 , 1,000 pps
Clear instrument packet receiving statistics

TGB enters 100,000 dmacs for TGA smac traffic

Deleting a Configuration

Test steps

Noanbkhwd =

Expected 6. The message received by TGA minus the message received by TGC equals the MAC

address learned by DUT
Results

V lan configuration

config vlan add 100

config vlan member add 100 Ethernet0 -u

config vlan member add 100 Ethernet8 -u

config vlan member add 100 Ethernetl6 -u
DUT

Configuration | 100,000 messages were entered into the test instrument TGA

TGA message settings :

DST MAC: 00:00:02:00:00:01

SRC MAC: 00:10:94:00:00:02 — Incremental (100000 MACs )
Loading : 1 000 pps

13
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Configure MAC Modifier

Offset

(®) Start modifier on first byte () start modifier at offset

Type

@) Increment (O Decrement () List (O) Random (7) Shuffle

Details

X

[[] use Streams

Repeat: |0

Step: ‘00:00:00:00:00:01

Mask: |00:00:FF:FF:FF:FF

Seed:

value: |00:10:94:00:00:02

Tip: Enter a start-value from which to begin the sequence.

anual Based

T
(® Fix (O Random
Fixed load settings
() Percent (%) : [0.001 18397632 l
(®) Frame/sec (fps) : l-m{}D- l
O bps 1183976 |
O Kops - (e s7c N
() Mbps : 1.18397632 |
() Inter burst gap (bytes) : l12499354 ‘
O L2 Rate (bps): 1024000 |
Scheduling Mode Bandwidth Utiization (%): 0001183976
@ Port Based Burst Size: : Duration Mode: [Bursts ™
Otewtem s Inter Frame Gap: Burst(s:
S — imar Frame cao et [ r—yp

Scheduling mode graphical example

The test instrument TGB inputs 100,000 messages

TGB message settings :
Dst MAC: 00:10:94:00:00:02 — Incremental (100000 MACs )
SRC MAC: 00:00:02:00:00:01

14
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Loading : 100 %
Configure MAC Modifier X

Offset
(@) Start modifier on first byte () Start modifier at offset 2

Type
@® Increment (O Decrement (O List (O Random (O) shuffle [] Use Streams

Details

Count Step: |00:00:00:00:00:01 [
Repeat: D Mask: [00:00:FF:FF:FF:FF [

Seed: O

Value: [00:10:94:00:00:02 |12

Tip: Enter a start-value from which to begin the sequence.

[oc ]/ cance

@) Fix O Random
Fixed load settings

|_© Percent (%) : 1100 |
O Frame/sec (fps) : 84457770 ]
O bps : 99998000000 |
O Kbps : 99998000 |
O Mbps : 99998 |
O Inter burst gap (bytes) : |12 ]
O L2 Rate (bps): 86484756480 |

Schehing e Banduidth Utization (k) 100

@ Port Based Burst Size: 1| buratonMode: |pursts v

O Load per Stream Block Inter Frame Gap: 12 Burst(s): 100000 ]

Advanced Interleaving
he str Inter Frame Gap Unit:  [bytes g Advanced... Port Load. ..

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © 2>

Port Name int (Frames) @ Generator Sig Count (Frames) | Rx Sig Count (Frames) | Total Tx Rate (fps) | Total Rx

S Port //1/25 100,000
Port ff1/29 100,000 a2 o
Port //1/33 o 91,809 a
100,000 191,809
€ >

1 00000-91908= 8191

Test Results

PASS

Remark

of the MAC hash , a number greater than the number of MAC address table entries needs to

be entered.

15
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3.5 PASS -Static FDB

Test items Static FDB Test

Test content Verify that the device Static FDB is working properly

DUTI1
1 2
Test 3
topology C
A B

Set up the test environment according to the diagram.

Create VLAN 100

Configure DUTP1 -DUTP3 to join VLAN 100 untagged

Configure DUTP 1 vlan 100 static mac address

TGB enters 100,000 dmacs for the traffic of vlan 100 configured in DUTP 1
Deleting a Configuration

Test steps

SNk =

Expected ) ] .
5. TGA Received 100,000 messages from TGB , but TGC did not receive any messages

Results

Configuring VLANs

config vlan add 100

config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet8 -u
config vlan member add 100 Ethernet16 -u

DUT
Configuratio
n

Configuring Static FDB
config static-mac add 00:10:94:00:00:01 100 Ethernet0

root@sol omeé show mac
Port Type

Ether 8| Static

Ether 8 Dynamic

of entries 2
root@son : /home/admin#

B port
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= Frame
“ EthernetIl
- Preamble (hex) 555555555555d5
i~ Destination MAC | 00:10:94:00:00:01 |
Source MAC 500: 10:94:00:00:02| ,
i EtherType (hex) <auto> Internet IP
- IPv4 Header
, Version (int) <auto> 4
- Header length (int) <auto> 5
- ToS/DiffServ tos (0x00)
Total length (int) <auto> calculated
i-- Identification (int) 0
E, Control Flags
+- Reserved (bit) 0 v
(®) Fix () Random
Fixed load settings
|_© Percent (%) - 1100 ]
O Frameisec (fps) : 84457770 ]
Obps: |999980000p0 |
O Kbps : 99998000 ]
O Mbps : 99998 ]
O Inter burst gap (bytes) : |12 ]
O L2 Rate (bps): |86484756480 |
Scheduling Mode Bandwidth Utilization (%): 100
@ Port Based Burst Size: I: Duration Mode: |Bursts ~
O Load per Stream Block In ame Gap: 4
Advanced Interleaving S - = i
p ; Inter Frame Gap Unit: | bytes Advanced. ..
Manual Racad Edead e
A port C port receiving package
| %mic Cuuniers Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © 2>
Port Name Frames) | Generator Sig Count (Frames) @ RxSig Count (Frames)  Total Tx Rate (fps)  Total Rx Rat
| Port f1/29 100,000 0 |0 0
100,000 100,000 . Warning
L 172.21.120
Test Results PASS
Remark

17
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3.6 PASS - STP

Test items STP

Purpose of the

test Test equipment STP can work normally

1

2
i

puT

Test environment

1. Setup the test environment according to the diagram.
2. Configuring VLANs

3. Configuring stp

4.

TGA and TGB simulate two ports of the same device to enable STP (root
Test steps priority 8 192)

5. show stp port status
6. TGA sends data stream to confirm whether there is a loop
7. The device port self-loops, check the STP port status

5.7 . No loop
Expected Results | 6. TGB did not receive the package from TGA

Configuration

config spanning-tree enable stp

config vlan add 100

config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet8 -u

DUT Port A
C()nﬁguratlon Emulated Device Interface MACsec 6rd/tod DS-Lite BFD STP LLDPDCBX BGP
Port Name S::? Tags Device Count Port Number Port Priority | RootBridge RootPriority | RootMACAddress :
Port//1/29 |Devicel | Clickto addtag.. |1 2 128 Self §192 | 00:00:10:00:10:00 ‘
B port

Emulated Device Interface  MACsec 6rdStod DS-Lite BFD STP LLDPDCBX BGP

Device

Port Name Name

Tags Device Count Port Number Port Priority RootBridge Root Priority RootMACAddress

Port //1/37

Device 2 Click to add tag... 1 00:00:10:00:10:00 o

Check the status of the STP port

18
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Spanning Tree Ir
Spanning Tree Mode
Spanning Tree Enabled
Instance
VLANs Configured
Priority
Bridge Hello Time (sec.)

Bridge Max. Age (sec.)

Bridge Forward Delay (sec.)

Root Hello Time (s =ik

Root Max. Age (sec

Root Forward Delay

Ma Hops

Remaining Hops

Designated Root

Current Root Port(Eth)

Current Root Cost

Number of Top ngy Changes .
Last Topology ange Time (sec.):
Transmission Limit |
Path Cost Method

Disabled

Ethernet® Informa

e Status
Link Oper Status
Role
State
Admin Path Cost
Oper Path Cost
Priority
Designated Cost
Designated Port
Designated Root
Designated Bridge
Forward Transitions
Admin Edge Port
Oper Edge Port
Admin Link Type
Oper Link Type
Loopback Detection Status
ion Release Mode
Loopback Detection Action
Root Guard Status
BPDU Guard Status
BPDU Guard Auto Recovery
BPDU Guard
BPDU Filter Status
TC Propagate Stop

Auto Recovery Interwval

92.000010001000

100
|
207
3

Long

Er

Up

Root
Forwarding
0

Disabled
Auto

Disabled
Auto
Block

D1
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Ethernet8 In

anning-Tre Status
Link Oper Status
Role
State
Admin Path
Oper Path (
Priority
Designated
D qundled

Cost
Port

Designated Bridge
ward Transitions
Admin Edge Port
Oper Edge Po
Admin LinK Type
Oper Type
Detection
Loopbdck Detection
Loopback Detection
Root Guard Status
BPDU Guard Status
BPDU
BPDU Guard Auto
BPDU Filter Sta
TF Plopaqate

Releas

A port packaging .
B port rece1v1ng package

Rx L1 Rate (Percent

TxL1 Rate (Percent)

99,998

Same result as above, no loop

Port 1 and 2 self-loop

Spanning Tree En:
Instance
VLANH FunlluunF:

ge Hello Time (sec.
x. Age (sec.

Root Ma
Root Fo

ignated Root
nt Root Port
ent Root Cost
Number of Top
Last Topology ange Time (sec.
Transmi on Limit
Path Co Method

Status

Action

Guard Auto Recovery

Switch the stp mode to rstp and check the stp port status

i 8
L
s 8

: Long

Alternate
Discarding

92.0000100601000
1G

000010001000

2
92.

1

Auto
sabled

Auto

se Mode

Interval

> || Basic Counters Erors Basic Sequencing Advanced Se:

ncing  Histograms

Rx Count Dropped Caunt

X Port Na pelissine

Port //1/28 |

2 Port Names | Stream Block

32768.902D770FC800

136
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Designate
Forwarding
(¢}

Oper Path
Priority

Des i

Des Port
Designated Root
Designated Bridge

Admin

Oper E

Admin L

Oper Link Type
Loopback Detection
Loopback Detection
Loopbac etec
Root Guar

BPDU Guard Status
BPDU Guard Auto Recovery

BPDU d Auto Recovery Interval
BPDU

TC Propagate

Status
Release Mode

Ro

State

Admin Path

Oper Path

Priority

Des ignated

Des ignated
002D770FC800
02D770

Auto

ort abled
Admin Link Type Auto
Oper Link Type : Point
Loopback Det S - o)
Loog ck Det : Auto
Loopback Detection Block
Root Guard Status
BPDU Guard Status
BPDU d Auto Recovery
BPDU Guard Auto Recovery Interval
BPDU Filt Status
TC Propagate Stop

to-point
d

Action

Test Results PASS

Remark

3.8 PASS -RFC-2544

Test items RFC 2544 Testing

Purpose of the Device connection instrumentation for RFC 2544

test

21
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| H ‘
Test topology | || ==

Test Center

Set up the test environment according to the diagram.

Configuring VLANs
Test steps

Delete related configuration

1
2
3. 2544 Testing with an Instrument
4
3

Expected Results : RFC 2544 results are as expected

Configuring VLANs

config vlan add 100

config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet8 -u

Configuring mtu

config interface mtu Ethernet0 9216
config interface mtu Ethernet8 9216
DUT

Configuration Disable lldp
systemctl stop lldp.service

Throughput Report:

i

N9200-64D_400
Gx2 L2 Throughg

Test Results PASS

Remark

M, L3
4.1 PASS - ARP protocol test

Test items ARP protocol test

22
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Test content The test device can process ARP packets correctly.
1 2
i
puT
Test topology
A B

. Set up the test environment according to the diagram.
2. Configure DUTP 1 1P to 100.100.100. 100 /24

3. TGA sends wrong ARP using 100.100.100.1 as source mac request to 1
00.100.100.100

4. TGA sends the correct ARP using 100.100.100.1 as the source mac request to
100.100.100.100

5. Delete related configuration

Test steps

3. DUT did not learn 100 . 100 . 100 . 1
Expected Results | 4, DUT learns to 100 . 100 . 100 . 1

Configure device P1 IP to 1 00 . 100 . 100 . 100/ 24
config interface ip add Ethernet0 100.100.100.100/24

Port A
=5 Ethernetll
' Preamble (hex) H555555555555d5
i Destination MAC 90:2D:77:0F:C8:00
Source MAC 00:10:94:00:00:01
E i EtherType (hex) <auto> ARP
ARP
i Hardware Type (hex) E
Conf]?;lfation Protacel Type ) B

i Hardware Address Length (int) 6

Protocol Address Length (int) E

L] Operation (int) ARP Request

- Sender Hardware Address 00:10:94:00:00:01

L Sender Protocol Address 100.100.100.1
Target Hardware Address 00:00:00:00:00:00

Vlan
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Ethernetll
- Preamble (hex)
- Destination MAC
| L EtherType (hex)
" ARP

Hardware Type (hex)
- Protocol Type (hex)
Hardware Address Length (int)

Protocol Address Length (int) 4

- Operation (int)

Sender Hardware Address
Sender Protocol Address

- Target Hardware Address

fb555555555555d5
90:2D:77:0F:C8:00
00:10:94:00:00:01
<auto> ARP

6

ARP Request
00:10:94:00:00:01
100.100.100.1

00:00:00:00:00:00

Ethernetll
- Preamble (hex)
- Destination MAC
| L EtherType (hex)
" ARP

Hardware Type (hex)
- Protocol Type (hex)

- Hardware Address Length (int)
Protocol Address Length (int)
Operation (int)

Sender Hardware Address
Sender Protocol Address
- Target Hardware Address

fb555555555555d5
90:2D:77:0F:C8:00
00:10:94:00:00:01
<auto> ARP

4

ARP Request
00:10:94:00:00:01
100.100.100.1

00:00:00:00:00:00

> Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface \\.\pipe\view_captur
v Ethernet II, Src: 90:2d:77:@f:c8:00 (90:2d:77:0f:c8:00), Dst: Performa_0e:00:01 (P0:10:94:00:00:01)

> Destination: Performa_@0:00:21 (80:10:94:00:00:01)

> Source: 90:2d:77:0f:c8:00 (90:2d:77:0f:c8:00)
Type: ARP (@x0806)
Padding:
Frame check sequence: @xlc6bb3dc [unverified]
[FCS Status: Unverified]

v Address Resolution Protocol (reply)

Hardware type: Ethernet (1)
Protocol type: IPv4 (©x08€8)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)

Sender MAC address: 9@:2d:77:@f:c8:@e@ (9@:2d:77:ef:c8:e0)
Sender IP address: 100.10€.100.10e

Target MAC address: Performa_00:0@:01 (00:10:94:00:00:01)

Target IP address: 100.10e.10@.1

24
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min# show arp

Iface

Ethernetd
Total num
root@so

Test Results

PASS

Remark

4.2 PASS - ARP Specification Test

Test items

ARP Specification Test

Test content

Test device ARP specifications.

1 2
i

puTt
Test topology
A B
1. Set up the test environment according to the diagram.
2. Configure DUTP 1 IP to 100.0.0.1/8
Test steps 3. TGA starts sending incremental ARP using 100.0.0.2 requestto 1 00.0.0 .1
4. Delete related configuration
Expected Results 3. DUT learns that the A RP meets the specification
Configure device P1 IP to 100.0.0.1/8
config interface ip add Ethernet0 100.0.0.1/8
ARP Learning Table
DUT
Configuration Port A

Scheduling Mode Bandwidth Utilization (%): 0.000710386

(®) Port Based

(1

Burst Size: l Duration Mode: Bursts ~

(O Load per Stream Block Inter Frame Gap: | 12 l Burst(s): iZDODD \
Advanced Interleaving
Inter Frame Gap Unit: | bytes v Advanced... Port Load...

Manual Based rhad il T

25



w NADDOD N9200-64DC Smoke Test Report

@) Fix (O Random
Fixed load ssitings
(O Percent (%) : [0 00071[}38579200]
| © Frameisec (fps):  [600 /|
O
O Kbps : (710385792 |

(O Mbps : 0.710385792

(O Inter burst gap (bytes) : l104165938 ]

O L2 Rate (bps): 614400 |

Total numb
root@sonic

Test Results PASS

Remark Show arp shows that 16383 messages have been learned

4.3 PASS -ECMP

Test items ECMP functional test
Purpotsees tOf the The test equipment can learn routes and forward messages through BGP.
1 2
i
puT
Test
environment
a B

1. Set up the test environment according to the diagram.
2. Configure the interface IP address
3. Tester TGA creates an IP interface and performs ARP interaction with device P1

Test steps 4. gezster TG B creates a multi-IP interface and performs arp interaction with device
5. Configuring Equal-Cost Static Routes
6. TG A sends L3 message to the destination IP specified by the equal-cost route

Delete related configuration

26
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2. IP address configuration is successful

5. Configuration successful

6. Message forwarding is normal, there is no packet loss, and there is load sharing
through ECMP

Expected Results

2. Configure the interface IP address
config interface ip add Ethernet 0 100.100.100.100/24
config interface ip add Ethernet 8 200.200.200.200/24

3. Tester TG A creates interface 100.100.100.1 and performs ARP interaction with
device IP 100.100.100.100

4. Tester TG B creates interface 200.200.200.1-200.200.200.4 and performs ARP
interaction with device IP 200.200.200.200

5. Configuring equal-cost static routes
Vtysh

configure terminal

ip route 100.50.25.12/32 200.200.200. 1
ip route 100.50.25.12/32 200.200.200.2
ip route 100.50.25.12/32 200.200.200.3
ip route 100.50.25.12/32 200.200.200.4

nic : /hom 1in# show ip route
( ute, C ected, S static, R RTR;
E = GRP - NHRP,
Babel, D - SHARP,

DUT
Configuration

OpenFabric,
route, * - FIB route, q - g r - € route

0.0.0/ 1 via 21
/32 [1/0] via
via
via
via
s directly

aso a ] )
6. Tester TG A continuously sends increasing source I[P 10 0 .10 0 .10 0 .1-10 0 .10
0.10 0 .64, and the destination IP is 100.50.25.12;
Port A
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‘Name Value

Reowiros |

0
0
0
Fragment Offset (int) 0 |
Time to live (int) 255
Protocol (int) <auto > Experimental
Checksum (int) <auto> 30025
Source 100, 100. 100, 1
L. IPv4 Modifier Count=64;Step=0.0.0.1
Destination 100.50.25.12
Header Options
i Gateway 100. 100. 100, 100
(®) Fix O Random
Fixed load settings
(@ Percent (%) - [100 |
O Frame/sec (fps) : 84457770 |
O bps : 99998000000 |
O Kbps : 99998000 |
O Mbps : 199998 ]
O Inter burst gap (bytes) [12 l
O L2 Rate (bps): 86484756480 |
B port
Emulated Device Interface  MACsec 6rdSto4 DS-Lite BFD STP LLDP/DCBX BGP
Port Name Device Tags Device Count Use Sovere MAC Addmse Source MAC Address

Name from Physical Interface

Click to add tag. 1
Port //1/29 Click to add tag...  §
Port//1/29 | Device4 | Click to add tag... |1 | O
Port //1/29 Device 6 Click to add tag... 1

Device 3

Tester TG B captures packets and checks the message content
> Frame 30488: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\vieuw
v Ethernet II, Src: 90:2d:77:@f:cB:0@ (90:2d:77:@f:c8:@8), Dst: Performa_@®:@0:15 (00:10:94:80:00:15)
> rDestination: Performa_00:00:15 (66:10:94:96:60:15)|
> Source: 9@:2d:77:@f:c8:0@ (90:2d:77:@f:c8:00)
Type: IPv4 (©x@8ee)
> Internet Protocol Version 4, Src: 100.100.100.4, Dst: 18@.50.25.12
> Data (9@ bytes)

> Frame 30489: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view
v Ethernet II, Src: 90:2d:77:@f:c8:080 (90:2d:77:0f:c8:00), Dst: Performa_00:00:13 (00:16:94:00:00:13)
> Destination: Performa_©0:00:13 (©0:19:94:00:00:13) |
> Source: 90:2d:77:@f:c8:00 (9@:2d:77:0f:c8:00)

Type: IPv4 (@xe8e0e)
Internet Protocol Version 4, Src: 100.100.1@0.5, Dst: 100.50.25.12
Data (9@ bytes)

v v
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> Frame 3049@: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view
v Ethernet II, Src: 90:2d:77:@f:c8:00 (90:2d:77:0f:c8:00), Dst: Performa_©0:00:14 (00:10:94:00:00:14)
[> Destination: Performa_ee:ee:14 (0e:10:94:00:00:14) |
> Source: 90:2d:77:0f:c8:00 (90:2d:77:0f:c8:00)
Type: IPv4 (@xe800)
> Internet Protocol Version 4, Src: 1€0.100.100.6, Dst: 180.50.25.12
> Data (9@ bytes)

> Frame 38491: 128 bytes on wire (1824 bits), 124 bytes captured (992 bits) on interface \\.\pipe\vie
v Ethernet II, Src: 9@:2d:77:0f:cB:0@ (90:2d:77:@f:c8:00), Dst: Performa_00:00:16 (20:10:94:00:00:16)
[> Destination: Performa_0@:80:16 (@0:10:94:@@:00:16) |
> Source: 98:2d:77:0f:c8:00 (90:2d:77:0f:c8:00)
Type: IPv4 (@x0808)
> Internet Protocol Version 4, Src: 100.100.100.7, Dst: 100.50.25.12
> Data (9@ bytes)

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © 2

Port Name bps) Tx L1 Rate (Percent) Rx L1 Rate (Percent) Generator Count (Frames) | Generator Sig

Port //1/25 0 16,345,803,901 16,345,803,90

Port ff1/29 337 o 99,998 o [

Port j{1/33 0 0 0 0
16,345,803,901 16,345,803,901

Test Results PASS

Remark

4.4 PASS -BGP

Test items BGP Function Test
Purp(lsée; tOf the The test equipment can learn routes and forward messages through BGP.
1 2
i
puT
Test
environment

Set up the test environment according to the diagram.

2. Configure the DUT P1 IP is 100 . 100 . 100 . 100 / 24, P2 IP is 200 . 200 . 200 .
200/ 24

3. Configure the DUT BGP AS 100 ; network 1 00 . 100 . 100 . 100 / 24 and 2 00 .

Test st 200 . 200 .200 /2 4 ; the neighbor is 200.200.200.1 (AS 200 )
est steps
P TGA 100.100.100.1/24 performs ARP interaction with the device

TG 200.200.200.1/24 establishes an eBGP neighbor relationship with the device
and advertises route 2.2.2.0/24

6. TGA sends DA to DUT MAC, SIP 100.100.100.1 , DIP 2.2.2.100

7. Delete related configuration

2. IP address configuration is successful

Expected Results 3. Configuration successful
p 5. Neighborhood establishment is successful , and DUT learns route 2.2.2.0/24
6. Message forwarding is normal, no packet loss
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2. Configure the device P1 [P to 100.100.100.100/24 and P2 IP to
200.200.200.200/24
config interface ip add Ethernet 0 100.100.100.100/24

config interface ip add Ethernet 8 200.200.200.200/24

3. Configure DUT BGP
vtysh
configure terminal
router bgp 100
network 100.100.100.0/24
network 200.200.200.0/24
neighbor 200.200.200.1 remote-as 200
no bgp ebgp -requires-policy

, Local AS 100, external link

remote router ID , Local router ID
up for ©
Last write 90 =
palive inte L is 30 seconds
Configuration

Enhanc e Refres dvertised
Addr amily IPv4 Un st: vertised and received
Hostname ( bility: ertised (nam sonic,domain name: n/a) not received

elpe
Remo G Disable
R bit:
Timers:
Configured Restart Time(sec): 120

Restart Time(sec): ©

ernel O E conr S - static, R - RIP,
- OSPF, - EIGRP, N - NHRP,
- Table, NC-Dire A - Babel, D - SHARP,
PBR, f - OpenFabric,
selected route, * FIB route, q queued route, r t route

via 20 2
24 1s directly
[6/0] 1is di
i1s directly cco C e
directly ¢ e t8, 00:14
/0] 1s di nected, Ethernet8, 00:14:0

home/

6. Message forwardiﬁg results
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- Identification (int) 0
& Control Flags
E — Reserved (bit) 0
- DF Bit (it) 0
L L MBIt Git) 0
Fragment Offset (int) 0
Time to live (int) 255
Protocol (int) <auto > Experimental
. Checksum (int) <auto> 60961
Source 100.100.100.1
Destination 2.2.2.100

Header Options

100, 100, 100. 100 1
@) Fix (O Random
Fixed load settings
(® Percent (%) : |1DD
O Framelsec (fps) 84457770 |
Obps: |99998000000 |
O Kbps : 99998000 |
O Mbps : 199998 |
O Inter burst gap (bytes) : |12 ]
O L2 Rate (bps): 86484756480 |
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < > I
Port Name ) Tx L1 Rate (Percent) | Rx L1 Rate (Percent) Generator Count (Frames)  Generator Sig Cou
B Port //1/25
Port f/1/29
| Port j/1/33 a ] 0 0
772,711,841 772,711,840
< >

7. Remove configuration
config reload -f

Test Results PASS

Remark

4.5 PASS - IPv4 routing table specifications

Test items IPv4 routing table specifications
il;l‘;pose of the IPv4 routing table specification test
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1

2
i

DuT

Test environment

Set up the test environment according to the diagram.

2. Configure the DUT P1 1P is 1 00.100. 100 . 100 /24, P2 IP is 2 00 . 200 . 200 .
200/24

3. Configure the DUT BGP AS 100 ; network 1 00 . 100 . 100 . 100 /24 and 2 00 .
200.200.200/2 4 ; the neighbor is 200.200.200.1 (AS 200 )

4. TG  200.200.200.1/24 establishes an eBGP neighbor relationship with the

device and advertises route 1100000
Delete related configuration

Test steps

4 Check the maximum route that BGP can learn
Expected Results

Configure the device P1 IP to 100.100.100.100/24 and P2 IP to 200.200.200.200/24
config interface ip add Ethernet 0 100.100.100.100/24

config interface ip add Ethernet 8 200.200.200.200/24

Configuring DUT BGP

Vtysh

configure terminal

router bgp 100

network 100.100.100.0/24

network 200.200.200.0/24

neighbor 200.200.200.1 remote-as 200
no bgp ebgp -requires-policy

DUT
Configuration

BGP route learning number
Passed the Burst 1100000 packets test
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Configure IPv4 Modifier bt

Offset
(@) Start modifier on first byte (O start modifier at offset 0

Type
@ Increment (O Decrement (O List (O Random () shuffle [] Use Streams

Details

Count: Step: {0.0'1'0 l
Repeat: D Mask: [255.255.255.0 |

Seed: O

value: [2.2.2.0 |

Tip: Enter a start-value from which to begin the sequence.

Name Value A
&)+ Control Flags
Reserved (bit) 0
. DF Bt (bit 0
MF Bit (bit) 0
- Fragment Offset (int) 0
-« Time to live (int) 255
- Protocol (int) <auto > Experimental
- Checksum (int) <auto> 61061
- Source 100,100.100.1
=} Destination 2.2.2.0
. Pv4 Modifier
- Header Options
- Gateway 100, 100. 100, 100
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(® Fix () Random
Fixed load settings
@) Percent (%) : | 100

Port [/1/29 StreamBlock 7

Port f/1/37

1,078,787

(O Frame/sec (fps) : |s¢457??0 ]
O bps : 99938000000 |
O Kbps : 99998000 |
O Mbps : 99998 |
O Inter burst gap (bytes) : |12 ]
() L2 Rate (bps): 86484756430 [
Scheduling Mode Bandwidth Utilization (%): 100
(@ Port Based Burst Size: 1 Duration Mode: | Bursts v
(O Load per Stream Block Inter Frame Gap: 12 Burst(s): [1100000 1
Advanced Interleaving :
: the Inter Frame Gap Unit: | bytes Advanced... Port Load...
Streams > Stream Block Results | Change Result View ~ §9 25 B} 0, o 4 1d1 | b [0
Show: All Ports « Change Counter Mode: Basic Mode -
Basic Counters Errors Basic Sequencing Advanced Sequencing Histograms
Tx Port Name | Rx Port Names  Stream Block ?:;:::5 g:rrt:?“r.lest;Count E::rﬁfzrcent

< >
Test Results PASS
Remark actual number of packets that passed the test was 1,078,787 .

4.6 PASS - IPv6

Test items IPv6 Testing

Test content The test equipment can support IPv6 .

q

2
i

DuT

Test topology
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Set up the test environment according to the diagram.

Configure the interface ip v6 address

Tester TGA creates an IP v6 interface and interacts with device P1
Test steps Tester TG B creates an IP v6 interface and interacts with device P 2
TG A sends L3 IPv6 message to TGB

. Delete related configuration

AN N AW N =

2. Query ipv6 information
Expected Results | 5. Correct data forwarding

Configuring IPv6 Addresses
config interface ip add Ethernet 0 2001::100/64
config interface ip add Ethernet 8 2002::100/64

Query ipv6 interface information
show ipv6 interface

Neighbor IP

DUT
Configuration

r Ethern 10 : 9 00:00:1 CHABLE
v Ethern Lladdr - )4 5 - 10T T ABLE
Ethernet?® lladdr 194: : REACHABLE

3 1laddr REACHABLE
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. Preamble (hex) fb555555555555d5
- Destination MAC 90:2D:77:0F:C8:00
Source MAC 00:10:94:00:00:01
‘- EtherType (hex) <auto> IPvé
=}~ IPv6 Header
i version (int) 6
Traffic Class (hex) 00
i Flow label (hex) 0000
Payload length (int) <auto> calculated
i Next header (int) <auto> Pv6-NoNxt
Hop limit (int) 255
- Source Address 2001::4
Destination Address 2002::5
Gateway 2001::100
Fixed load settings
(® Percent (%) : 100 ]
O Frame/sec (fps) : |84457770) |
O bps : |99998000000 |
O Kbps : 99998000 |
O Mbgps : |99998 ]
Olnterbwstgap{bym):l'lz ]
O L2 Rate (bps): 86484756480 |
B port
Port Traffic and Counters > Basic Traffic Results = Change Resut View ~ 25 L B 00 « | 1001 [ I
e
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan 2
Port Name ) Tx L1 Rate (Percent) Rx L1 Rate (Percent) Generator Count (Frames) | Generator Sig ! 2
| Port //1/29 0 0 .
— ) ) 1-.].20,289.050 1-,120.289,050 W
< >

| 9736:Results 1| 57236-Results 2| Validation Errors Log - 2869 messages

Test Results PASS

Remark
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4.7 PASS-IPv6 routing table specifications

Test items IPv6 routing table specifications

Purpose of the

. IPv6 routing table specification test

1

2
i

DuT

Test environment

A B

1. Setup the test environment according to the diagram.

2. Configure the DUT P1 IP is 2001 :: 100/64 , P2 1P is 2002 :: 100/64
3. Configure the DUT BGP AS 100 ; 2002:: 1/64 ( AS 200 )
4

TG B 2002::1/64 establishes an eBGP neighbor relationship with the device
and advertises route 610000
Delete related configuration

Test steps

4 Check the maximum route that BGP can learn
Expected Results

Configuring IP Address
config interface ip add Ethernet 0 2001 : :100/64

config interface ip add Ethernet 8 2002 : :200/64
Configure to accept [Pv6 link local address as neighbor

config interface ipv6 enable use-link-local-only Ethernet8

config interface ipv6 enable use-link-local-only Ethernet16
Configuring DUT BGP

vtysh

configure terminal

router bgp 100

neighbor 2002::1 remote-as 200

DUT no bgp ebgp -requires-policy

Configuration address-family ipv6 unicast

neighbor 2002::1 activate

network 2002::200/64
EBGP routes published by the instrument

BGP Routes/PLS/Link-State ==
Select Routers + o Add $¢ Delete Advetiss Rout= Block Withdiaw Fote Block — +X: Route Generator,

[[IP+& Routes [/ 1P+6 Houtes | IPv4 YPLS | IPvG YPLS | VPLS AD | FT-Conslraint | GMCAST IPvd | C-HCAST IPYE | I

f Routes
r

d Fioutes | IPvé Flow Spess | IPvB Flow Specs [ LinkState | Link Stats Soals Backbone | SH TE Poisy |

BGP route learning number ( ip - 6 routes show | we -1 )

root@scnic: shomesadmin¥ ip -6 route show lwc -1
1200014

Send data traffic to the learned routing table entry
Instrument configuration
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| MName ¥alue
= Frame
- Diestination MAC ED:01:AG:93:F3EA
- Source MAC 00:10:94:00:00:01
P EtherType (hex) <autoz= IPva
£+ IPy6 Header
- Traffic Class (hex) ao
- Payload length {int) zauko:= caloulaked
- Mext header {int) <auta= IPvE-Mokxt
- Hop limik {ink) 255
- Source Address 200152
=+ Destination Address 2000::1
. Madifier Counk=1200000; 5kep=000001; Start=000, .,
- aakeway i
Configure Custorn Meodifier (5
Offset
(7 Start modifier on first byte (@ Start modifier at offset ]
Type
i@ Increment (O Decrement () List () Random () shuffle [T Use Streams
Details
Counk(ink): 1200000 Stepihex): 000001
Repeat(int): 0 Maski{hesx): FFFFFF
Seed(hex): |0
Yaluefhex):  0O0OO0D =
Tips Enter a start-value From which to begin the sequence.
[ ] 4 J I Cancel ]

Scheduling Mode Bandwidth Ukilization {%): 100
@ Port Based Burst Size: 1 Duration Mode:
(0 Load per Stream Block Inker Frame Gap: 12 | Burst(s): 1200000
| Advanced Interleaving _ 2
E Inker Frame Gap Unit:  bytes v [ Advanced. .. ] [ Part Load... J

I+ | Based
anual Base: Schedule. . Scheduling mode graphical example

Baszic Counters I Erors I B azic Sequencing| Advanced Sequencing | Histograms

! Rz Paort Tx Count | Rx Count Dropped Count Dropped Frame
Mame/ID iz Bott Nare Mames (Frames) (Frames) (Frames) Percent

Test Results Pass

actual number of packets that passed the test was 1101743
Remark
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4.8 PASS-IPv6 Routing Table Specifications-Global

Test items IPv6 routing table specifications

Purpose of the

test IPv6 routing table specification test

1

2
i

ouTt
Test

environment

A B

Set up the test environment according to the diagram.
Configure the DUT P1 IP is 2001 :: 100/64 , P2 1P is 2002 :: 100/64
Configuring routes map

Configure the DUT BGP AS 100 ; network 2002:: 1/64 (AS 200 ), bound to
routemap

5. TG B 2002::1/64 establishes an eBGP neighbor relationship with the device and
advertises route 610000
Delete related configuration

AW N =

Test steps

Expected 5. Check the maximum number of routes that BGP can learn

Results

Configuring IP Address
config interface ip add Ethernet0 2001::100/64

config interface ip add Ethernet8 2002::200/64

Configure Route map

vtysh

configure terminal

route-map FROM_BGP_PEER V6 permit 1
on-match next

DUT set ipv6 next-hop prefer-global

Configuration Configure BGP

Vtysh

configure terminal

router bgp 100

neighbor 2002::1 remote-as 200

no bgp ebgp-requires-policy

no bgp default ipv4-unicast

address-family ipv6 unicast

neighbor 2002::1 activate

neighbor 2002::1 soft-reconfiguration inbound
neighbor 2002::1 route-map FROM_BGP_PEER V6 in
network 2002::200/64
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Device: Device /4 Router W6 Router A5 Humber Enable 4-Byte A5 4-Byte AS 4-Byte A5 Number DUT A5 humber
Porthame |2 Tags o acive  RouterState | gt s ASNumber |0 el Nenis e s TPyerson  DUT AS Number Mot
m-- e IF‘\‘*.‘ _ )
BGP Routes/VPLS/Link-State
Select Routers ~ o Add ¢ Delete B .
1Pvé Fioutes | IPv6 Routes | IPvd WPLS [ IPYE%PLS | WPLS AD [ RT Constraint | CMCAST IPvd [ CHCAST IPv6 | | 1Pvd Flow Specs | pecs | Link-State | Link | SR TE Polcp |
Device Device: Routs Block. Route Numbr O Routes Network. Prefix Increment
Forthame  hoCE DEWEE TN [ SO i e Subafi Start Retwork | End Network prefclength | FTo

N

) o

BGP Route Learning Count

root@sonic: homesadmin# ip -6 route showlwc -1
610014

root@sonic: /homesadmin#
TGA sends [Pv6 Layer 3 data packets are sent to the ebgp route announced by TGB .

There are 6 10,000 packets with destination ipv6d addresses ranging from 3000 :: 1 to
3000:0:: 9 :4ecf.

zation (% 10

Burst Size: 1 Duration Mode:

Inker Frame Gap: 12 Bursk(s): ﬁlﬁDDD
Inter Frame Gap Unit: | bytes [ Advanced. .. ] ’ Port Load... ]
StreamBlock Editor - Port /129 : StreamBlock 19
| General | Frame iGroups | R Part | Preview|
Previgw:
[7] show &l Fields [ Allow Invalid Packets
Name Yalue
Frames |
| = Frame
Create new Frame > | i
[+ EthernetIl

Save Frame as

Template. ., -+ Destination MAC A0:20:77:0F :C8:00

Manage Frame - Source MAC 001094 00:00:01

Templates... . EtherType (hex) <autoz IPvE

) E+ IPw6 Header
Actions
- Traffic Class (hex) oo

Add Reader(s);:: - Payload length {int} <auto > calculated

Link ModifiersfdFDs. . - Mext header {int) <autoz IPvA-Mokxk

Insert IPva Modifier. .. - Hop limit ink) 255

- Source Address 2001::2
Others
Destination Address f

Expandidll 1§ B CH] 1P Modifier Count=610000;5tep

Collapse &l | Gateway 0
Message reception
Traffic: Agareaate View Results 1
Port Traffic and Counters > Basic Traffic Results | Change Fesult View +  £5] i Tof1

Basic Counters | Ermors | Triagers | Protocols | Undersize/OversizsAumbe | PP Counters | Usst Defined | Advanced Sequencing | FEC Counters |

Tokal Tx Count Total Rx Count

Fort Nams | 0 (e Total Tx Count {bits) | Tatal Rx Counk (bits) | Takal T Rate (bps) Taktal Rx Rate (bps) Tx L1 Count {bits) R L1 Col
Part [[1j28 | 610,000 I 524, 640, 000 7 7 a 722,240, 000 7
Port [[1j37 @ 516,600 I 624, 640, 000 7 a 7 722, 240,1
£10,000 10,000 624,540,000 624,640,000 722,240,000 722,240,
Streams > Detailed Stream Results | Change Result Yiew » £ F,, [ 1of1 | [ Select Tx Ports: Al Parts ~ | Select Rix Ports
Al Parts + - Change Counter Mode:  Basic Mode + i) Fiesample

Basic Counters | Errars | Basic Sequencing I Advanced Sequencing | Histoarams |

Rx Part Aggregated Rx | Tx Count Rx Caurt G
faat e ity il Tx Rate (bps) Rx Rate {bps) TxCourt (hits) RxCount{hits) T

Mame/ID Tx Part Name
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Test Results PASS

ip -6 route Show shows that 610014 items have been learned, and the flow can be
Remark connected

h. QoS

5.1 PASS-Classification-COS

Test items Classification COS Test
Test content The test device can be bound to the ingress port according to the set Classfication
COS.
1 2
DUT1
DUT
Test topology

2, B

1. Set up the test environment according to the diagram.
2. Create dotlp-tc and map dotlp to TC

Test steps 3. Bind the created dotlp-tc to the port
4.

View the relevant created dotlp-tc and its binding
Delete related configuration

2.3 Configuration Success
Expected 4. Display content is consistent with creation

Results

Configure dotlp-tc and bind

config qos dotlp-tc add dotlp tc --dotlp 0 --tc 0
config interface qos dotlp-tc bind Ethernet 0 dotlp tc

View related configuration
show qos dotlp-tc

show interface qos
( 50N ic 0 dm in# 19 qos tip-tc add dotip tc dot tc ©
1C me/admin# c 1g int ace qos dotip-tc bind Eth t0 dotip_tc
DUT i arm\n#
Configuration

wW qos dotlp-tc

rum‘rru-aon u :/home/admin# show interface qos

. to TC: dotlp_tc

root@sonic:/home/admin#

Deleting a Configuration

41



ND . _ NADDOD N9200-64DC Smoke Test Report

PASS
Test Results

Remark

5.2 PASS -Classification-DSCP

Test items Classfication DSCP test

Test content The test device can be bound to the ingress port according to the set Classfication

DSCP.

DuT1
puTt

Test topology

—_—

2 B

Set up the test environment according to the diagram.
Create dscp-tc and map DSCP to TC
Test steps Bind the created dscp-tc to the port

View the relevant created dscp-tc and its binding

[ A L

Delete related configuration

Expected 2.3 Configuration Success

4. Display content is consistent with creation
Results

Configure dscp-tc and bind
config qos dscp-tc add dscp_to _tc profile -- dscp 0 -- tc 1
config interface qos dscp-tc bind Ethernet 0 dscp_to_tc profile

View related configuration
show qos dscp-tc
show interface qos

@sonic:/home/admin# show qos dscp-tc

DUT policy: dscp to tc profile

Configuration

root@sonic: /home/admin# show
Ethernet®:
to TC: dotilp tc
DSCF to TC: dscp to tc profile

root@sonic: /home/admin#
Deleting a Configuration
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Test Results PASS

Remark

5.3 PASS- Marking-COS

Test items Marking COS test
Test content The test equipment can be set according to the entry Classification COS and the exit
Marking COS
1 2
i
DuT
Test topology

A B

Set up the test environment according to the diagram.
Create dotlp-tc and map dotlp 3 to TC 1

Bind the created dot1p-tc to port DUTP1

Create a remark, set TC1 remark dotlp to 1

Remark the binding created is bound to port DUTP2
View the created qos rules and their bindings

Create VLAN 100 and add DUTP1 and DUTP2 to VLAN 100 as tagged
members.

Test steps

~N O L kAW N =

8. TGA sends a VLAN priority 3 message, and TGB captures the packet to view
the VLAN priority value of the message

9. Delete related configuration

2,3,4,5 Configuration and binding successful
Expected 6. The displayed qos configuration is the same as the setting
VLAN priority value in the message received by TGB is changed to 1

Results
Configure dscp-tc and remark and bind
config qos dotlp-tc add dotlp tc --dotlp 3 --tc 1
config interface qos dotlp-tc bind Ethernet 0 dotlp tc
config qos remark dotlp add remark pcp --tc 1 --dotlp 1
DUT config interface qos remark dotlp bind Ethernet8 remark pcp
Configuration

View qos configuration
show qos dot1p-tc
show qos remark dotlp
show interface qos
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root@sonic:/home/admin# show qos remark
policy: remark_pcp
1C [

root@sonic:/home/admin# show interface qos
Etherne

to TC: dotlp fc

Ethernetd:
remark: remark pcp

root@sonic:/home/admin#
root@sonic:/home/admin# show gos dotip-tc
dotip-tc policy: dotlp tc

! TC

1

root@sonic:/home/admin#
Configuring VLANs
config vlan add 100
config vlan member add 100 Ethernet 0
config vlan member add 100 Ethernet 8

Frame
EthernetIl
- Preamble (hex) 5555555555555d5
Destination MAC 00:10:94:00:00:02
2 Vians
5 Vian
Type (hex) 8100
- Priority (bits) 011
: CFI (bit) 0
L. ID (int) 100
EtherType (hex) <auto> Internet IP

+/- IPv4 Header

Results of the package

Frame 4743: 128 bytes on wire (1824 bits), 124 bytes captured (992
Ethernet II, Src: Performa_©©:00:01 (80:10:94:00:080:01), Dst: Perf:
¥ 802.1Q Virtual LAN, PRI: 1, DEI: @, ID: 1@
Cbls, mAma A o s Priority: Background (1)
R U — DEI: Ineligible
.... Oeee ell1e elee ID: 1ee
Type: IPv4 (©x@808)
Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
Data (86 bytes)

1}

Test Results

PASS
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Remark

5.4 PASS- Marking-DSCP

Test items Marking DSCP Test
Test content The test equipment can set the inlet Classification DSCP and the outlet Marking

DSCP

1 2
i
DUT
Test topology
& B

1. Set up the test environment according to the diagram.

2. Create dscp-tc and map DSCP 0 to TC 3

3. Bind the created dscp-tc to port DUTP1

4. Create a remark and set TC3 remark DSCP to 1

5. Remark the binding created is bound to port DUTP2

6. View the created qos rules and their bindings
Test steps 7. Create VLAN 100 and add DUTP1 and DUTP2 to VLAN 100 as untagged

members.

8. TGA sends an IPv4 packet with DSCP0, and TGB captures the packet to view
the DSCP value of the packet

9. TGA sends an IPv6 packet of traffic class 0, and TGB captures the packet to
view the traffic class value.

10. Delete related configuration

2,3,4,5 Configuration and binding successful

6. The displayed qos configuration is the same as the setting

Expected Results | The dscp and traffic class values in IPv4 and IPv6 packets received by TGB are
changed to 0x04

Configure dscp-tc and remark and bind
config qos dscp-tc add dscp _to_tc profile -- dscp 0 -- tc 3
config interface qos dscp-tc bind Ethernet 0 dscp _to tc profile
config qos remark dscp add remark dscp --tc 3 --dscp 1

DUT config interface qos remark dscp bind Ethernet8 remark_dscp
Configuration
View qos configuration
show qos dscp-tc
show qos remark dscp
show interface qos
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G Jhome/admin# show
dscp-tc policy: dscp to tc |
DSCP TC

/home/admin# show qos remark dscp
dscp policy: remark _dscp
TC DSCP

3

root@sonic:/home/admin# show interface qos
EthernetO:
DSCP to TC: dscp_to_tc_profile

Ethernet8:
IP DSCP remark: remark_dscp

config vlan add 100
config vlan member add 100 Ethernet 0 -u
config vlan member add 100 Ethernet 8 -u

Results of the package

“} EthernetIl
- Preamble (hex) fb555555555555d5
- Destination MAC 00: 10:94:00:00:02
Source MAC 00: 10:94:00:00:01
: : EtherType (hex) <auto> Internet IP
- IPv4 Header
Version (int) <auto> 4
Header length (int) <auto> 5
8 105 Diffsery tos (0x00) -

Total length (int)
;. Identification (int) 0

-« Control Flags

Frame 15994: 124 bytes on wire (992 bits), 128 bytes captured (96@ bits) on interfa
Ethernet II, Src: Performa_@0:00:01 (©0:10:94:00:00:01), Dst: Performa_e0:00:02 (00
v Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.90.0.1
@18@ .... = Version: 4
. 9181 = Header Length: 20 bytes (5)
v Differentiated Services Field: ©x84 (DSCP: LE, ECN: Not-ECT)
@000 ©1.. = Differentiated Services Codepoint: Lower Effort (1) i
= Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 106
Identification: @xd4eec (20204)

Vé
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W

-l Ethernetll
| Preamble (hex) f5555555555555d5
Destination MAC 00:10:94:00:00:02
Source MAC 00:10:94:00:00:01
! EtherType (hex) <auto> IPve
» Version (int) 6
® Traffic Class (hex) 00| i
- Flow label (hex) 0000
- Payload length (int) <auto > calculated
- Next header (int) <auto> IPv6-NoNxt
- Hop limit (int) 255
Source Address 2000::2
Destination Address 2000::1

> Frame 3: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_capture_172-21-
> Ethernet II, Src: Performa_ee:00:01 (00:10:94:00:09:01), Dst: Performa_00:00:02 (00:10:94:00:00:02)
~ Internet Protocol Version 6, Src: 20@0::2, Dst: 2000::1

8110 .... = Version: 6
v ...I. 0000 0100 .... .... .... .... .... = Traffic Class: @x@4 (DSCP: LE, ECN: Not-ECT) |
vur DRORIOLS. feiis wavs snEe . = Differentiated Services Codepoint: Lower Effort (1)

.......... 0 .... .... c2us +oa. .... = Explicit Congestion Notification: Not ECN-Capable Transport (@)
............ 0200 2000 0000 000 2002 = Flow Label: @xoeeee
Payload Length: 70
Next Header: No Next Header for IPv6 (59)

PASS
Test Results
Remark
5.5 PASS- DiffServ
Test items Diffserv Function Test
Purpotie; tofthe The test equipment can forward messages according to Diffserv settings

Test environment

1 2
i

DuTt

Test steps

Set up the test environment according to the diagram.

2. Create VLAN 100 and add DUT P1 and DUTP2 to VLAN 100 as untagged
members.

3. Create an ACL of type diffserv -type to match DSCP and use the policer action

Create an acl and use the previous diffserv -type to bind to the TGA port
inbound direction

5. Create a policer rule and modify the DSCP value of packets of different colors
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Add policer rules to acl
TGA sends DSCP matching packets at a rate exceeding the PIR rate
dscp settings in the message

O 0 3

Delete related configuration

2-6 Configuration successful
Expected Results | 7. The message is forwarded successfully, and the DSCP is modified according to
the diffserv settings.

2. Configuring VLANs

config vlan add 100
config vlan member add 100 Ethernet 0 -u
config vlan member add 100 Ethernet 8 -u

3. Create an ACL of type diffserv -type to match DSCP and use the policer action
config acl add table-type diffserv -type --match- dscp --action-set-policer

C

CILA L
admin# show acl table-type

Bind Point Match Policer
DSCP
IP type
C ?UT . 4. Bind ACL and view
onfiguration config acl add table diffserv -table diffserv -type -s ingress -p Ethernet 0
show acl table

@sonic:/home/admin# show acl table
Ty, Binding Description Stage Policer
diffserv-type Ethernet@®@ diffserv-table 1ingress
/admin#
/admin#

5.C ete pc les
config policer add pol tr_tcm packets blind -- cir 100 -- cbs 200 --pir 300 --pbs
400 -- green_set_dscp 0 -- yellow_set dscp 20 -- red_set dscp 30

6. Add policer rules to acl
config acl add rule diffserv -table permit --priority 10000 -- dscp 0 --policer pol
how policer
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Ethernetll
Preamble (hex) fb555555555555d5
Destination MAC 00:10:94:00:00:02
Source MAC 00:10:94:00:00:01
EtherType (hex) <auto> Internet IP
=- IPv4 Header

Version (int) <auto> 4
Header length (int)

Total length (int) <auto > calculated
}... Identification finf) a
Fixed load settings
O Percent (%) : 10.000473590528 |
(@ Frame/sec (fps) [400 ]

O bps: 473590 |

O Kbps : 473 590528 |

O Mbps : 047350528 |
O Inter burst gap (bytes) : | 31249864 |
O L2 Rate (bps): 409600 |

dscp setting in the message . Green is dscp 0, yellow is dscp 20, and red is dscp 30.

+ Frame 296: 128 bytes on wire (1624 bits), 124 bytes captured (992 bits) on interface \'
+ Ethernet II, Src: Performa_00:00:01 (@0:10:94:00:80:01), Dst: Performa_0©:00:02 (@0:18
+ Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
01e@ .... = Version: 4
.... @1e1 = Header Length: 20 bytes (5)
v Differentiated Services Field: @x50@ (DSCP: AF22, ECN: Not-ECT)
9101 ©0.. = Differentiated Services Codepoint: Assured Forwarding 22 (2e)|
... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 11@

Frame 297: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_c
Ethernet II, Src: Performa_©0:00:01 (©0:10:94:00:80:01), Dst: Performa_00:00:02 (20:10:94:00:00:02)
Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
01e@ .... = Version: 4
. 8101 = Header Length: 28 bytes (5)
v Differentiated Services Field: ©x78 (DSCP: AF33, ECN: Not-ECT)
0111 1@.. = Differentiated Services Codepoint: Assured Forwarding 33 (3@) |
...... 0@ = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Tat+al | anoth: 110
Frame 299: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipel\view_c
Ethernet II, Src: Performa_@@:00:01 (©0:19:94:00:00:01), Dst: Performa_00:00:02 (00:10:94:00:00:02)
Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
Q1@ .... = Version: 4
. 0101 = Header Length: 20 bytes (5)

9000 00.. = Differentiated Services Codepoint: Default (@)
...... 80 = Explicit Congestion Notification: Not ECN-Capable Transport (®)
Tatal | enoth: 110

Test Results PASS

Remark
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5.6 PASS - PFC (Priority Flow Control)

Test items PFC Function Test

Test content Test device PFC can trigger PFC messages and stop according to PFC priority

DUTI1

Test topology

Set up the test environment according to the diagram.

Configure dotlp priority 3 to map to tc3 and pg3

Bind qos mapping to port

Enable PFC priority 3 on DUTP1 and DUTP2

Create VLAN 100 and add DUT P1-P3 to VLAN 100 as tagged members

TGB and TGC send bidirectional VLAN tagged data streams, and the packet
sending rate of TGC is 100% to TGB

TGA sends VLAN 100, priority 3 data packets to TGB at line speed
8. TGA capture shows the PFC priority 3 packets sent by the device.

AN R~ W N =

~

Test steps

Stop all outbound packets
10. Create pfc -priority-queue and set pfc priority 3 to correspond to queue3
1. Bind the created pfc -priority-queue to TGB
12. TGA sends VLAN 100, priority 3 data packets to TGB at line speed
13. TGB sends PFC priority 3 messages
14. Delete related configuration

2-6 Configuration successful
8. PFC priority 3 message sent by the device

Expected Results P
100 priority 3 packets from TGA

Configuring QOS

config qos dotlp-tc add dotlp_to tc profile --dotlp 3 --tc 3
config interface qos dotlp-tc bind EthernetO dotlp to tc profile
config interface qos dotlp-tc bind Ethernet8 dotlp to tc profile
config interface qos dotlp-tc bind Ethernet16 dotlp to tc profile
config qos tc-pg add te-pg-prof --tc 3 --pg 3

config interface qos tc-pg bind Ethernet0 tc-pg-prof

config interface qos tc-pg bind Ethernet8 tc-pg-prof

config interface qos tc-pg bind Ethernet16 tc-pg-prof

config qos tc-queue add tc-queue-prof --tc 3 --queue 3

config interface qos tc-queue bind Ethernet0 tc-queue-prof
config interface qos tc-queue bind Ethernet8 tc-queue-prof
config interface qos tc -queue bind Ethernet 16 tc -queue-prof

DUT
CONFIGURATIO
N
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Enable PFC priority 3 on the port
config interface pfc priority Ethernet 0 3 on
config interface pfc priority Ethernet 8 3 on

Lossless priorities

Ether 8 . 3

Configuring VLANs
config vlan add 100

config vlan member add 100 Ethernet 0

config vlan member add 100 Ethernet 8
config vlan member add 100 Ethernet 16

TGB and TGC send bidirectional VLAN tagged data streams, and the packet
sending rate of TGC is 100% to TGB

TGA sends VLAN 100, priority 3 data packets to TGB at line speed

TGA capture shows the PFC priority 3 packets sent by the device.

Port A
= Frame _
5 EthernetIl
Preamble (hex) fb555555555555d5
Destination MAC 00:10:94:00:00:02
Source MAC 00:10:94:00:00:01
— Vians
: _ B v‘]an
: Type (hex) 8100
Priority (bits)
k- CFI (bit) 0
L~ ID (int) 100
EtherType (hex) <auto> Internet IP
= IPv4 Header
- Version (int) <auto> 4
Header length (int) <auto> 5
Fixed ioad settings
(® Percent (%) 100
() Frame/sec (fps) : [W
O bes 99998000000 |
O Mbeps : _99998

(O Inter burst gap (bytes) : 112
(O L2 Rate (bps) 86484756480
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B port
& Frame [
FJ EthernetIl
Preamble (hex) b555555555555d5
... Destination MAC 00:10:94:00:00:03
- Source MAC 00:10:94:00:00:02
Eh Vians
- Type (hex) 8100
i~ Priority (bits)
- CFI (i) 0
L. ID (int) 100
| L EtherType (hex) <auto> Internet IP
E| IPv4 Header
: Version (int) <auto> 4
Header length (int) <auto> 5 3
Fixed load settings
|_© Percent (%) - [10 |
O Frame/sec (fps) - |8445777 |
O bps : (9999800000 |
O Kbps : (9999800 |
O Mbps : [s999.8 |
O Inter burst gap (bytes) : (1344 ]
O L2 Rate (bps): (8648475648 |
C-mount
S e [
Er Ethernetll
-+ Preamble (hex) fb555555555555d5
- Destination MAC 00:10:94:00:00:02
-+ Source MAC 00:10:94:00:00:03
¥ Vians
- Type (hex) 8100
i Priority (bits)
CFI (bit) 0
ID (int) 100
EtherType (hex) <auto> Internet IP
=~ IPv4 Header
- Version (int) <auto> 4
- Header length (int) <auto> 5 v
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Fixed load settings
® Poroent )
(O Frame/sec (fps) - 84457770|

Ot
O Kbps : (99938000 |
O baon
(O Inter burst gap (bytes) : |12

O L2 Rate (bps): 86484756480 |

> Frame 8796: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface \\.\pipe\view_captur
> Ethernet II, Src: 00:90:00_00:00:00 (00:00:00:00:00:00), Dst: MAC-specific-ctrl-proto-01 (@1:80:c2:00:0
¥ MAC Control
Opcode: Class Based Flow Control [CBFC] Pause (@xelel)
v CBFC Class Enable Vector: 9x8ees, C3

............... @ = C@: False
..@. = Cl1: False
9., = C2; False
............ 1... = C3: True
........... @ .... = C4: False
sl @O = C5: False
war wBlaa = C6: False
........ @... .... = C7: False
¥ CBFC Class Pause Times
Ce: e
Ccl: @
Cc2: @
C3: 65535 |
ca: e
c5: @
Cc6: @
c7: @

Configuring pfc -priority-queue
config qos pfc -priority-queue add pfc_queue_profile -- pfc -priority 3 --queue 3
config interface qos pfc -priority-queue bind Ethernet 8 pfc_queue profile

Stop sending packets on all ports
TGA sends VLAN 100, priority 3 data packets to TGB at line speed
TGB sends the destination learning packet and the PFC priority 3 message

Port A
& Frame [
-r EthernetIl
| |..preamble (hex) fb555555555555d5
Destination MAC 00:10:94:00:00:02
Source MAC 00:10:94:00:00:01
& Vians
- Type (hex) 8100
Priority (bits) 011
CFI (bit) 0
L. 1D (nd) 100
|\ EtherType (hex) <auto> Internet IP
E| IPv4 Header
Version (int) <auto> 4
B port I ) ]
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—I- EthernetIl

- 5555555555545
01:80:C2:00:00:01
Source MAC 00:10:94:00:00:02

M e Type (hex) | <auto> 8808 i

.. Preamble (hex)
. Destination MAC

4 Priority Flow Control
. OpCode (hex)
Class Enable Vector
| L ms octet (bits) 00000000
- [ s octet (its) 00001000
- Time (0) (nt) 0
Time (1) (int) 0
- Time (2) (nt) 0
[ Time (3) (nt) 65535
- Time (4) (nY) 0

~
Port Name es) |Generator Sig Count (Frames) | Rx Sig Count (Frames) | Total Tx Rate (fps)  Total Rx Rate

Port /125 4,388,401,393 0 84,457,771 3,974
Port /f1/29 441,102,311 ]I} 8,445,777 0
Port //1/33 @ o 0 o

root@sonic:/home/admin# show pfc counters
ort PFCO PFC1 PFC2 PFC3 PFC5 PFC6

(0} (0} Q 0 0 (0]

(0} 0| 1,320,261,858 g (0}
pt 16 @ (0] 0 (0] g B (0]
Ethernet24 0 Q 0 (0] E : (0]

Ethern

Stop PFC at port B and traffic will resume

Port Name ops) Tx L1 Rate (Percent) Rx L1 Rate (Percent)

Port /{1/25 99.995 o
Port /f1/29 192 0 99.998
Port /f1/33 |59 g 99,908
Test Results PASS
Remark
5.7 PASS - Asym PFC
Test items Asym PFC Function Test

Test content

The test device Asym PFC can correctly trigger the PFC message and stop

according to the PFC priority.
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DUT1

Test topology

Set up the test environment according to the diagram.

Configure dotlp priority 3 to map to tc3 and pg3

Bind qos mapping to port

Enable PFC priority 3 and Asym FPC on DUTP1 and DUTP2

Create VLAN 100 and add DUT P1-P3 to VLAN 100 as tagged members

TGB and TGC send bidirectional VLAN tagged data streams, and the packet
sending rate of TGC is 100% to TGB

TGA sends VLAN 100 , priority 3 data packets to TGB at line speed
TGA capture shows the PFC priority 3 packets sent by the device.

AN N AW N =

Test steps

[c BN |

Stop all outbound packets
10. Create pfc -priority-queue and set pfc priority 3 to correspond to queue3
11. Bind the created pfc -priority-queue to TGB
12. TGA sends VLAN 100 , priority 3 data packets to TGB at line speed
13. TGB sends PFC priority 3 messages
14. Delete related configuration

2-7 Configuration successful
8. PFC priority 3 message sent by the device

Expected Results Pt
100 priority 3 packets from TGA

Configuring QOS
config qos dotlp-tc add dotlp_to tc profile --dotlp 3 -- tc 3
config interface qos dotlp-tc bind Ethernet 0 dotlp to tc profile
config interface qos dot1p-tc bind Ethernet 8 dotlp to tc profile
config interface qos dot1p-tc bind Ethernet16 dotlp to tc profile
config qos tc-pg add te-pg-prof --tc 3 --pg 3
config interface qos tc-pg bind Ethernet0 tc-pg-prof
config interface qos tc-pg bind Ethernet8 tc-pg-prof
config interface qos tc-pg bind Ethernet16 tc-pg-prof

DUT config qos tc-queue add tc-queue-prof --tc 3 --queue 3
Configuration config interface qos tc-queue bind Ethernet0O tc-queue-prof
config interface qos tc-queue bind Ethernet8 tc-queue-prof
config interface qos tc-queue bind Ethernetl6 tc-queue-prof

Enable PFC and asym on the port

config interface pfc priority EthernetO 3 on
config interface pfc priority Ethernet8 3 on
config interface pfc asymmetric EthernetO on
config interface pfc asymmetric Ethernet8 on
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S S
asonic:/home/admin# config interface pfc priority Ethernet® 3 on
ic Ethernet8 on

Interface L ss priorities

Ethernetd 3
root@sonic:/home/admin# config interface pfc priority Ethernet8 3 on

Interface Lossless priorities

Ethernet8
Configuring VLANSs
config vlan add 100
config vlan member add 100 Ethernet0
config vlan member add 100 Ethernet8
config vlan member add 100 Ethernet16

TGB and TGC send bidirectional VLAN tagged data streams, and the packet
sending rate of TGC is 100% to TGB

TGA sends VLAN 100 , priority 3 data packets to TGB at line speed

TGA capture shows the PFC priority 3 packets sent by the device.

Port
A
— EthernetIl
- L Preamble (hex) fb55555555555545
Destination MAC 00:10:94:00:00:02
Source MAC 00:10:94:00:00:01
Vlans
B Vlan
Type (hex) 8100
Priority (bits)
CFI (bit) 0
. Loy 100
_ EtherType (hex) <auto> ln
— - IPv4 Header
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Fixed load settings
(®) Percent (%) : 100 ]
O Framelsec (fps) : (84457770 |
Obps: 199998000000 |
O Kbps : 199998000 |
O Mbps : 99998 |
O Inter burst gap (bytes) : |12 |
O L2 Rate (bps): 86484756480 |
B port
| Preamble (hex) fb555555555555d5
* Destination MAC 00: 10:94:00:00:03
_! Source MAC 00:10:94:00:00:02
L:} Vians
| E Vlan
- Type (hex) 8100
5 CFI (bit) 0
: L ID (int) 100
: L. EtherType (hex) <auto> Internet IP
- IPv4 Header
Fixed load settings
@® Percent (%) : 10 ]
O Framelsec (fps) : (8445777 |
O bps : 9999800000 |
O Kbps : 9999800 ]
O Mbps : 9999.8 ]
O Inter burst gap (bytes) : |1344 |
O L2 Rate (bps): 8648475648 ]
C-mount
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fb555555555555d5
00:10:94:00:00:02
00:10:94:00:00:03

Type (hex) 8100
Priority (bits)
1 CF1 (it 0
| D (int) 100
! EtherType (hex) <auto> Internet IP
E IPv4 Header
Version (int) <auto> 4
Header lenath (int) <auto> S5

Fixed load settings
® Percent (%) : 1100 |
O Framelsec (fps) : (84457770 |

O bps: 99998000000 |

|
|
|

O Kbps : 99998000
O Mbes : |99998

O Inter burst gap (bytes) : (12
O L2 Rate (bps): 86484756480 |

Frame 10978: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface \\.\pipe\view_capture_17:
Ethernet II, Src: ©0:00:00_00:00:00 (00:00:00:00:00:00), Dst: MAC-specific-ctrl-proto-01 (©1:80:c2:00:00:01)
¥ MAC Control
Opcode: Class Based Flow Control [CBFC] Pause (@x@101)

v CBFC Class Enable Vector: @xeee8, C3
: False
. False
. False
: True
. False
: False

: False

: False
v CBFC Class Pause Times

co: @

Ci: o

C2: @

C4: 0

€5z @

c6: @

c7: @
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v

Frame 10979: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface \\.\pipel\view_capture_17:
> Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:060), Dst: MAC-specific-ctrl-proto-01 (01:86:c2:00:00:01)
v MAC Control
Opcode: Class Based Flow Control [CBFC] Pause (©x@101)
¥ CBFC Class Enable Vector: ©xee08, C3
............... 0 = Co: False
e @, 2 G1: False

i i e 20k, =022 False

............ I..: = €3: True

........... ® .... = C4: False
o il e = Ch; FEalse

cono: meon ddos pres B(EF [FEIGE

........ @.ow zoen = C7: False

v CBFC Class Pause Times

ce: @

Ci: e

C2: @

C4: @

C5: @

C6: @

c7: e

Configuring pfc -priority-queue
config qos pfc -priority-queue add pfc_queue profile -- pfc -priority 3 --queue 3
config interface qos pfc -priority-queue bind Ethernet 8 pfc_queue profile

Stop sending packets on all ports
TGA sends VLAN 100 , priority 3 data packets to TGB at line speed

TGB sends the destination learning packet and the PFC priority 3 message
Port A

Ié}' Ethernetll
| Preamble (hex) fb555555555555d5
Destination MAC 00:10:94:00:00:02

- Source MAC 00: 10:94:00:00:01
|-} Vlans
: & Vian
Type (hex) 8100
Priority (bits) 011
CFI (bit) 0
Dy 100
EtherType (hex) <auto> Internet IP

-} IPv4 Header

Version (int) <auto> 4
Fixed load settings
(®) Percent (%) : 1100 |
O Frameisec (fps): 84457770 |
O bps: 99998000000 |
O Kbps : 99998000 |
O ess ]
(O Inter burst gap (bytes) : ‘12 ‘
(O L2 Rate (bps): (86484756480 |
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B port

-: EthernetIl

 LiPreamble (hex) fb555555555555d5
Destination MAC 01:80:C2:00:00:01
Source MAC 00:10:94:00:00:02

_ | EtherType (hex) <auto> 8808

E Priority Flow Control
OpCode (hex) <auto> 0101

E Class Enable Vector

| > ms octet (bits) 00000000

_ . Is octet (bits)
Time (0) (int)

- Time (1) (int)

Time (2) (int)

[oormo ]
0
0
0

~
Port Name Dount (Frames) @ Generator Sig Count (Frames) | Rx Sig Count (Frames) | Total Tx Rate (fps)  Tol

Port /[1/25 310,252,540 0 84,457,770 39
Port /{120 33,340,576 E] 8,445,777 0
Port //1/33 ) 0 0 2

onic:/home/admin# show pfc
X PFC1 P

herne
Etherne

Stop PFC at port B and traffic will resume

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined  Advan

Port Name _1 Rate (bps) Tx L1Rate (Percent) | RxL1Rate (Percent) | Generator Count (Frames) (

Port //1/25 99,993 0 13,907,965,250 i

Port /f1/29 998,781,923 0 99,999 1,118,826,812 i

Port /133 0 0 0 ¢

15 N26 707 NA? 1

PASS
Test Results
Remark

5.8 PASS - PFC Watchdog (WD)

Test items PFC Watchdog function test

Test content Test equipment PFC watchdog can work
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Test topology

1. Setup the test environment according to the diagram.
2. Configure dotlp priority 3 to map to tc3 and pg3
3. Bind qos mapping to port
4. Enable PFC priority 3 on DUTP1 and DUTP2
5. Create VLAN 100 and add DUT P1-P3 to VLAN 100 as tagged members
Test steps 6. Create pfc -priority-queue and set pfc priority 3 to correspond to queue3
7. Bind the created pfc -priority-queue to TGB
8. TGA sends VLAN 100, priority 3 data packets to TGB at line speed
9. TGB sends a message with PFC priority 3.
1

0. Port Enable PFCWD
Delete related configuration

8. TGB stops receiving TGA data messages
Expected Results 9. TGB starts to receive some TGA data messages

Configuring QOS
config qos dotlp-tc add dotlp to tc profile --dotlp 3 -- tc 3
config interface qos dotlp-tc bind Ethernet 0 dotlp to tc profile
config interface qos dotlp-tc bind Ethernet 8 dotlp to tc profile
config interface qos dotlp-tc bind Ethernet16 dotlp to tc profile
config qos tc-pg add te-pg-prof --tc 3 --pg 3
config interface qos tc-pg bind Ethernet( tc-pg-prof
config interface qos tc-pg bind Ethernet8 tc-pg-prof

DUT config interface qos tc-pg bind Ethernet16 tc-pg-prof
Configuration config qos tc-queue add tc-queue-prof --tc 3 --queue 3
config interface qos tc-queue bind EthernetO tc-queue-prof
config interface qos tc-queue bind Ethernet8 tc-queue-prof
config interface qos tc-queue bind Ethernetl6 tc-queue-prof

PFC priority 3 is enabled on the port
config interface pfc priority EthernetO 3 on
config interface pfc priority Ethernet8 3 on
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g

root@sonic:/home/admin# config interface pfc priority Ethernet® 3 on
Interface Lossless priorities

Ethernet0 3
root@sonic:/home/admin# config interface pfc priority Ethernet8 3 on

Interface Lossless priorities

Ethernet8
root@sonic:/home/admin#

Configuring VLANs

config vlan add 100

config vlan member add 100 Ethernet0
config vlan member add 100 Ethernet8
config vlan member add 100 Ethernet16

Configuring pfc-priority-queue
config qos pfc -priority-queue add pfc_queue profile -- pfc -priority 3 --queue 3
config interface qos pfc -priority-queue bind Ethernet 8 pfc_queue profile

TGA sends VLAN 100, priority 3 data packets to TGB at line speed
TGB sends the destination learning packet and the PFC priority 3 message

Port A
Ethernetll
| Preamble (hex) fb555555555555d5
> Destination MAC 00:10:94:00:00:02
Source MAC 00:10:94:00:00:01
Vians
! a- Vian
- Type (hex) 8100
Priority (bits)
- CF1 (i) 0
1D (int) 100
i EtherType (hex) <auto> Internet IP
— IPv4 Header
r Version (int) <auto> 4
Header length (int) <auto> 5
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Fixed load settings
(®) Percent (%) : 100
() Frame/sec (fps) : ’34457?70 ]
O bps : 99998000000 |
O Kbps : 99998000 |
(O Mbps 99998 |
O Inter burst gap (bytes) : [12 |
O L2 Rate (bps): 86484756480 |
B port —
5 Frame |
%} Ethernetll
.. Preamble (hex) fb555555555555d5
- Destination MAC 01:80:C2:00:00:01
... Source MAC 00:10:94:00:00:02
*- EtherType (hex) <auto> 8808
[=1- Priority Flow Control
- OpCode (hex) <auto> 0101
[=l- Class Enable Vector
ms octet (bits) 00000000
L. Is octet (bits) | 00001000
- Time (0) (int) 0
- Time (1) (int) 0
- Time (2) (int) 0
«= Time (3) (int) 65535
Fixed load settings
@® Percent (%) - [10 ]
(O Frame/sec (fps) : [3445777 ]
e (9999800000 ]
O Kbps : 9999800 ]
O Mbps : 9999.8 ]
O Inter burst gap (bytes) : [1344 ]
O L2 Rate (bps): 8648475648 ]
Check TGB packet receiving rate
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Basic Counters Errors Triggers Protocols Undersize/OversizelJumbo PFC Counters User Defined Advan >

Port Name »ops) Tx L1 Rate (Percent) Rx L1 Rate (Percent) Generator Count (Frames)

Port //1/25 99.998 0.003 30,249,425,362

Port //1/29 10 J:] 2,603,005,001

32,852,430,363

Setting PFCWD

config pfcwd start --action forward --restoration-time 4000 ports
detection-time 4000

config pfcwd start --action forward --restoration-time 4000 ports
detection-time 4000

port Ether
rr Eth

~
Generator

30,249,425,
2,603,005,L

32,852,430, w

Ethernet0

Ethernet8

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © 2>

Port Name »ops) Tx L1 Rate (Percent) Rx L1 Rate (Percent) Generator Count (Frames)

Port //1/25 99.998 g 123,744,173,177
Port ff1/29 13 10 99.998 11,952,480,307

135,696,653,484

~
Generator

123,744,17.
11,952,480,

135,696,65. v

onic:/home/ad Cwit
QUEUE C S X TX LAST OK/DROP

747272509/0

port id 0x10000000009f
home/admin:
c:/hom min#

Test Results

, queue id

, queue id 0x15

Remark

5.9 PASS- PFC Watermark (WM)

Test items

PFC Watetmark Functional Test

Test content

Test equipment PFC Watermarks can be displayed as statistics.

Test topology
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1. Set up the test environment according to the diagram.

2. Load qos configuration file

3. Configure buffer parameters and bind to the port

4. Configure dscp3 to map to tc 3 , mapped to pg 3 ; dscp 0 to map to tc O,
mapped to pg 0

. Bind qos mapping to port

6. Create pfc -priority-queue to set pfc priority 3 to queue 3 and pfc priority 0 to

queue 0
Test steps 7. Bind the created pfc -priority-queue to the port

8. Enable PFC priority 3,0 on the port
9. Create VLAN 100 and add ports to VLAN 100
10. 1 230 length data packets of dscp 3 and dscp 0 to TGB at line speed

11. View watermark statistics

12. TG B egress speed limit 1 0 G

13. View watermark statistics

14. Delete related configuration

2 - 9 Configuration successful
Expected Results 11.1 3. View statistics

Configuring QOS

sudo config qos reload

config interface buffer bind priority-group EthernetO 0 ingress_lossless_profile
config interface buffer bind priority-group Ethernet8 0 ingress_lossless_profile
config interface buffer bind queue Ethernet0 0 egress lossless profile
config interface buffer bind queue Ethernet8 0 egress_lossless profile

config interface buffer bind priority-group Ethernet0 3 ingress lossless profile
config interface buffer bind priority-group Ethernet8 3 ingress_lossless_profile
config interface buffer bind queue Ethernet0 3 egress_lossless profile
config interface buffer bind queue Ethernet8 3 egress lossless profile

config qos dscp-tc add dscp to tc profile --dscp 3 --tc 3
config qos dscp-tc update dscp_to_tc_profile --dscp 0 --tc 0
config interface qos dscp-tc bind EthernetO dscp to tc profile
config interface qos dscp-tc bind Ethernet8 dscp_to_tc profile
config qos tc-pg add te-pg-prof --tc 3 --pg 3

config qos tc-pg update tc-pg-prof --tc 0 --pg 0

config interface qos tc-pg bind Ethernet0 tc-pg-prof

config interface qos tc-pg bind Ethernet8 tc-pg-prof

config qos tc-queue add tc-queue-prof --tc 3 --queue 3

config qos tc-queue update tc-queue-prof --tc 0 --queue 0
config interface qos tc-queue bind Ethernet0 tc-queue-prof
config interface qos tc-queue bind Ethernet8 tc-queue-prof

DUT
Configuration

Configuring pfc-priority-queue

config qos pfc-priority-queue add pfc_queue profile --pfc-priority 3 --queue 3
config qos pfc-priority-queue update pfc_queue profile --pfc-priority 0 --queue 0
config interface qos pfc-priority-queue bind EthernetO pfc_queue profile

config interface qos pfc-priority-queue bind Ethernet8 pfc_queue profile

Enable PFC priority 3 on the port

config interface pfc priority EthernetO 3 on
config interface pfc priority EthernetO 0 on
config interface pfc priority Ethernet8 3 on
config interface pfc priority Ethernet8 0 on
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root@sonic: me/admin# config interface pfc priority Ethern

Interface Lossless priorit

Ethernet®
root@sonic:/home/admin# config interface pfc priority Ethernet0 ©

Interface Lossless priorities

Ethernet@ 8,3
root@sonic: /home/admin# config interface pfc priority Ethernet8

Interface Lossless priorities

3

e/admin# confTig interface pfc priority Ethernetd

Interface Lossless priorities

Configuring VLANSs
config vlan add 100
config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet8 -u

TGB sends learning mac, TGA sends DSCP 3 and DSCP 0 line speed packets

Port A
=] Frame
Ethernetll
| - Preamble (hex) 555555555555d5
i Destination MAC 00: 10:94:00:00:02
Source MAC 00:10:94:00:00:01
| L. EtherType (hex) <auto> Internet IP
~\. IPv4 Header
’ Version (int) <auto> 4
Header length (int) <auto> 5
B et B
Total . -
Custom Editor K
Iden
| Quality of Service
=] Conf] . —
13 () DiffServ (@) ToS
1R Value
0 %
(Hex) (Dec) (Binary) v
oc 12 00001100 |
5 55 55 DS |
8 00 45
1 02 Co 00 | Prarardanra Nalav
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= Frame
LE} Ethernetll
Preamble (hex) 555555555555d5
L. Destination MAC 00:10:94:00:00:02
} Source MAC 00:10:94:00:00:01
EtherType (hex) <auto > Internet IP
=~ IPv4 Header
- Version (int) <auto> 4
- Header length (int)
- Total length (int) <auto > calculated
- Identification (int) 0
(= Control Flags
- Reserved (bit) 0
DF Bit (bit) 0 .
B port . I
S Frame .
[i} Ethernetll
' Preamble (hex) #555555555555d5
J, Destination MAC 00:10:94:00:00:01
JI Source MAC 00:10:94:00:00:02
! EtherType (hex) <auto> Internet IP
=~ TIPv4 Header
- Version (int) <auto> 4
- Header length (int) <auto> 5
T
- Total length (int) zauto > calculated
- Identification (int) 0
() Control Flags
- Reserved (bit) 0
DF Bit (bit) 0
Fixed load settings
@ Percent (%) 110 |
O Frame/sec (fps) 18445777 |
O bps 19999800000 |
O Kbps 9999800 |
O Mbeps : 19999.8 |
O Inter burst gap (bytes) : [1344 |
O L2 Rate (bps): 8648475648 ]
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Clean up and view watermark statistics
sonic-clear priority-group watermark headroom
show priority-group watermark headroom

[N +}
&
(5]

PP |

PG6 PG7
(¢}
(¢}
c]
(¢]
¢]
o]
(¢}
[¢]
]

corPeRREOE@

@

B port egress speed limit 10G

config scheduler add profile-1 -- shaper type =bytes --bandwidth=10g

config interface scheduler bind port Ethernet8 profile-1

Clean up and view watermark statistics
o home/admin# show priority-group watermark headroom

SS Clelgslel ]
Port G PG2 PG3 PG4

971296 0
2] 0
0 0

(2] (¢]
[¢] [¢]
(¢} (]
Ethernet4t 0 0 ] ]
Ethe ;] :) 0 0 [¢]

PASS
Test Results

Remark

5.10 PASS -Scheduling

Test items Scheduling Functional Test
Test content Test equipment according to qos Scheduling forwarding messages
DUT1
1 2
3
Test topology
C
A B

1. Setup the test environment according to the diagram.

Configure dscp3 to map to tc 3 , mapped to pg 3 , dscp 0 to map to tc 0 ,

mapped to pg 0

Bind qos mapping to port

4. Setting the scheduler wrr 60 and wrr 40 and bound to queue 0 and queue 3 of
DUTP 3

Test steps

w
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5. Create VLAN 100 and add DUT P1 -P3 to VLAN 100 as tagged members

6. TGC sends a learning message

7. TGA sets the line speed to send DSCP 0 packet length 1 230 packets to TGC ;
TG B sets the line speed to send DSCP 3 packet length 1 230 packets to TGC

8. TGA and TGB are sent at the same time, and the ratio of TGA and TGB
messages received by TGC is checked.

9. Stop all outbound packets

10. Delete related configuration

2- 5. Configuration successful
Expected Results 8. The dscp messages from TGA and TGB received by TGC meet the wrr ratio

Configuring QOS

config qos dscp-tc add dscp_to tc profile --dscp 3 --tc 3
config qos dscp-tc update dscp_to tc_profile --dscp 0 --tc 0
config interface qos dscp-tc bind EthernetO dscp to tc profile
config interface qos dscp-tc bind Ethernet8 dscp to tc profile
config interface qos dscp-tc bind Ethernet16 dscp to tc profile
config qos tc-pg add te-pg-prof --tc 3 --pg 3

config qos tc-pg update tc-pg-prof --tc 0 --pg 0

config interface qos tc-pg bind Ethernet0 tc-pg-prof

config interface qos tc-pg bind Ethernet8 tc-pg-prof

config interface qos tc-pg bind Ethernet16 tc-pg-prof

config qos tc-queue add tc-queue-prof --tc 3 --queue 3

config qos tc-queue update tc-queue-prof --tc 0 --queue 0
config interface qos tc-queue bind EthernetO tc-queue-prof
config interface qos tc-queue bind Ethernet8 tc-queue-prof

DUT config interface qos tc-queue bind Ethernetl6 tc-queue-prof

Configuration Setting the scheduler

config scheduler add sched-prof-wrr60 --sched type WRR --weight 60
config scheduler add sched-prof-wrr40 --sched type WRR --weight 40
config interface scheduler bind queue Ethernet16 0 sched-prof-wrr60
config interface scheduler bind queue Ethernet16 3 sched-prof-wrr40

Add VLAN

config vlan add 100

config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet8 -u
config vlan member add 100 Ethernet16 -u

TGC sends learning package

The packet receiving rate of TGA and TGB with both DSCP 0 and DSCP 3 to
TGC

Port A
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Active

= Frame
L—} Ethernetll
... preamble (hex) fb555555555555d5
| | Destination MAC 00: 10:94:00:00:03
. - Source MAC 00:10:94:00:00:01
' - EtherType (hex) <auto> Internet IP
- IPv4 Header
- Version (int) <auto> 4
-+ Header length (int) <auto> 5
- Tos/Dffsery
| por—— : aw almatec [
- Identification (int) 0
=~ Control Flags
- Reserved (bit) 0
| DF Bit (bit) 0
Fixed load settings
(® Percent (%) : 100
(O Frame/sec (fps) : 84457770
O bps : 99998000000
(O Kbps : 59958000
() Mbps : 99998
(O Inter burst gap (bytes) : |12
O L2 Rate (bps): 86484756480

General Frame Groups RxPort Preview

Name: [Shemﬁad( 36

Frame size (Bytes)(With CRC and signature field)

Load mode:

() Decrement Min: |128
B port

Fixed
| @) Fixed Size: |1230 ‘ |
o,
(O Increment Step: 1 Gl i) Percent (%) 10
e Frames/sec (fps) 84459

-
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General Frame Groups RxPort Preview

Active Name: |Streamblock 38
Frame size (Bytes)(With CRC and signature field)

Load mode: Fixed

| (®) Fixed Size: |1230 |
() Increment | Step: 1 (power of 2) Percent (%) 0
(O Decrement Min: _-iZB ”: Frames/sec(fps) 84455
H555555555555d5
00: 10:94:00:00:03
_ 00:10:94:00:00:02
EtherType (hex) <auto > Internet IP
- IPv4 Header
- Version (int) <auto> 4
.. Header length (int) <auto> 5
tos (0x0C)
T:j Custom Editor X
ol
Quality of Service S
= Con
I O Diffserv (@ ToS
(Hex) (Dec) (Binary) I
loc | |12 | [oooo1100 |
5 55 55 DS i
8 00 45 0OC
1 02 Cco 00 Precedence Delay
0 -Routine v Normal v
@) Fix () Random
Fixed load settings
@ Percent (%) : 100
O Frame/sec (fps) : 9939200) |
O bps: 199998000000 |
O Kbps : 199998000 |
O Mbps : 199998 |
O Inter burst gap (bytes) : |12 ]
O L2 Rate (bps): 198398032000 |
C-mount
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-] Frame
— Ethernetll
B P——— £555555555555d5
N 00: 10:94:00:00:0d |
- Source MAC 00:10:94:00:00:03
| EtherType (hex) <auto> Internet IP
=) IPv4 Header
! Version (int) <auto> 4

Header length (int) <auto> 5

T

Total length (int)

> Identification (int) 0
: Control Flags
Reserved (bit) 0
.. DF Bit (bit) 0

C Eort receiving Eackage

Streams > Stream Block Results = Change Result View ~ §) 25 [ 1of 1
Show: All Ports + Change Counter Mode: Basic Mode -

{'Basic Counters | Errors Basic Sequencing Advanced Sequencing Histograms

~
Tx Port Name  Rx Port Names g'l:roecakm Tx Rate (fps)  Rx Rate (fps)  TxRate (bps) Rx Rate (bp:

Port //1/25 Port //1/33 StreamBlo . 9,099,800 5999930 | 98395,033,120 |59,039,310,4

Port //1/29

Port /f1/29 Port f/1/33 StreamBlo... 9,999,800 3,999,935 98,398,029,936 | 39.359.356,4
Port //1/33 StreamBlo... 84,457,770 ) 86,984.756,216 0 v
< >
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan >
Port Name 1 Rate (bps) Tx L1 Rate (Percent) Rx L1 Rate (Percent) | Generator Count (Frames) | Ge =
Port [f1/25 98.000,17% 99,998 99.998 2.096,600,115 20
Port /f1/29 29.998 2,131,917,214 -
Port /{1/33 98,779,351 99,998 18,442,501,668 18,
22,671,108,997 22, v

dmin# sh
Counter/pkts & by Drop/pkts

7913419
0]
2]
79792711
0
]
0

Etherneti6

root@sonic:/home/admin#

Test Results

PASS

Remark
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5.11 PASS -Egress Shaping (Port, Queue)

Test items Egress Shaping Functional Test
Test content Test the device according to the set Egress Shaping value forwarding message
1 2
i
DuT
Test topology

A B

[an—

Set up the test environment according to the diagram.

Configure dscp3 to map to tc 3 , mapped to pg 3 , dscp 0 to map to tc 0 ,

mapped to pg 0

Bind qos mapping to port

Set DUTP 2 port bandwidth to 10G , queue 0 bandwidth to 1G

Create VLAN 2 and add DUT P1 -P2 to VLAN 2 as a tagged member

TGB sends learning message

TGA sets the line speed to send DSCP 0 packet length 1 230 packets to TGB,

and checks the packet receiving rate

8. TGA sets the line speed to send DSCP 3 packets with a length of 1 230 to TGB,
and checks the packet receiving rate.

9. Stop all outbound packets

10. Delete related configuration

o

Test steps

~N N AW

2- 5. Configuration successful
7 0 message rate received by TG B is 1G

Expected Results ) )
8 3 message rate received by TGB is 10 G

Configure QoS
config qos dscp-tc add dscp _to_tc profile --dscp 3 --tc 3
config qos dscp-tc update dscp_to_tc_profile --dscp 0 --tc 0
config interface qos dscp-tc bind Ethernet0 dscp_to tc profile
config interface qos dscp-tc bind Ethernet8 dscp_to_tc profile
config qos tc-pg add te-pg-prof --tc 3 --pg 3
config qos tc-pg update tc-pg-prof --tc 0 --pg 0
config interface qos tc-pg bind Ethernet0 tc-pg-prof
config interface qos tc-pg bind Ethernet8 tc-pg-prof
config qos tc-queue add tc-queue-prof --tc 3 --queue 3

DUT config qos tc-queue update tc-queue-prof --tc 0 --queue 0
Configuration config interface qos tc-queue bind Ethernet0 tc-queue-prof
config interface qos tc-queue bind Ethernet8 tc-queue-prof

Configure port bandwidth and queue0 bandwidth

config scheduler add profile-1 --shaper_type=bytes --bandwidth=10g
config scheduler add profile-2 --shaper_type=bytes --bandwidth=1g
config interface scheduler bind port Ethernet8 profile-1

config interface scheduler bind queue Ethernet8 0 profile-2

Add VLAN
config vlan add 100
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config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet8 -u

TGB sends learning message
TGA sets the line speed to send DSCPO packet length 1230 packets to TGB and
check the packet receiving rate

Port A

= Frame
H Ethernetll
~ Preamble (hex) 555555555555d5
- Destination MAC 00:10:94:00:00:02
, - Source MAC 00:10:94:00:00:01
| L EtherType (hex) <auto> Internet IP

- IPv4 Header

| Persim ) <auto> 4
i~ Header length (int) <auto> 5
[ [0 ]
b —
- Identfication (int) 0
= Control Flags
- DF Bit (bit) B
Fixed load settings
@) Percent (%) 100
(O Frame/sec (fps) : [34457770 ]
O bes (99998000000 |
O Kbps (99998000 |
O Mbps : 99998 |
Olntubwstgap(bm];lu ]
O L2 Rate (bps): 6484756480 |
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General Frame Groups RxPort Preview
[ Active  Name: |StreamBlock 41
Frame size (Bytes)(With CRC and signature field) t
Loac
| (®) Fixed Size:
Pe
() Increment Step: |1 (power of 2)
r F -
() Decrement Min: [128 : e
: - &
(O Random Max: |256 = -
Int
O Auto Avg: 192
- Int
O iMIx Default ~ Edit...
bp
Kb
nk
B port
=l Frame
I-‘;}- EthernetIl
| |- Preamble (hex) 5555555555555d5
W |
| - Source MAC 00:10:94:00:00:02
' - EtherType (hex) <auto> Internet IP
- IPv4 Header
- Version (int) <auto> 4
- Header length (int) <auto> 5
. ToS/DiffServ | tos (0x00)
- Total length (int) <auto> calculated
-+ Identification (int) 0
=]+ Control Flags
i Reserved (bit) 0
DF Bit (bit) 0 N
B port receiving package
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < 2
Port Name xL1 Rate (bps) Tx L1 Rate (Percent) Rx L1 Rate (Percent) Generator Count (Frames)
Port //1/25 .997,999,989 @ 99,998 7,.586,426,887
Port [/1/29 019,833,397 | 99.998 24,532,664,348
v |Port 133 | lo 0 I
32,119,091,235 v
< >
TGA sets the line speed to send DSCP3 packets with a length of 1230 to TGB, and
checks the packet receiving rate.
Port A
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= Frame

H Ethernetll
- Preamble (hex) 555555555555d5
* Destination MAC 00:10:94:00:00:02
3 Source MAC 00:10:94:00:00:01
... EtherType (hex) <auto> Internet IP

=}~ IPv4 Header
- Version (int) <auto> 4

- Header length (int) <auto> 5

= Totall cctom Editor X
;”“k“- Quality of Service
B+ Cfuntn O @ Tos
- Re value
- loc | [z | [oooo1100 | -
5 55 S5 DS 0O i
8 00 45 0C 0
1 02 CO _PM Precedence Delav
®) Fix (O Random
Fixed load settings
(@) Percent (%) : 100
(O) Frame/sec (fps) : 84457770
O bps 39998000000
O Kbps 99998000
(O Mbeps : 99998
O Inter burst gap (bytes) : [12
(O L2 Rate (bps): 86484756480
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General Frame Groups RxPort Preview

[F Active  Name: |StreamBlock 42
Frame size (Bytes)(With CRC and signature field) bloc
Load mo¢
(@) Fixed Size:
(O Increment Step: |1 (power of 2) P
- _— F
(O Decrement Min: |128 = s
(O Random Max: |256 = RIS
Inter-B
O Auto Avg: 192 SR
Inter-B
) iMIX Default v | Edit.. aands
B port
S Frame [
) EthernetIl
. Preamble (hex) 555555555555d5
- Destination MAC 00:10:94:00:00:01
- Source MAC 00:10:94:00:00:02
- EtherType (hex) <auto> Internet IP
=~ IPv4 Header
- Version (int) <auto> 4
- Header length (int) <auto> 5
- ToS/DiffServ tos (0x00)
- Total length (int) <auto> calculated
- Identification (int) 0
[=l- Control Flags
t Reserved (bit) 0
- DF Bit (bit) 0 v

B port receiving package

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © >
Port Name | L1Rate (bps) Tx L1 Rate (Percent) Rx L1 Rate (Percent) | Generator Count (Frames) | € =
Port /125 997,999,731 | 99,998 | 8,404,164,572 s
Port/[1/29 164,935,104 99.998 34.329,763,155 3

» | Port /f1/33 e a2 a

=| 142,733,827,727 4w

< >

Test Results PASS
Remark
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5.12 PASS -Ingress Port Rate Limit

Test items Egress Shaping Functional Test

Test content Test the device according to the set Egress Shaping value forwarding message

1

2
i

DuTt

Test topology

Set up the test environment according to the diagram.

Configure DUTP 1 ingress rate limit 1 0 G

Create VLAN 100 and add DUT P1 -P2 to vlanl 00 as untagged members
TGB sends a learning packet, TGA sets the line speed to send a packet length
of 1 230 to TGB, and checks the packet receiving rate

5. Stop all outbound packets

Delete related configuration

AW N —

Test steps

2- 3. Configuration successful
Expected Results 3. The message rate received by TGB is 10 G

Configuring rate limit
config interface rate-limit add Ethernet0 --meter-type bytes --rate 10g

Add VLAN

config vlan add 100

config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet8 -u

DUT
Configuration

TGB sends a learning packet, TGA sets the line speed to send a packet length of 1
230 to TGB, and checks the packet receiving rate
Port A
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S Frame 1
£} EthernetIl
... Preamble (hex) 5555555555555d5
- Destination MAC 00: 10:94:00:00:02
.. Source MAC 00:10:94:00:00:01
- EtherType (hex) <auto> Internet IP
=+ IPv4 Header
- Version (int) <auto> 4
- Header length (int) <auto> 5
- ToS/DiffServ tos (0x00)
- Total length (int) <auto > calculated
-~ Identification (int) 0
&) Control Flags
- Reserved (bit) 0
- DF Bit (bit) 0
@) Fix (O Random
Fixed load settings
(®) Percent (%) 100
O Frame/sec (fps) 9999200 |
O bps 199998000000 |
O Kbps 199998000 |
O Mbps : 199998 |
O Inter burst gap (bytes) : [12 |
O L2 Rate (bps): (98398032000 |
B port
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— EthernetIl
. | Preamble (hex) 555555555555d5
- Destination MAC 00:10:94:00:00:01
Source MAC 00:10:94:00:00:02
_ L. EtherType (hex) <auto > Internet IP
- IPv4 Header
- Version (int) <auto> 4
- Header length (int) <auto> 5
ToS/DiffServ tos (0x00)
Total le-ngth Gnt) 21 1H0 - =t
|- Identification (int) 0
Control Flags
Reserved (bit) 0
- DF Bit (bit) 0 g
B port receiving package
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan >
Port Name L1 Rate (bps) Tx L1 Rate (Percent) Rx L1 Rate (Percent) Generator Count (Frames) ¢ =
Port /f1j25 998,000,123 99,998 9,051,775,635 $
Port [/1/29 162,465,311 99.998 40,614,655,4%6 -
Port //1/33 ) () [
49,666,431,081 4y
< >

Test Results PASS

Remark

5.13 PASS -WRED

Test items WRED Function Test

The test equipment can forward messages according to the wred settings.
Purpose of the test
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1

2
i

DuTt

Test environment

1. Set up the test environment according to the diagram.

2. Configuring Two WRED Profiles

3. Bind the WRED profile to the outbound ports Queue 0 and Queue 3
respectively.

4. Configure the QOS profile and bind it to the port, set DSCP 0 to Queue 0 and
DSCP 3 to Queue 3

5. Configure the egress rate limit to 10G

Test st
oot SIEPS 6. Create VLAN 100 and add DUT P1 and DUTP2 to VLAN 100 as untagged
members.
7. TGB continues to send mac learning packages
8. TGA sends messages to TGB at line speed Continue for 10 seconds to check
the packet loss ratio received by TGB
9. Delete the wred configuration and repeat step 8 to view the packets received
by TGB.
8. wred works as configured
Expected Results 9. No wred behavior
Configuring QOS
sudo config qos reload
config interface buffer bind priority-group Ethernet0 0 ingress_lossless_profile
config interface buffer bind priority-group Ethernet8 0 ingress_lossless_profile
config interface buffer bind queue Ethernet0 0 egress lossless profile
config interface buffer bind queue Ethernet8 0 egress lossless profile
config interface buffer bind priority-group Ethernet0 3 ingress _lossless profile
config interface buffer bind priority-group Ethernet8 3 ingress_lossless_profile
config interface buffer bind queue Ethernet0 3 egress_lossless profile
DUT Configuration config interface buffer bind queue Ethernet8 3 egress lossless profile

config qos dscp-tc add dscp_to_tc profile --dscp 0 --tc 0

config qos dscp-tc update dscp _to_tc_profile --dscp 3 --tc 3
config interface qos dscp-tc bind EthernetO dscp to tc profile
config interface qos dscp-tc bind Ethernet8 dscp _to tc profile
config qos tc-pg add tc_to_pg_ profile --tc 0 --pg 0

config qos tc-pg update tc_to_pg_profile --tc 3 --pg 3

config interface qos tc-pg bind EthernetO tc_to pg profile
config interface qos tc-pg bind Ethernet8 tc _to pg profile
config qos tc-queue add tc_to_queue profile --tc 0 --queue 0
config qos tc-queue update tc_to _queue profile --tc 3 --queue 3
config interface qos tc-queue bind Ethernet0 tc to queue profile
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--gdrop 100

show written

root@

Mode

Green WRED
Yellow

Red

Profile:

Color Mode

Green WRED

Yellow

Mode

WRED

TGB
Port A

ss rate limit to 10G
config scheduler add profile-1 -- shaper type =bytes --bandwidth=10g
config interface scheduler bind port Ethernet8 profile-1

Cnﬁgure .e ég

config interface qos tc-queue bind Ethernet8 tc _to queue profile

Configure a WRED profile and bind it
config wred add wred-prof-high --mode wred --gmin 0 --gmax 133168898

config wred add wred-prof --mode wred --gmin 0 --gmax 133168898 --gdrop 10
config interface wred bind queue Ethernet8 0 wred-prof-high
config interface wred bind queue Ethernet 8 3 wred -prof

Check the WRED profile of the bound port

show interfaces wred
@sonic:/home/admin# show wred
red-prof

Min Threshold Max Threshold

133168898

wred-prof-high

Min Threshold Max Threshold

] 133168898

Max Threshold

h: wred-prof-high

Min Threshold Max Threshold

(¢} 133168898

Configuring VLANs

config vlan add 100

config vlan member add 100 Ethernet 0 -u
config vlan member add 100 Ethernet 8 -u

TGB continues to send mac learning packets, TGA 1 0.002 Gb sends messages to

Drop Probability

Drop Probability

Drop Probability

Drop Probability

10

100

10
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@ | Frame ]

=+ Ethernetll
. Preamble (hex) 555555555555d5
-~ Destination MAC 00:10:94:00:00:02
-+ Source MAC 00:10:94:00:00:01
. '~ EtherType (hex) <auto> Internet IP
Eﬂ— IPv4 Header
- Version (int) <auto> 4
- Header length (int) <auto> 5
- ToS/DiffSery | tos (0x00) |
- Total length (int) <auto> calculated
- Identification (int) 0
B Control Flags
Reserved (bit) 0
. DF Bit (bit) 0

General Frame Groups RxPort Preview

(] Active Name: |StreamBlock 41
Frame size (Bytes)(With CRC and signature field)

(®) Fixed Size: |1230
7_') Increment Step: 1 (power of 2)
() Decrement Min: 128 =
(O Random Max: 256 =
(O Auto Avg: 192
) iMIX Default v Edit...
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(=] Frame
Er EthernetIl
| ereamble thesd fb555555555555d5
- Destination MAC 00:10:94:00:00:02
-+ Source MAC 00:10:94:00:00:01
- EtherType (hex) <auto> Internet IP

i

- IPv4 Header

- Version (int) <auto> 4
- Header length (int) <auto> 5
tos (0x0C)
gi Custom Editor by
- Id
Quality of Service
=le
O piffserv (@ ToS
1 value
| (Hex) (Dec) _ (Binary)
| |lec__|[z ][ooo01100 ]
35 55 56 D
)8 00 45
)1 02 CO O Precedence Delay

General Frame Groups RxPort Preview

(] Active Name: |StreamBlock 42
Frame size (Bytes)(With CRC and signature field)

(® Fixed Size: |1230

(O Increment Step: 1 (power of 2)

() Decrement Min: |128 -

(O Random Max: |256 =
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(@ Fix (O Random
Fixed load settings
O Percent (%) : |10.00179996 |
O Frame/sec (fps) : (1000179 ]
O bes: (10001799960 |
O Kbes : [10001799.96 |
@ Mbps : (10002 |
O Inter burst gap (bytes) : {11259 |
O L2 Rate (bps): |9841761360 j
T Bandidth Utization (%): 1000179996
s N oy S— N
s S T
B port
= Frome .
* Ethernetll
E - Preamble (hex) 5555555555555
,L Destination MAC 00:10:94:00:00:01
Source MAC 00:10:94:00:00:02
L EtherType (hex) <auto > Internet IP
=- IPv4 Header
Version (int) <auto> 4
' Header length (int) <auto>5
ToS/DiffServ tos (0x00)
Total length (int) <auto > calculated
Identification (int) 0
IT—I Control Flags
. |- Reserved (9 0
- DF Bit (bit 0
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® Fix (O Random
Fixed load settings

(® Percent (%) : 10 |
O Frame/sec (fps) :
O bps:

O Kbps :

O Mbps :

O Inter burst gap (bytes) : | 1344
O L2 Rate (bps): 8648475648

8445777 |
9959800000
9595800

9999.8

Port B receives packets (packet loss ratio is close to 1:10)

Streams > Stream Block Results | Change Result View ~ & 25 B}, 0 00 < Tof1 b e
Show: All Ports ~ Change Counter Mode: Basic Mode -
Basic Counters Errors Basic Sequencing Advanced Sequencing Histograms
Tx Count Rx Count Dropped Count
TxPort Name | RxPort Names | Stream Block (Frames) (Frames) (Frames)
Port f/1/25 Port //1/29 StreamBlock 60 | 5,000,900 4,999,330 1,570
» | Port ff1/25 Port /f1/29 StreamBlock 59 | 5,000,901 4,985,837 15,064
Port //1/29 StreamBlock 58 1,059,359,239 e a
< I
Remove wred binding
Instrument configuration has not changed
B port receiving package
Streams > Stream Block Results | Change Resut View ~ @ 25 B 0L 04 4 | 1o01 | b bo
Show: Al Ports = Change Counter Mode: Basic Mode -
Basic Counters Errors Basic Sequencing Advanced Sequencing Histograms
Tx Count Rx Count Dropped Count
Tx Port Name | RxPort Names @ Stream Block (Frames) e (Frames)

Port f/1/25 Port //1/29 StreamBlock 60 ‘ 29,988,092 29,988,092 a
» | Port ff1/25 Port //1/28 StreamBlock 59 | 29,984,092 29,988,092 0
Port //1/29 StreamBlock 58 | 1,082,029,576 0 0
<
Test Results PASS
Remark

5.14 PASS -ECN

Test items

ECN functional test

Test content

The test equipment can forward messages according to the ECN settings.
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1

2
i

puTt
Test environment
2 B
Test steps 1. Set up the test environment according to the diagram.
2. Create VLAN 100 and add DUT P1 and DUTP2 to VLAN 100 as untagged
members.
3. Configure a WRED profile and bind the port
4. View ECN Configuration
5. Configure QOS profile and bind it to the port, set DSCP 0 to Queue 0
6. Set the egress speed limit to 10G
7. TGB continues to send MAC learning packets
8. TGA sends ECN 0x01 v 4 messages at line speed
9. TGB packet capture view
10. TGA sends ECN 0x02 v 4 messages at line speed
11. TGB packet capture view
12. TGA sends ECN 0x01 v6 messages at line speed
13. TGB packet capture view
14. TGA sends ECN 0x02 v6 messages at line speed
15. TGB packet capture view
Expected Results 2.3 Configuration Success

5. Message forwarding without packet loss
6. Drop packets according to wred settings
9. TGB packet capture ECN is 3

11. TGB packet capture ECN is 3

Configuring VLANs

DUT Configuration | config vlan add 100

config vlan member add 100 EthernetO -u
config vlan member add 100 Ethernet8 -u

Configure a WRED profile and bind it

config wred add wred-prof --mode ecn --gmin 100000 --gmax 800000 --gdrop
100

config interface wred bind queue EthernetO 0 wred-prof

config interface wred bind queue Ethernet 8 0 wred -prof

View ECN
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show ecn

Configure QOS profile and bind it to the port, set DSCP 0 to Queue 0
config qos dscp-tc add dscp _to_tc profile -- dscp 0 -- tc 0

config interface qos dscp-tc bind Ethernet 0 dscp _to_tc profile
config interface qos dscp-tc bind Ethernet8 dscp to tc_profile
config qos tc-pg add tc_to pg profile --tc 0 --pg 0

config interface qos tc-pg bind EthernetO tc_to pg profile

config interface qos tc-pg bind Ethernet8 tc_to pg profile

config qos tc -queue add tc_to _queue profile -- t¢c 0 --queue 0
config interface qos tc -queue bind Ethernet 0 tc_to queue profile
config interface qos tc -queue bind Ethernet 8 tc_to_queue profile
No packet loss before speed limit

Port Traffic and Counters > Basic Traffic Results  Change famt Vew - 15 B} ] Streams > Stream Block Results  Change Resct View - 63 19

Basic Courters Errors Triggers Protocols Undersize/Oversizellumbo PFC Counters User Defined  Advan © >

TeL1Rate (Percent) | RxL1Rate (Percent) |G

Configuring egress rate limit

config scheduler add profile-1 -- shaper type =bytes --bandwidth=10g

config interface scheduler bind port Ethernet8 profile-1

Basic Counters Errors Basic Sequencing Advanced Sequencing Histograms
TxPort Name  RxPort Names | Stream Block -(r:r:;l:;t) ?‘:r;:::; Tx Rate (fps)
Port f/1/25 | Port //1/29 | StreamBlock 42 | ¢ o | o
Port //1/25 Port //1/29 StreamBlock 41 | 475,716,695 a
Port //1/29 pfic-3 o 0 o
Port //1/29 StreamBlock 40 | 64,918,759 ) §42577
Port //1/33 StreamBlock 38 | ¢ [ [
<

~
Rx Rat

TGA sends dscp0 packets with ECN 1 at line speed, and TGB captures packets

with ECN 3
Port A
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= Frame
:r Ethernetll
| Preamble (hex) H555555555555d5
-+ Destination MAC 00:10:94:00:00:02
- Source MAC 00:10:94:00:00:01
i - EtherType (hex) <auto > Internet IP
= IPv4 Header
- Version (int) <auto> 4
- Header length (int) <auto> 5
. Custom Editor x
- Iden
Quality of Service
= Conf
aF O Diffserv @ ToS
Value
g (Hex) (Dec) (Binary) 1
o1 |[1 | [ocooo001 |
36 55 55 DS | B
)8 00 45 01
1M1 Az o oan L - W
@ Fix (O Random
Fixed load settings
@ Percent (%) : 100

O Frameisec (fps) : 9993800

O bps : 99998000000
O Kbps : 199938000
O Mbes : 99998

O Inter burst gap (bytes) : |12
O L2 Rate (bps): 98398032000

S S— ) Se— N Sy S— ) | —

B port
> Frame 271: 1230 bytes on wire (984@ bits), 144 bytes captured (1152 bits) on interface \\.\pipe\view_c
> Ethernet II, Src: Performa_0@:00:01 (00:10:94:00:00:01), Dst: Performa_e0:00:02 (00:10:94:00:00:02)
~ Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
e1ee .... = Version: 4
. @101 = Header Length: 20 bytes (5)
v Differentiated Services Field: ©xe3 (DSCP: CS®, ECN: CE)
2000 @0.. = Differentiated Services Codepoint: Default (@)
= Explicit Congestion Notification: Congestion Experienced (3)'
Total Length: 1212
Identification: @x9986 (39302)
> Flags: exee
Fragment Offset: @
Time to Live: 255
Protocol: Unknown (253)
Header Checksum: ©x9b62 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.85.1.2
Destination Address: 192.0.0.1

TGA sends dscp0 packets with ECN 2 at line speed, and TGB captures packets
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(® Fix

Fixed load settings

with ECN 3
= Frame
£} Ethernetil
Preamble (hex) fb555555555555d5
- Destination MAC 00:10:94:00:00:02
.. Source MAC 00:10:94:00:00:01
EtherType (hex) <auto> Internet IP
- IPw4 Header
- Version (int) <auto> 4
- Tota Custom Editor <
- Iden
Quality of Service
=l Coni
; ODpiffserv (@ ToS
0 value
1 (Hex) (Dec) (Binary) v
02 2 ] [00000010 ]
55 55 55 DS_ B
J8 00 45 02
21 0z €O 0O Shareeee Delay
N - Routine ~ | | Nonrmal v

(O Random

(®) Percent (%) :

100

(O Framelsec (fps) :
O bps:
O Kbps :
(O Mbps :

O L2 Rate (bps):

B port

& v v

01e@ .... = Version: 4

19939800

199998000000

99998000

O Inter burst gap (bytes) : |12
98398032000

199998

e e e e

Frame 287: 1230 bytes on wire (9840 bits), 144 bytes captured (1152 bits) on interface \\.\pipe\view_captui
Ethernet II, Src: Performa_©0:00:01 (©00:19:94:00:00:01), Dst: Performa_00:00:02 (00:10:94:00:00:02)
Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1

. @101 = Header Length: 20 bytes (5)
v Differentiated Services Field: @xe3 (DSCP: CS@, ECN: CE)
9000 @0.. = Differentiated Services Codepoint: Default (8)

...... 11 = Explicit Congestion Notification: Congestion Experienced (3)|

Total Length: 1212

Identification: @x3b78 (15224)
> Flags: @xee

Fragment Offset: @

Time to Live: 255

with ECN of 3

TGA line speed sends dscp0 with ECN 1 IPv6 packets , TGB captures packets
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Genersl Frame Groups RxPort Preview

B Tociolociea... 1P - LS Lk
Preview: Custom Editor >
B showalifields [] Allow Invalid Pack{  Qualty of Service
Name Value
Frames Format Notation:
| EthernctIl
Create new Frame > Hexadeomal ~
e s Preamble (hex) 5555555555505 S
LEJND:;‘CF---” - Destnation MAC 00:00:01:00:00:01 QoS Byte DSCP (Hex)
nage Frame
Templates... 1 Source MAC 00:10:94:00:00:02 { 00 I
EtherType (hex) <auto> 1Pv6
Actions | DSCP Diffserv Codepoint
5 theader 2
Add Header(s)r - "VG e Codepoint Name [ 0:5]
- Versian (m =
| — - )
Insert Modifier... i o1 | [EH| | coss Selector [ 0:2] oR
7| o iehel 6vid o000 000000 ; defaut v
Others .. Payload length Gint) autn> calaulated Drop Precedence [ 3:4] Per-Hop-Behavicor
tipand N - Next header (int) <autn> [Pv6-Nonixt 0 : Undefined -
Collapse Al
Hop it (int) 255
Source Addr 2000::2 sk,
— N ECN Setting [ Last 2-bits 6:7 1
Destination Address 2000::1 01:ECT (1)
- Gateway 20
—_— o ]! conce
FB 66 66 66 66 &5 &5 D& 00 00 01 00 00 01 00 10 avvooved. .. ..... - (rremes Cirtemes ) v

> Frame 32186: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_capture_172-21-120-222_1_29_09132023_154929, id ©

> Ethernet II, Src: Performa_@0:00:01 (80:10:94:80:09:01), Dst: Performa_ee:60:02 (80:10:94:00:00:02)
v Internet Protocol Version 6, Src: 200@::2, DSt: 2@8@::1
0110 .... = Version: 6
.. 0000 6011
©000 00

= Traffic Class: 0x03 (DSCP: CS@, ECN: CE)
= Differentiated Services Codepoint: Default (@)

XpIicit Congestion Notification: Con

Flow Label: @x0@000

... ... ... 2000 000G 200® 0BOD 0L
Payload Length: 7@
Next Header: No Next Header for IPV6 (59)
Hop Limit: 255
Source Address: 2000::2
Destination Address: 2000::1

> Dpata (70 bytes)

TGA line speed sends dscp0 with ECN 2 IPv6 packets , TGB captures packets
with ECN of 3

e ey | renmrmenesa
] Frame
1 Format Notation:
=+ Ethernetdl
i Hexadscimal v
+~ Preamble (hex) fh555555555555d5 ki
Destination MAC 00:10:94:00:00:02 QoS Byte DSCP (Hex)
- Source MAC 00:10:94:00:00:01 02 | € [oo ]
- EtherType (hex) <auto> IPv6
i DSCP Diffserv Codepoint
|- IPU6 Header Codepoint Name [ 0:5]
Version (int) default  : BestEffort ~
F IZI Class Selector [ 0:2 ] OR
Flow label (hex) 0000 000000 : default <
 Payload length (int) aut Drop Precedence [ 3:4 ] Per-Hop-Behavior
Next header (int) <auto> [PvE-NoNxt 0 : Undefined ~
H limit (int} 255
Hop Rt i) Early Congeston Notificaton
Souce ivess it ECN Setting [ Last 2-bits 6:7]
i Destination Address 2000::1 u 10 : ECT (0) A
66 66 66 D5 00 10 54 00 00 02 00 10 0 -
86 DD 6D 20 00 00 00 0O 3B FF 20 00 BT F - E Cancel
An AR AR AA AR AR AR An AR Aa aa AR

> Frame 213: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipel\view_capture_172-
> Ethernet II, Src: Performa_eo9:00:01 (00:10:94:00:09:091), Dst: Performa_ge:00:02 (00:10:94:00:00:02)

v Internet Protocol Version 6, Src: 20@@::2, Dst
0110 .... = Version: 6
¥ .... 0000 0011 .... .... .... .... .... = Traffic Class: ©xe3 (DSCP: CS®, ECN: CE)
.... @000 0@.. .... .... .... .... .... = Differentiated Services Codepoint: Default (@)
cimmoe s s ol e s =

e+ 2w.. .... = Explicit Congestion Notification: Congestion Experienced (3)|
- N e O0P0 CBPP 2000 0VBB BBRe = Flow Label: oxooLL0
Payload Length: 7@

Next Header: No Next Header for IPv6 (59)
Hop Limit: 255

Source Address: 2000::2

Destination Address: 2000::1

Test Results PASS

Remark

75. System/Management
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6.1 PASS -DRAFT(NAL) SNMP

Test items SNMP support test

Purpose of the test Test switch supports SNMP protocol

- 07
Test environment

1. Connect the host with the MIB calling software installed to the switch.
2. Set the community and agent of the switch
Test steps 3. Use the snmpwalk tool to query mib information

Expected Results 3. You can get mib information

Step 2:
config snmp community add testcomm 1
config snmpagentaddress add x .xxx
Step 3:

snmpwalk -c testcomm -v 2¢ X .XXX

DUT Configuration

Test Results PASS

Remark

6.2 PASS - SNMP Trap

Test items SNMP trap
Purpose of the test The test equipment will follow the snmp Trap configuration sends trap
. DUT
Test topol ‘E]' My
pology — -
PC1 1{?

92



ND_ NADDOD N9200-64DC Smoke Test Report

1. Set up the test environment according to the diagram.

2. Configure the device to send snmptrap to the PC and enable snmp on the PC
Trap Server

3. View related logs on PC

Test steps

2. Configuration successful

Expected Results 3.SNMP The trap server contains relevant trap information sent by the device

Configure snmp trap server
config snmptrap modify 2 -c public xxxx

View snmp Trap Configuration
show snmptrap

Version TrapRec o Community

root@sonic:/home/admin# config interface s wn Ethernet®
root@sonic:/home/admin#

DUT Conﬁguration No access configuration - dropping trap.

4
2
1
1

No access configuration - dropping trap.

149 byte p

e

g e e g e

Test Results PASS

Remark

6.3 PASS - Rsyslog

Test items Rsyslog
Purpose of the test The test device will send device log information according to the rsyslog
configuration
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- DUT
Test topology _\té,
PC1 Gl |

1. Set up the test environment according to the diagram.
2. Configure the device to send syslog to PC 1 and enable the log server on the

Test steps PC
3. View related logs on PC
Expected Results 2. Configuration successful

3. There are relevant logs sent by the device on the log server

Configuring remote syslog server
config syslog add xxxx

View syslog
DUT Configuration | show syslog

sonic NOTICE swss#orchagent: :- doPortTask: Set port Ethernetl6 admin status to down

Log server received

PASS
Test Results

Remark

6.4 PASS-Fast Reload

Test items fast- reboot

Test content Test the impact of hot restart on the data plane

DUT

Test topology _\té, I
PC1 Gl |

fast- reboot
1. PORTTI to interface IP , config save
2. The instrument sends a ping packet

Test steps 3. Run fast- reboot -v
Observe the number of packet losses after fast- reboot is completed and calculate the
impact time
Expected Ping packets are for the control plane, and the impact of fast- reboot is less than 90
Results seconds.
Configuring the Interface
DUT config interface ip add Ethernet 0 100.100.100.100/24
. config save
Configuration

Packet loss statistics
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-— ping statistics —
100 packets transmitted. 69 packets received. 31.0% packet loss
itt min/avg/max/stddev = 0.266/0.387/0.646/0.055 ms|

— ping statistics —
100 packets transmitted, 57 packets received, 43.0% packet loss|
it min/avg/max/stddev = 0.233/0.430/1.445/0.202 ms

100 packets transmitted, 61 packets received, 39.0% packet loss
it min/avg/max/stddev = 0.281/0.402/0.754/0.064 ms

Average 3 7 seconds

Test Results PASS

https://github.com/sonic-net/SONiC/wiki/Fast-Reboot
Remark

6.5 PASS - Warm Reboot

Test items Warm Reboot

Test content Test the impact of hot restart on the data plane

DUT

Test topology QL _\Ié, I
PC1 [l

w arm-reboot -v
1. Add PORTI and PORT2 to VLAN 100, config save

2. Instrument setting 1 000000/ pps
Test steps 3. Execute w arm-reboot -v
4. Observe the number of packet losses after warm -reboot is completed and calculate
the impact time
Expected Record impact time
Results
V lan configuration
config vlan add 100
DUT config vlan member add 100 Ethernet 0 -u
Configuration config vlan member add 100 Ethernet 8 -u

config save

Port A
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(O Percent (%) :

@) Fix (O Random

Fixed load settings

[1.18397632

(@ Frame/sec (fps) :

[mumuu

Basic Counters

O bps :
O Kbps :
O Mbps :

O Inter burst gap (bytes) : | 12364
O L2 Rate (bps):

1183976320

1183976.32

[hs357632

1024000000

e e e

B port receiving package

Emors Triggers Protocols Undersize/Oversizatjumbo  PFC Counters  User Defined Advan

2 || Basic Counters Errors Basic Sequencing Advanced Sequencing  Histograma

Tx Count Rx Count Dropped Count:

Port Name unt (Framas) | Generator Sg Count (Frames) = RxSig Count (Frames) | Total Tx Rate (fps) | Total R TxPortName | Rx Port Names | Stream Block Crian) Pramen) (,_"f_f‘:)
Port /11729 [ 170,290,017 [ ] Port //4/33 Streamblock 39 0 o ]
Port /1133 [] [ [} [}
178,290,017 170,240,017
Port Traffic and Counters > Basic Traffic Results | Change Rest View = 53] B} 0% o4 4 | 191 | | |[Streams > Stream Block Results ~ Change Resut View = £2 15 B I 04 4
M Show: Al Pots - Change Courter Mode:  Banc Made
Bosic Counters Errors Triggers Protocols Undersize/Oversizellumbo PFC Counters User Defined Advan < > || Basic Counters Erors  Basic Sequencing  Advanced Sequencing _ Histograms

[ Basic Counters |

Ervors Triggers Protocols Undersize/Oversizaljumbo PFC Counters  User Defined Advan © >

PortName e (Frames) | Generator Sig Count (Frames) | R g Count (Frames) | Total TxRate (1ps) | Totalmx ||| | TxPomtiame | RePortNames | stream block | (XSO0 Frameny porpe=
Port //1/25 247,081,866 [ [ 0 B vor /12125 treamBlock 57 | 7081866 | 700,866 |0
Port //1/29 o 247,081,866 o [ Port /f1/33 StreamBlock 39 ¢ o o
Port //1/33 o e [ [
247,081,866 247,081,866
9736 Results 1] 5736 Aesuits 2| Validsien Errors| Log - 3161 messapes

Basic Counters Errors Basic Sequencing Advanced Sequencing  Histograms:

PortName ¥ (Frames) | Generator Sig Count (Frames) | Rx Sg Count (Frames) | Total TxRate (fps) | TotalRx (|| | TxPortName | RxPortNames | Sweamslock | (xCoU b Droi: lComt
y comBlock 7 | §952.552379 | 59285208 |0
Pont /1129 ¢ 5,952.552.329 L e Port /133 RreamBlock 39 | S02745,205.848 0 o
Port /133 & S0L749, 295,895 [ e [
7 508,701,848,177 5,952,552.329
< > | <
9736 Riesults 1| 9736 isaulis 1 Validsion Es 9 3166 ssangen

Test Results

PASS

Remark

md

https://github.com/sonic-net/SONiC/blob/master/doc/warm-reboot/SONiC_Warmboot.

6.6 PASS - O

pen SSH/SCP/SFTP

Test items

Open SSH/SCP/SFTP

Purpose of the
test

Test switch support for Open SSH/SCP/SFTP

Test topology

PC1

0O

DUT

A}

Test steps

admin@DUTIP on PCI1 to log in remotely according to the prompts
2. After successful login, use the config command and show command to configure
scp on PCl testfile admin@DUTIP:testfile transfer file

scp on PC1 admin@DUTIP : testfile ./testfile transfer file
admin@DUTIP on PCI1 to log in remotely according to the prompts
testfile to transfer files in the interactive interface
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testfile to transfer files in the interactive interface

1. Login successful
2. The order takes effect

Expected .
P 3.4. File transfer successful
Results .
5. Login successful
6.7. File transfer successful
The ssh and sftp services are enabled by default.
:/home/admin# systemctl status sshd.service 0-pag
e - OpenBSD Secure Shell server
3 d; vendor preset:
Drop-In:
Active: since Fri 2022-12-30 07:35:46 UTC; 2h 17min ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 874 (sshd)
1 (Limit: 3
3.3M
: /system.slice/ssh.service
L874 sshd: /fusr/sbin/sshd -D [listener] @ of 10-100 startups
ic systemd OpenBSD S Shell server ...
c sshd : Server listening on -
sonic sshd : Server listening on ©. port
sonic systemd : Started OpenBSD Secur
DUT e e
. or Upen
Configuration
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Test Results

Remark

6.7 PASS - Mirroring

Test items Mirroring

Purpose of the
test Verify whether the device under test supports Mirroring

DUTI

Test topology

A B

1. Link devices according to test environment

2. Configure port mirroring on the DUT, with the mirroring source port as interface 1
and the destination port as interface 3.

Test steps 3. Send data packets from test instrument port A to test instrument port B

4. Configure port mirroring on the DUT, with the mirroring source ports being
interface 1 and interface 2, and the destination port being interface 3. Send data packets
to each other from test instrument ports A and B.

3. The test traffic from port A can also be observed from DUT interface 3.
Expected 4. Test traffic from port A and port B can be observed from DUT interface 3.
Results

V lan configuration

config vlan add 100

config vlan member add 100 Ethernet0 -u

DUT config vlan member add 100 Ethernet8 -u

Configuration Step 3, configuration:

config mirror_session span add port0 Ethernet16 Ethernet0
TGA sends a contract to TGB

Port A
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ir Ethernetll

- Preamble (hex) 555555555555d5
» Destination MAC 00:10:94:00:00:02
| Source MAC 00:10:94:00:00:01
L. EtherType (hex) <auto> Internet IP

' Version (int) <auto> 4
- Header length (int) <auto> 5
- ToS /DiffServ tos (0x00)
-+ Total length (int) <auto > calculated
i Identification (int) 0
L:I Control Flags
Reserved (bit) 0 v
@ Fix O Random
Fixed load settings
@ Percent (%) - [100 ]
O Framelsec (fps) : |9999800 ]
Obps: |99998000000 |
O Kbps : 99998000 ]
O Mbps : |99998 ]
O Inter burst gap (bytes) 112 ]
O L2 Rate (bps): |98398032000 |
C port receiving package
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © 2
Port Name Tx L1 Rate (Percent) ‘ Rx L1 Rate (Percent) | Generator Count (Frames) @ Generator Sig Count (F
M Fort //1/25 998 o 819,450,898 819,450,898
Port /{1/29 0 99.998 |o 0
Port //1/37 0 0 0
819,450,898 819,450,898
< >

Step 4, configuration:

config mirror_session remove portQ

config mirror_session span add port0 Ethernetl16 Ethernet 0,Ethernet 8
Port A
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@) Fix O Random
Fixed load settings
@ Percent (%) : [25 ]
O Framelsec (fps) : 2499950 ]
O beps : 24999500000 |
O Kbps : 24999500 ]
O Mbps : 124999.5 ]
O Inter burst gap (bytes) : |3762 ]
O L2 Rate (bps): 24599508000 |
(® Fix (O Random
Fixed load settings
(@ Percent (%) : 125 |
O Framelsec (fps) - 21114442 ]
O bps: 24999500000 |
O Kbps : 24999500 ]
O Mbps : [24939 5 |
O Inter burst gap (bytes) : |456 ]
O L2 Rate (bps): 21621188608 |
C port receiving package
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan
Port Name Tx L1 Rate (Percent) Rx L1 Rate (Percent) Generator Count (Frames) | Generator Sig Count (
Bl Port //1/25 25 208,358,889 208,358,889
Port //1/29 24.999 24.999 1,842,179,574 1,842,179.574
Port//1/37 | |0 0 0
2,050,538,463 2,050,538,463
< >
| 9736:Results 1| 9736:Results 2| Validation Errors| Log - 3391 messages
Test Results PASS
Remark
6.8 PASS - Port Speed Setting
Test items Port  speed Setting function test
Purpose of the . .
test The test equipment port can be set to the speed as required
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1

2
i

puTt

Test
environment

1. Set up the test environment according to the diagram.
Test steps 2. Configure DUT P1 and P2 to 100g
3. Enable device ports P1 and P2

Expected 2. Set the port speed successfully
Results 3 ports can link normally

. Cour th ”- to dealt to 400G

3. Configure the DUT port 400G to split into two 200G
config interface breakout Ethernet472 2x200G

config interface breakout Ethernet480 2x200G

DUT config interface breakout Ethernet488 2x200G

config interface startup Ethernet4 72

Configuration X
config interface startup Ethernet4 76
config interface startup Ethernet4 80
onﬁ o interface startup Ethernet4 88

Test Results PASS

Remark

6.9 PASS - COPP

Test items COPP

Purpose of the

test The test equipment can resist attacks by turning on COPP
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1 2
DUT1
DouTt
Test
environment
s
.
1. Set up the test environment according to the diagram.
2. Configure the DUT P1 1P is 1 00 . 100 . 100 . 100 / 24, P2 IP is 2 00 . 200 . 200 .
Test steps 200/24 .
3. Check the CPU load of the device
4. Send messages to the device CPU at TGA line speed to view the device CPU load
5. Test arpmiss , wait 5 minutes, and check the device CPU load
E)eqs)jlcttsed 4.5 . Device CPU utilization is within normal range
Configure the device P1 IP to 100.100.100.100/24 and P2 IP to 200.200.200.200/24
config interface ip add Ethernet 0 100.100.100.100/24
config interface ip add Ethernet 8§ 200.200.200.200/24
Check the device CPU responsible
: ’ncm'uj’a:;imin top
- :05 up 18:23, 1 user, 1load average: 1. 1.69, 1.67
Tasks: 455 total, 1 running, 451 sleeping, (] pped, 3 zombie
sCpu(s): 2.5 us, 0.6 sy, 6.8 ni, 96.9 id, 6.8 wa, 6.8 hi, 0.8 si, 0.0 st
3 Mem : 315608.9 total, 25460.1 free, 3388.3 used, 2772.4 buff/cache
MiB Swap: 8.8 total, 0.8 free, 0.0 used. 27576.4 avail Mem
P COMMAND
1920803 root GG - 2. : syncd
1589 root 911608 399268 S 5.9 . : redis-server
1917680 root 38912 6 12084 S .6 5 :07.06 python3
1921560 root 198900 13224 S : 109, python3
DUT 1924714 root 11092 4200 3184 o : :00. top
Configuration 1921071 root 2423628 187148 20880 S : : :03.55 telemetry
1258 root 23672 S 3 : =21 supervisord
root 8944 11804 S - 2 :23.80 python
1916811 root 0 . 0. :00.02 kworker/8:0-events
1916983 root 30384 24080 S S -3 5 :00. supervisord
1917678 root 264096 34108 2 S 5 k 104, python3
root 20 30240 23616 8840 S ot I 2 B0 supervisord
root 2419664 188796 18416 S i :03.65 dialout_client_
root 105264 268 11520 S i :00. python3
root 167900 7652 S 5 . 2223, systemd
2 root 26 S . : :00. kthreadd
3 root - p.0 i :00. rcu_gp
ip 2 me
TGA line speed sending destination mac is device CPU mac, destination IP is 1 00 .
100.100.100
Observe for 5 minutes and take the average value
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top - 09:33:51 up 18:31, 1 user, 1load average: 2.03, 1.73, 1.66
ks: 387 total, 3 running, 381 sleeping 5 3 zombie
Cpu{s): 5.8 us, 1.5 sy, 0.8 ni, 92.9 id, 1 wa, 6.0 hi, 6.5 si
iB Mem : 31560.9 total, 25267.3 free, 3523.0 used, 2778.6 buff/c
MiB Swap: 0.0 total, 0.0 free, 0.0 used. 27442.4 avail

root 384952 8944

root 3338484 742916

root 568688 35208

89 root 911608 399188

root 29296 22560

root 52916 37772

root 199188 36548

root 3384364 149932

1916473 root 2504 26524

1917680 root 26632

2379 root 19636 12388

1933149 root 1273608 60948

836 root 2467508 67324

19 12 root 720776 9976 6532 S

1920187 root 721032 9520 6468

1920210 root 29968 23504 8916 S

1921871 root 2424012 187400 20880 S

arpmiss
TGA line speed sending destination mac
200.200.200.200

is device CPU

Wait for 5 minutes
Check the CPU load of the device

top

root@sonic:/home/admin# top

top - 09:51:08 up 18:48, 2 users, load average: 2.03, 1.48, 1.50
Tasks: 391 total, 1 running, 387 sleeping, 0 stopped, 3 zombie
%Cpu(s): 3.8 us, 1.2 sy, 0.0 ni, 92.8 id, 0.0 wa, 0.0 hi, 2.2
MiB Mem : 31560.9 total, 25258.0 free, 3526.3 used, 2776.6 buf
MiB Swap: 0.0 total, 0.0 free, 0.0 used. 27438.9 ava

384952
3338484
42504
911608
199188
2467508
3384364

8944
763168
26524
399352
36812
66420
149932
38912 26632 12084
10988 3836 3092

0 0 0
721032 16892 6532
2424012 187456 20880
2419792 188796 18416
30228 23672 8812
18944 11804 5740

0 0 [¢]

0 0 [¢]

30684 24040 8780
720520 16412 6408
720520 15208 6160
720776 17296 6468
720776 16988 6348
720520 15312 6408
30236 23680 8824
720776 17272 6532

8104
228408
13372
6840
13224
32728
52200

[y
[e:]

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

o
(6 e )
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[¢]
[¢]
[¢]
[¢]
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0
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0.8 st
ache
Mem

COMMAND
part

syncd

sonic-cfggen

redis-server

supervisorctl

0 healthd

python3
dockerd
procdockerstats

python3

9 python

docker

20 containerd

containerd-shim
containerd-shim
supervisord

telemetry

mac , destination IP

si, 0.0 st
f/cache
1l Mem

COMMAND

part

syncd
procdockerstats
redis-server
python3
containerd
dockerd

python3

top

rcu_sched
containerd-shim
telemetry
dialout client_
supervisord
python
kworker/11:1-events
kworker/0:12-events
supervisord
containerd-shim
containerd-shim
containerd-shim
containerd-shim
containerd-shim
supervisord
containerd-shim

is
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Test Results PASS

Remark

6.10 PASS - AAA

Test items AAA
Purpose of the | The test equipment can be operated normally
test
DUT
Test topology '_ ._\t’_,
PC1 e
1. Set up the test environment according to the diagram.
2. Configure the device tacacs Server to PC
Test steps 3. Configure AAA authentication tacacs
4. After connecting to the device using ssh, user tacadmin can operate the device
5. Configure the authorization method to tacacs , and the tacadmin user's operations
are restricted
Expected 2. 3. Configuration successful
Results 4 . aaa works fine
Configure tacacs
config tacacs add 172.21.110.110 -k accton
DUT Configure aaa authentication to tacacs
Configuration config aaa authentication login tacacs + local
Use ssh to connect to the device management interface, username tacadmin Password:
tacadmin
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» SSH session to t
+ Direct SSH
+ SSH compression
* SSH-browser
+ X11-forwarding : x (disabled or n I by server)

» For more info, ctrl+click on help or visit our website.

User does not belong to specified group
Linux sonic 5.10.0-8-2-amd64 #1 SMP Debian 5.10.46-4 (2021-08-03) x86_64
You are on

-- Software for Open Networking in the Cloud --

Unauthorized access and/or use are prohibited.
All access and/or use are subject to monitoring.

Help: http://azure.github. 10/SONiC

tacadmin@sonic:~$
tacadmin@sonic:~$ i

The results of using the show command under ssh can be used

tacadmin@sonic:~$ show
Usage: show [OPTIONS] COMMAND [ARGS] ...

SONiC command line - 'show' command

Options:
-7, -h, ——help Show this message and exit.

Commands :
EEE] Show AAA configuration
acl Show ACL related information
arp Show IP ARP table
auto-techsupport AUTO_TECHSUPPORT part of config_db.json
auto-techsupport-feature [Callable command group]
bfd Show details of the bfd sessions
boot Show boot configuration
buffer Show details of the buffer
buffer_pool Show details of the buffer pools
chassis Chassis commands group
clock Show date and time
dhep-snoop show dhcp-snoop information
dhcpérelay_counters Show DHCPv6 counter
dhecprelay_helper Show DHCP_Relay helper information
dropcounters Show drop counter related information

Serial port configuration aaa authorization is tacacs +
config aaa authorization tacacs +

The show command is rejected under ssh
tacadmin@sonic:~$ show

‘s password:

's password:

2's password: [J

Test Results
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Remark

6.11 PASS - ZTP

Test items ZTP

Purpose of the Test switch support for ZTP
test

DUT

‘El \"

F—
Test topology — ",Ic'

1. Export the current configdb file (the exported one can be ignored), delete the current
configdb file

2. PC1 opens dhcp server configuration option67, opens tftp server including ztp
configuration file, opens http server including configdb

3. Restart the DUT and check whether the ztp configuration and configdb are obtained

Test steps

Expected .
2. You can get the ztp configuration and configdb files

Results

Default configuration: Enabled
root@sonic :/home/admin# cat /host/ ztp / ztp_cfg.json

{

" admin -mode": true,
" ztp - json - local " : "' /mnt/usb/ztp.json "

}

Delete the configdb file
rm/ etc /sonic/ config_db.json
Device restart

DUT
Configuration

View h dwnoed configdb file

re n 1in# 1s
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Test Results

PASS

Remark
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