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—. Overall Test Conclusion

The N9500-640C device demonstrated excellent performance across all functional tests
within the SONiIC system environment. All test items were successfully completed without any
major defects identified that could affect normal operation. The device fully meets design
specifications in critical domains such as L2/L.3 network functionalities, QoS mechanisms, and
system management, exhibiting robust stability, reliability, and performance metrics that align

with industry standards and practical application requirements.

—. Functional Test Conclusion

2.1 L2 Functional Tests
Link Aggregation (802.3ad): The device supports multi-link aggregation, enabling seamless

traffic failover upon link disconnection. The load balancing mechanism of aggregated ports
operates normally without packet loss, verifying the redundancy and bandwidth expansion
capabilities.

VLAN Functionality : It accurately processes VLAN tagging as configured, forwards

untagged/tagged packets correctly, and ensures error-free cross-port VLAN communication,

compliant with IEEE 802.1q standards.

MAC Address Table Specifications: The MAC address table can learn up to 8,191 entries,
meeting the specified requirements. The address learning and aging mechanisms function
properly.

Spanning Tree Protocol (STP): The device achieves rapid convergence to eliminate network
loops, with port state transitions complying with standards to ensure no loop risks.

2.2 L3 Functional Tests
ARP Protocol : It correctly handles ARP requests/responses, supports invalid MAC address

filtering, and the ARP table can accommodate up to 16,383 entries, meeting large-scale network
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requirements.
BGP Routing: It stably establishes connections with external neighbors, learns and forwards

routes, and supports IPv4/IPv6 routing table specification tests (capable of learning 500,000 and

610,000 routes respectively). The routing convergence speed meets expectations.

ECMP Load Balancing : Multipath forwarding functions normally, distributing traffic
proportionally across links without significant packet loss or skew.

IPv6 Support: It fully supports IPv6 address configuration, neighbor discovery, and routing

forwarding, with good compatibility with the IPv4 protocol stack. Bidirectional communication

remains error-free in tests.
2.3 QoS Mechanism Tests
Traffic Classification & Marking : Classification and marking based on COS/DSCP are

accurate, mapping packets to specified queues. The egress marking modification function meets

design requirements.
Priority Flow Control (PFC) : Supports symmetric/asymmetric PFC to pause traffic by

priority. Watchdog and Watermark mechanisms prevent congestion effectively, ensuring lossless

transmission.
Queue Scheduling & Shaping : The WRR scheduling algorithm allocates bandwidth by

weight, and port/queue shaping precisely limits traffic rates, compliant with QoS service level

agreements (SLAS).
Congestion Management (WRED/ECN): Dynamically drops packets based on queue depth.
The ECN marking function correctly feedbacks to senders during congestion, optimizing network
transmission efficiency.
2.4 System Management Tests
SNMP & Traps: Supports SNMPv2c¢ for remote device status acquisition. Trap alarms are

real-time, accurately reporting events like port state changes.
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Logging & Remote Management: Rsyslog functions normally for real-time log transmission

to remote servers. SSH/SCP/SFTP services are stable, enabling secure remote login and file

transfer.

Mirroring : Copies traffic from specified ports to monitoring ports, supporting multi-source
port mirroring with complete data capture for network monitoring scenarios.

Dynamic Port Breakout (DPB): Supports breaking 800G ports into 2x200G/4x200G modes.

Post-breakout, port rates and forwarding functions remain normal, meeting flexible networking

needs.

2.5 High Availability Tests

COPP Protection : Defends against CPU-directed malicious traffic, maintaining CPU
utilization <20% under high load to ensure stable system operation.

Zero Touch Provisioning (ZTP) : Supports automatic configuration acquisition via
DHCP+TFTP, enabling rapid system initialization and configuration loading after reboot to
reduce deployment complexity.

2.6 Performance Metrics Conclusion
RFC-2544 Testing: The device's metrics including throughput, latency, and packet loss rate

comply with requirements. It achieves line-rate forwarding without packet loss, demonstrating

excellent performance.
Large-Scale Specification Testing : Both IPv4/IPv6 routing tables and ARP/MAC address

entries reach the design upper limits, with no significant decrease in query and forwarding

efficiency.
2.7 Testing Environment

The switch testing environment consists of the Device Under Test (DUT), testing instruments,
servers, routers, and configuration terminals. Most test items are conducted between the DUT and

instruments. Servers are used to verify the DUT's support for functions such as RADIUS and

3
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SYSLOG. For specific test items and environments, refer to the detailed descriptions in each test

section.
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=. L2

3.1 Link Aggregation Function Test

Test Items Link Aggregation Function Test
Test Content Verify the Accuracy of DUT Link Aggregation Function
DUTI1 DUT2
Test Topology
A B

1. Connect devices as per the test environment.
2. Set the ports connected between DUT1 and DUT?2 to be aggregated into one group.

3. The test instrument's Port A sends a broadcast (with MAC address all "F") to Port
B.

4. Disconnect one of the links.

5. The test instrument's Port A sends N unicast flows to Port B (where N is greater

Test Steps than the number of aggregated links), and check whether Port B can receive the

packets sent by Port A ,Checkl.

6. Disconnect one of the links.

7. The test instrument's Port A sends two unicast data flows with the same priority to

Port B. The traffic of Data Flow 1 exceeds the line rate of the aggregated port, and the
traffic of Data Flow 2 is lower than the line rate of the aggregated port. Observe
whether Port B can receive the two data flows sent by Port A, Check2.

Checkl: The test instrument's Port B should be able to receive the packets sent from
Port A.

Expected Results Check2: The test instrument's Port B should be able to receive the two data flows
sent from Port A.

config portchannel add PortChannel12

config portchannel member add PortChannell2 Ethernet4
config portchannel member add PortChannel12 Ethernet8
config vlan add 100

config vlan member add 100 PortChannel12 -u

config vlan member add 100 Ethernetl6 -u

Actual Test Results
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Test results

PASS

Remarks

3.2 LLDP Function Test

Test Items

LLDP Test

Test Content

The test device can normally send and receive LLDP and parse it.

Test Topology

DUTI DUT2

‘& ‘%

Test Steps

Set up the test environment as per the diagram.

Enable LLDP on the device and third-party devices.

View the LLDP neighbor information of the device, Checkl.

View the LLDP neighbor information of the peer third-party device, Check?2.

Delete the relevant configurations.

Expected Results

Checkl: The device can correctly process the LLDP packets from the third-party
device and display normal information.

Check2: The LLDP packets sent by the device can be parsed by the third-party
device, and the content is normal.

Actual Test Results

root@sonic:/home/admin# show 1ldp table
Capability codes: (R) Router, (B) Bridge, (O) Other
LocalPort RemoteDevice RemotePortID Capability RemotePortDescr

Ethernet40 sonic Eth6/1(Port6) BR Ethernet40

Ethernet44 sonic Eth6/2(Port6) BR Ethernet44
Ethernet232 sonic Eth30(Port30) BR Ethernet232

eth0 68:21:5f:34:14:a2 BR Ethernet Port on unit 1, port 15

Total entries displayed: 4
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root@sonic:/home/admin# show 1ldp table
Capability codes: (R) Router, (B) Bridge, (O) Other
LocalPort RemoteDevice RemotePortID Capability RemotePortDescr

Ethernet40 sonic Eth6/1(Port6) BR Ethernet40

Ethernet44 sonic Eth6/2(Port6) BR Ethernet44
Ethernet232 sonic Eth30(Port30) BR Ethernet232

eth0 68:21:5f:34:14:a2 BR Ethernet Port on unit 1, port 15

Total entries displayed: 4
root@sonic:/home/admin# show lldp global

LLDP Global configuration:

HELLO TIMER 30

SYSTEM NAME sonic

SYSTEM DESCRIPTION SONiC Software Version: SONiC.202111.30.6.2.251 -
HwSku: Naddod-N9500-640C - Distribution: Debian 11.11 - Kernel:
5.10.0-8-2-amd64

root@sonic:/home/admin# show lldp neighbors

LLDP neighbors:

Interface: eth0, via: LLDP, RID: 2, Time: 0 day, 00:00:15
Chassis:

ChassisID: mac 68:21:5£:34:14:93
SysDescr: ECS5520-18T

Capability: Bridge, on

Capability: Router, on

Port:

PortID: mac 68:21:5f:34:14:a2

PortDescr: Ethernet Port on unit 1, port 15
TTL: 120

MFS: 1522

PMD autoneg: supported: yes, enabled: yes
Adv: 10Base-T, HD: yes, FD: yes

Adv: 100Base-TX, HD: yes, FD: yes

Adv: 1000Base-T, HD: no, FD: yes

MAU oper type: 1000BaseTFD - Four-pair Category 5 UTP, full duplex mode
VLAN: 120, pvid: yes

PPVID: supported: yes, enabled: no

PI: 00 27 42 42 03 00 00 02

PI: 88 09 01

PI: 88 09 03

PI: 88 8e

LLDP-MED:

Device Type: Network Connectivity Device
Capability: Capabilities, yes

Capability: Policy, yes

Capability: Location, yes

Capability: Inventory, yes

LLDP-MED Location Identification: Type: Civic address
Country: TW

Inventory:

Hardware Revision: ROA
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Firmware Revision: 10.27.14.15
Serial Number: EC1948000847

Manufacturer: edgecore
Model: ECS5520-18T

Test results PASS

Remarks

3.3 VLAN Function Test

Test Items VLAN Function Test

Test Content The test device can forward according to the set VLAN.

DUTI

Test Topology
C
A B
1. Setup the test environment as per the diagram.
2. Create VLAN 2 and VLAN 3.
3. Configure DUTPI to join VLAN 2 as untagged and VLAN 3 as tagged.
4. Configure DUTP2 to join VLAN 2 as untagged.
5. Configure DUTP3 to join VLAN 3 as tagged, and check whether the configuration
is successful ,Checkl.
Test Steps 6. The TGA sends untagged packets, and view the packet reception status on the

instrument ,Check?2.

7. The TGA sends VLAN 2 tagged packets, and view the packet reception status on
the instrument ,Check3.

8. The TGA sends VLAN 3 tagged packets, and view the packet reception status on
the instrument ,Check4.

9. The TGA sends VLAN 4 tagged packets, and view the packet reception status on
the instrument ,CheckS5.

Checkl: Configuration and binding are successful.

Check2: Only TGB receives the packets, and the packets are untagged.
Expected Results Check3: Only TGB receives the packets, and the packets are untagged.
Check4: Only TGC receives the packets, and the packets are VLAN 3 tagged.
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CheckS5: The packets are discarded, and no port receives the packets.

Configure DUTPI to join VLAN 2 as untagged and VLAN 3 as tagged.
config vlan member add 2 Ethernet( -u
config vlan member add 3 Ethernet0

member add 2 Ether
an member add 3 Ether

AN ID | IP Addr

an member add 2 Ethernet2

vlan brief

rt
Tagging

untagged
untagged

Actual Test Results

tagged

VID Member

Ethernet® untagged
untagged
tagged

add 2 Ethernet4

ration

TGA sends untagged packets.
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Encapsulation type: Ethernet (1)
Arrival Time: Mar 1, 2025 14:02:21.847794000 H[ElFE5fiE)

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1740888941.847794000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
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[Time since reference or first frame: 0.608006080 seconds]
Frame Number: 1

Frame Length: 128 bytes (1024 bits)
Capture Length: 124 bytes (992 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:data]
v Ethernet II, Src: Performa_00:00:02 (00:10:94:00:00:02), Dst: Xerox_00
Destination: Xerox_00:00:01 (00:00:01:00:00:01)
» Source: Performa_00:00:02 (00:19:94:00:00:02)
Type: Local Experimental Ethertype 1 (x88bS)
~ Data (110 bytes)
Data:

v Frame 1: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_capture_172-21-120-222_4_2 03012025 140229, id 0
> Interface id: @ (\\.\pipe\view_capture_172-21-120-222_4 2 03912625 140229)

:00:01 (00:00:01:00:00:01)

[Length: 110]

TGA sends VLAN 2 tagged packets
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Preview:
[ showaliFields [] Allow Invalid Packets
o Value
Frames =
& Frame
Create new Frame T
> = EthernetIl
E¥v Frame as - Preamble (hex) 5555555555505
Template...
Manage Frame - Destination MAC 00:00:01:00:00:01
Templates... -~ Source MAC 00:10:94:00:00:02
Actions =} Vians
Add Header(s).. - Van
Link [ Type tex 8100
Modifiers/VFDs.. e (hex)
Insert Modifier... - Priority (bits) 000
CFLbiY 0
= e [
Expedd A EtherType (hex) <auto> 685
Collapse All
Hex Editor

FB 55 §5 55 55 55 55 D5 00 00 01 00 00 01 00 10 GUUUUUUS
001Cc 94 00 00 02 81 00 [TWee BS

Bosic Counters Emors Triggers Profocols  UndersizelOversizelJumbo  PFC Courders User Defined _ Advanced Sequencing FEC Caurders

Basc
Porthame | [OBITACOME | ol R COUM | 1 Coun o) | TARB O | 1y e parcan) | Lt Rt torcorty | Generstr igcof ey
=y - : Nonefio [Terort o e
o0 0 v 0 . : .
ot 3.0 o f o Y v
Port [[14.. 0 ? L] 2 Port jf1/41 [.. Port [/y3. |0 2
motian o o . 0 For L Pt (430 [
ForlAn | zssrss |0 wasesa |0 g

Port/fn | Fort [
Porfjafl  portifa |rasssssess |27

B B Ve T At Deyeme b
0 B4 4 8 e - || b | & B

Boonsn @ &% L] TesCon D

TP Pemsmine - | Seamrcer | 5) epater | Wicacs - (4, Sunmery.

- S T T
R e Qsetivgs
= e o, aes )
3 A radnenes Cras
B Mt conen @ o [ [ O [T
T Msvean Blocks. ) Lowd per Sream Black
- Advanced nteaving

T———

ST Tre—] 1000

riode Bandeicth Usizaton (' 100

e Gen: 1

P bvanced... | [Coaiion ]

R preve Sebudbling e arsahial camsls

Actmn g [mdox [1ass [woseuer | attcmsen | comroneay |rype - Tome lpen meon |Tem |fome | |jcporbes |foedr
save | 0 L e ey | Ty = o o ot | o | Longm | DD lengn
[ TrecGmmor s | 0 B L 3 I

&t |0 Fai generat Fredy i wed
A et sty o

B TamcCewate
st st
& capire
5@ P

= beveas
[ Trccese
 pr—

& capuee <
e Taparey S ot 12 | e o ks 21 S 192
g
Part Trafic s Gonbies - Bas Trai Resuts | Grargs Fesd Vo - S B B 040 4L 11 | b It [Stresrs > Detaied Strmam Resalts  Grars s Wew - 29 BT
et Comers. S Trges e Unbwsiog st PFCCasten U Cnld A S FEC Cotrs i e e T bty
e coun [l covm |1y comtgote) |SERECT | ooy mtn |t pucany | et g comt rams) | s oun rams) || S Smarcng vt Secmcing | irens

mxron | ot Fxcoum oropoes o oropoetrrame
NaraiD, | oA Name | vors | (rames) [Framas) (i Berten.

3 v O 0
e ¢ ] o vec [Port 1137 |
‘ o 0 0 G Pt i | 0 ¢
° e 0 i TtwtPot 88 L. Fortif |0 . P
Pt 0 ‘ 5w y Gtamta|Por L w0 o . 2000
Tokusd3 PoriML  FerfMR |SARTsA | e 0 a0
I Time Sowoe Destination Frotosel  Length Infe
31021 6.809156 Performa_00:00:02 Xerox_E @:01 ox88b5 124 Local Experimental Ethertype 1
31022 0.009156 Performa_00:00:02 Xerox_00:00:01 @x88b5 124 Local Experimental Ethertype 1
31923 0.809156 Perforna_08:00:02 Xerox_t o1 oxB8b5 124 Local Experimental Ethertype 1
<

~ Frame 1: 124 bytes on wire (992 bits), 120 bytes captured (968 bits) on interface \\.\pipe\view capture 172.21-126-222 4 2 03012025 142232, id B
~ Interface id: @ (\\.\pipe\view_capture_172-21-120-222_4 2 @3012025_142232)
Interface name: \\.\pipe\view_capture_172-21-129-222_4_2 03612025_142232
Encapsulation type: Ethernet (1)
Arrival Time: Mar 1, 2025 14:22:27.026028000 H[EiT/EN 8
[Time shift for this packet: ©.600006009 seconds]
Epoch Time: 1748810147.026028600 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: ©.60890000¢ seconds]
Frame Humber: 1
Frame Length: 124 bytes (992 bits)
Capture Length: 120 bytes (960 bits)
[Freme is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:data]
v Ethernet II, Src: Performa_00:00:02 (00:10:94:00:00:02), Dst: Xerox 00:00:01 (90:00:01:00:00:01)
~ Destination: Xerox_00:00:61 (00:00:01:00:00:01)
01 (00:00:01:00: 1)
ee ... = LG bit: Globally unique address (factory default)

@ cetr eeve ee.. = 16 bit: Individual address (unicast)
: Performa_00:00:02 (00:10:94:00:00:82)
Address: Performa_20:09:02 (00:10:94. :02)
+ +e.. = LG bit: Globally unique address (factory default)
o) B - 16 bit: Individual address (unicast)
Type: Local Experimental Ethertype 1 (8xB8b5)
v Data (106 bytes)
Data:
[Length: 106]

TGA sends VLAN 3 tagged packets
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=

Frame

i EthernetIl

-« Preamble (hex)
- Destination MAC
- Source MAC

Vians

=~ Vlan

Type (hex)

- Priority (bits)
CFI (bit)

Valbe

fb555555555555d5

00:10:94:
00:10:94:

8100
000

i1 1D (int)

;Eﬂ'lerType (hex)

uto> Internet IP

- IPv4 Header
Version (int)

- Header length (int)

o w @ s oe e @ BET S BEewE s W e 3

<auto> 4

<auto> 5

00:00:02
00:00:01

|versuon = 4i ¥

i oo | e

TS e e+ 4 s

e ooy v

Bincenct Lshzation () 100

| ot 5

B s e

@ mren
5@ et 237 BOCLAL T4 S2toe-A1iaT)
5 et 34 NG 67 82 et

stk o v

v, || Poticad,

Sdling mode arstice cangis

@ Pt o provey e | o
s s [nae | wame s e [losg uossier | Toficomen [comotedy [Tpe  |owe |1 mpon |3 [P pedn
§ rofic conerar- [ o v gty | | v ! = | £
B el s a0 : i e T ]
R s : et o f
Lg Sl a @ 2 o o= s i ]
B Teffcbomon
B T s
DeerrgSomem Bk 131 Tl S ka3 | Sl 143
R B WA A b M " T b bi SkdTePoln AP
Bt Countots Grirs Trggers Pt Unskmse st PEC Casrs s Cefnes | Adrnces Saancivs P Cosrs 4
ot | Aot [Tt ot |t st
o ) = ramnane [P0t [TeComt  [mcomt | vgpsccomt | Doppesrame
B T I N ) Cain

Fer i [ s
o (pe L[ v
ToriporE ek AL v B

o et "

| WA 7 7 7
TeA g3 [Pot /A e

MICEBIES —~ Cul’

Ho Tine

Bostination Protocal  Length Info

32276 0.911095 : Xerox_90:88:81 ©x88b5 128 Local Experimental Ethertype 1
32277 8.811095 Perforna_08:00:02 Xerox_90:00:@1 ©x88b5 128 Local Experimental Ethertype 1
32278 @.011095 Performa_t 82 Xerox_80:08:81 Bx88b5 128 Local Experimental Ethertype 1
32279 9.011095 Performa_00:00:02 Xerox_00:00:01 0x88bS 128 Local Experimental Ethertype 1
17780 @.M11A95 Perforna A:AR: A2 Xerox #0091 AxRAKS 128 Iocal Fxnerimental Frhertune 1

<

~ Frame 1: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_capture_172-21-128-222_4_9_03612025_143129, id 8
Interface id: @ (\\.\pipe\view_capture_172-21-120-222_4_9_03¢12025_143129)
Encapsulation type: Ethernet (1)

Arrival Time: Mar 1, 2025 14:29:51.071713000 ©ERER7E
[Time shift for this packet: 0.000000008 seconds]
Epoch Time: 1740818591.071713000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delts from previous displayed frame: 0.000000000 seconds]
[Time since reference or First frame: 0.000000000 seconds)
Frame Number: 1
Frame Length: 128 bytes (1024 bits)
Capture Length: 124 bytes (992 bits)
[Frame is marked: False]
[Frame is ignored: Falsa]
[Protocols in frame: eth:ethertype:vlan:ethertypa:data]
v Etharnet II, Src: Performa_00:00:02 (00: ©0:00:02), Dst: Xerox 00:00:01 (80:00:01:00:00:01)
v Destination: Xerox_8@ 1)
Address: :00:00:01)

LG bit: Globally unique address (factory default)

= 16 bit: Individual address (unicast)

02 (00:10:94:00:00:02)

Address: Performa_00:00:02 (9:10:94:00:00:02)

a0 wpaseRnm 38 LG bit: Globally unique address (factory default)

) = 16 bit: Individual address (unicast)

Type: 802.1Q Virtual LAN (8x8180)
v 887 s , PRI: 3 D: 3

000, . . = Priority: Best Effort (default) (@)
eis seee ore. = DEL: Ineligible

.... 6000 0006 011 - 1D: 3

Type: Local Experimental Ethertype 1 (8xB8bS)

v Data (186 bytes)

Data:

[l anath-

TGA sends VLAN 2 tagged packets

R | R
~ Source: Performa_E

1081
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=] Frame

Ii}- Ethernetll

- Preamble (hex)
- Destination MAC
-+ Source MAC

fb555555555555d5
00:10:94:00:00:02
00:10:94:00:00:01

=+ Vians
& Vian
- Type (hex) Ba
- Priority (bits) 000
10 Gnt) e 0
i :!----;Ethchype (hex) i <auto> Internet [P
E;] e
;'r Version (int) <auto> 4
- Header length (int) <auto> 5

B oo @ &% 13 (s Teeneria 06, | B Teogen.. [Pengactve « (] Sequmncer | 6) Fepater T Wit + 3 Sy

X Deee e (G copy Mo

[

Tnffc S Fane
Ml L oo, E Longth
Fot e 2

For e m
Pt = £

Dl Souam Bocka 18 | Tt Smam Boces 4 | St 104

T

Streams > Detaed Stream Hesalis | Change Fesd Vow 5 B 0 1 |

P

Test results PASS

Remarks

12
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3.4 Mac Address Table Entry Specification Test

Test Items Mac Address Table Entry Specification Test
Test Content Verification of Device MAC Address Table Entry Specifications
DILIT1

Test Topology
Lk
A B

1. setup the test environment as shown in the diagram.

2. Create VLAN 100.

3. Configure ports DUTP1-DUTP3 to join VLAN 100 as untagged members.

4. The test instrument TGA sends 100,000 packets with varying source MAC
Test Steps

addresses (total 100,000 unique SMACs) at a rate of 1,000 pps.
5. Clear the packet reception statistics on the instrument.

6. TGB injects 100,000 packets with DMAC set to the SMAC of TGA, then perform
Check 1.

Checkl1: The number of packets received by TGA minus the number of packets
Expected Results received by TGC equals the number of MAC addresses learned by the DUT.

config vlan add 100

config vlan member add 100 Ethernetl6 -u
config vlan member add 100 Ethernet18 -u
config vlan member add 100 Ethernet20 -u

r 1an member add Ethernet16
[ an add Ethy
. Ethernet2e -

Actual Test Results

untag
untagged

untagged

DST MAC: 00:00:02:00:00:01
SRC MAC: 00:10:94:00:00:02 — Increment (100000 > MAC)
Loading: 1000pps

13



NV  NADDOD

N9500-640C Smoke Test Report

Configure MAC Modifier

Offset

(@) Start modifier on first byte (O start modifier at offset 0

Type

@ Increment (O Decrement (O List (O Random () Shuffle [] Use Streams

Details

Count: II
Repeat: D

Step: (00:00:00:00:00:01 [

Mask: |00:00:|=|=:|=|=:|=|=:|=|= [

Seed: O
Value: |00:10:94:00:00:02 |[=
Tip: Enter a start-value from which to begin the sequence.
[oc 11 conce
@) Fix () Random
Fixed load settings
O Percent (%) : 10.00118397632 |
@® Frameisec (fps): 1000 |
O bps : 11183976 |
() Kbps : [1183.57632 |
O Mbps : 118397632 |
O Inter burst gap (bytes) : [12499864 |
O L2 Rate (bps): 1024000 |

X

14
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Load mode
® Fix (O Random

Fixed load settings
O Percent (%) :

0.00055198816

[® Frame/sec (fps) :

000

(O bps:
(O Kbps :
(O Mbps :

O L2 Rate (bps):

TG:
SRC MAC: 00:00:02:00:00:01

Loading: 100%
Configure MAC Modifier

Offset
(@ Start modifier on first byte

Type
® Increment (O Decrement
Details
Count{ 100000 |
Repeat: lD ‘
Seed: 0

value: |00:10:94:00:00:02

O Inter burst gap (bytes) : | 24399864

Total Tx Count | Total Rx Count - " o
(Frames) (Frames) Total Tx Count (bits) | TxL1 Rate (Percent)
é 100,000 ) é

F)
102,400,000 e
[

Dst MAC: 00:10:94:00:00:02 — Increment

Tip: Enter a start-value from which to begin the sequence.

Rx L1 Rate (Percent]) | Total Rx Count (bits) = Generator Sig Count {Frames)  Rx Sig Count (Frames)

I | 102,400,000 Lo | 100,000
a g 0 o
0 100,000 o

[ 102,400,000 a

(100000 1~ MAC)

(O start modifier at offset 2

O List (O Random () shuffle []Use Streams
Step: i'oo:oo:oo:oo:oo:m ]

Mask: [on:ou:PF:PF:PF:PF ‘

Cancel

15
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@ Fix O Random
Fixed load settings
|_© Percent (%) : [100 l
O Frame/sec (fps): (84457770 }
O bps: 199998000000 |
O Kbps : 99998000 |
O Mbps : 99998 ]
O Inter burst gap (bytes) : |12 ]
O L2 Rate (bps): 86484756480 |
Schecuing Mode Bandvidth tlzation (%) 100
® Fortsased Burst e [ ] oustonmode: [pism Y
O Load per Stream Block Inter Frame Gap: 12 Burst(s): [0o000 ]

Advanced Interleaving
roup 1 tr Inter Frame Gap Unit:  bytes Advanced... Port Load...

2::’:‘::)[““ (T:rt:"\‘l::)(‘uum Total Tx Count (bits) | TxL1Rate (Percent)  RxL1Rate (Percent) | Total Rx Count (bits) | Generator Sig Count (Frames)  Rx Sig Count (Frames)

0 0 0 0 ¢ |e |e 0
0 106,000 0 0 [ 102,400,000 0
100,000 ] 102,400,000 0 ¢ 0 100,000 0

Test results PASS

Remarks

Due to the relationship of MAC hash, it is necessary to inject more packets than the
number of MAC address table entries.

3.5 Static FDB Func

tion Test

Test Items

Static FDB Test

Test Content

Verify that the device's Static FDB is functioning properly.

Test Topology

DUTI1

A B

Test Steps

2. Create VLAN 100.

1. Setup the test environment as shown in the diagram.

16
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3. Configure ports DUTP1-DUTP3 to join VLAN 100 as untagged members.

4. Configure a static MAC address for VLAN 100 on DUTP1.

5. TGB injects 100,000 packets with DMAC set to the static MAC address.

6. configured for VLAN 100 on DUTP1, then observe the traffic transmission and

reception status, Check 1.

Expected Results

Checkl1: TGA receives all 100,000 packets sent by TGB, while TGC receives no
packets.

Actual Test Results

config vlan add 100

config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet2 -u
config vlan member add 100 Ethernet4 -u

config static-mac add 00:10:94:00:00:01 100 Ethernet0

root@sonic

root@sonic:

root@sonic:~
Vlan cAddre: Port Type

g static-mac add @ Ethernet@

Ethernet@ Static
Total number of ent
root@sonic:~

Port B
=1 Frame
— EthernetIl
.~ Preamble (hex) 5555555555555d5
- Destination MAC [ 00:10:94:00:00:01 |
! .. EtherType (hex) “e:auto:» Internet IP
: - IPv4 Header
Version (int) <auto> 4
Header length (int) <auto> 5
ToS DiffServ tos (0x00)

Total length (int)

Identification (int) 0
:— - Control Flags
| Reserved (bit) 0 -

17
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(@ Fix (O Random

Fixed load settings

(®) Percent (%) : 100 ' l
(O Frame/sec (fps) 84457770

O bps : [s93980000p0 |
(O Kbps : 199998000

(O Mbps 99998

O Inter burst gap (bytes) - [12

(_) L2 Rate (bps): 86484756480 |
Scheduling Mode Bandwidth Utilization (%): 100
@ Port Based Burst Size: [1 Duration Mode: | Bursts 7

() Load per Stream Block Inter Frame Gap: 12 Burst(s): [100000
el Inter Frame Gap Unit: | byt Advanced... Port Load...

s

Pa}cw_klets recéived at.Port A and Port C

e e

Test results PASS

Remarks

3.6 STP Function Test

Test Items STP Function Test

Test Content Test that the device's STP is working properly.

18
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Test Topology

DUTI1

A B

Test Steps

1. Set up the test environment as shown in the diagram.
2, Configure VLANS.
3. Configure STP.

4. TGA and TGB simulate two ports of the same device with STP enabled (root
priority 8192).

5. Display the STP port status ,check 1.

6. TGA sends data traffic to confirm whether a loop exists, and observe the traffic

transmission and reception status,check?2.

Expected Results

Checkl1: No network loop exists.
Check2: TGB does not receive any packets from TGA.

Actual Test Results

config spanning-tree enable stp

config vlan add 100

config vlan member add 100 Ethernet122 -u
config vlan member add 100 Ethernet120 -u

root@sonic:/home/admins show spanning-tree brief

Spanning Tree Mode STP

Spanning Tree Enabled/ Enabled

Designated Root

Current Root Port (Ethernet)

Current Root Cost

Interface Pri Designated nated Oper STP Role State Oper
Bridge ID Port ID

Etherneti120

Etherne )

root@sonic:/home/admin+ [I

TGA and TGB simulate two ports of the same device with STP enabled (root
priority 8192).

Emulated Device Interface MACsee  DHCF

ROOT FWD
ALTN BLK

MF MLD r@Siot DSLile DHCPSever EFD STF BGF

Tags Py BridgePriority | BridgeMACAddress | PortNumber | PortPriorty | RootBridge | RootPriority | Ro
Clicktoad... |1
Clicktosd.. |1

9192

1 = self
s self

128 Sel

spanning-tree brief
3panning Tree Mode STP
anning Tree Enabled/ Enabled
Designated Root
Current Root Port (Ethernet)
Current Root Cost

Role State Oper
Port ID tus Edge

Interface Pri Designated Designated Oper

19
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B Traffic Generator
J Trafic anaivzer Status | Adtive | Name Tags Index | Source Mac Destination Mac ControlledBy | Load L
i Capture C sreamBlock 1 | Clicktoad... [0 | 00:10:94:00:00:01 00:10:94:00:00:02 | generator
B @ Port //4/10
= Devices
- B Traffic Generator
B Traffic Analyzer
% Capture

<
Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1af 1

Traffic Aggregate ViewResults 1

Port Traffic and Counters > Basic Traffic Results | Change Resuit View ~ 5 B}, [, 04 ¢ | 1001 | 0 Port
Basic Counters  Errors | Triggers Frotocols  UndersizeOversizeldumbo PFC Counters  User Defined  Advanced Sequencing  FEC Counters

Total Tx Count | Total Rx Count
(Frames) (Frames)

4177538510 2 ‘ 4.277,799,419,392 | 512 4,946,205, 580,992 |8

Port Name Total Tx Count (bits) | Total RxCount (bits) | Total TxRate (bps) | Total RxRate (bps) | TxL1 Count (bits) RxL1Co

Port [f4f10 |28 @ 14336 ) 512 '} 18816 ]

Test results PASS

Remarks

3.7 RFC-2544 Function Test

Test Items RFC2544 Test
Test Content The device is connected to a tester for RFC2544 testing.
~T
i~
1 64
Test Topology | || ==
Test Center
1. Set up the test environment as shown in the diagram.
2. Configure VLAN.
Test Steps 3. Use the tester to perform RFC2544 testing.
4. Delete the relevant configurations.
Expected Results The RFC2544 test results meet expectations.
config vlan add 100
config vlan member add 100 Ethernet440 -u
Actual Test Results config vlan member add 100 Ethernet8 -u

20
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Close lldp
systemctl stop lldp.service

Throughput report:

e

rfc2544 topolog
y_two_400G_port

Test results PASS
Remarks
M. L3
4.1 ARP Protocol Test
Test Items ARP Protocol Test
Test Content Test that the device can correctly process ARP packets.
DUTI1
1 2
Test Topology
A B

1. Set up the test environment as shown in the diagram.

2. Configure DUTPI IP as 100.100.100.100/24.

3. TGA sends an incorrect ARP request to 100.100.100.100 with 100.100.100.1 as
Test Steps the source MAC for Check 1.

4. TGA sends a correct ARP request to 100.100.100.100 with 100.100.100.1 as the
source MAC for Check 2.

5. Delete the relevant configurations.

Checkl1: The DUT does not learn 100.100.100.1.
Expected Results Check2: The DUT learns 100.100.100.1.

Configure the IP address of device port 1 as 100.100.100.100/24.

Actual Test config interface ip add Ethernet0 100.100.100.100/24
Results
Port A

21
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- EthernetIl

' Preamble (hex) H555555555555d5
- Destination MAC 90:2D:77:0F:C8:00
i Source MAC 00: 10:94:00:00:01

. EtherType (hex) <auto> ARP

' ARP

i Hardware Type (hex) auto > Ethermnet
Protocol Type (hex) auto> Internet IF
i Hardware Address Length (int) 6

Protocol Address Length (int) E

L] Operation (int) ARP Request

i~ Sender Hardware Address 00:10:94:00:00:01
L Sender Protocol Address 100.100.100.1
Target Hardware Address 00:00:00:00:00:00

admin# show arp
Iface Vlian

Port A
— Ethernetll
. |- Preamble (hex) fb555555555555d5
Destination MAC 90:2D:77:0F:C8:00
- Source MAC 00:10:94:00:00:01
L EtherType (hex) <auto> ARP

i~ Hardware Type (hex) <auto > Ethernet
Protocol Type (hex) auto> Internet I
Hardware Address Length (int) 6

Protocol Address Length (int)

.....................................................

Operation (int) ARP Reguest
Sender Hardware Address 00:10:94:00:00:01
. Sender Protocol Address 100. 100. 100. 1
Target Hardware Address 00:00:00:00:00:00 v

22
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— Ethernetll
: Preamble (hex)
i Destination MAC

i~ Hardware Type (hex) <auto > Ethe
Protocol Type (hex) auto > Inte
Hardware Address Length (int) 6

B Protocol Address Length (int) 1§

fb555555555555d5
90:2D:77:0F:C8:00

- Source MAC 00:10:94:00:00:01
. - EtherType (hex) <auto> ARP
“ ARP

Operation (int)

Sender Hardware Address

ARP Reqguest
00:10:94:00:00:01
100. 100. 100.

u Sender Protocol Address

Target Hardware Address

v Ethernet II, Src:
Destination: Performa_00:00:01 (60:10:94:00:00:01)
Source: 90:2d:77:0f:c8:00 (90:2d:77:0f:c8:00)
Type: ARP (0x0806)

Padding:
Frame check sequence: @x1c6bb3dc [unverified]
[FCS Status: Unverified]
v Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (©x©800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)

00:00:00:00:00:00 v

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface \\.\pipe\view_captur
90:2d:77:0f:c8:00 (90:2d:77:0f:c8:00), Dst: Performa_09:00:01 (©0:10:94:00:00:01)

1

Sender MAC address: 9@:2d:77:ef:c8:00 (90:2d:77:@f:c8:80)
Sender IP address: 100.100.100.100

Target MAC address: Performa_00:00:01 (©0:10:94:080:00:01)
Target IP address: 100.10€.1€0.1

admin# show arp
Iface

Ethernet® -

al num
t@son1i

Test results PASS

Remarks

4.2 ARP Specification Test

Test Items ARP Specification Test

Test Content Test the ARP specifications of the device
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DUT1

Test Topology

A B

1. Set up the test environment as shown in the diagram.
2. Configure the IP address of DUT port P1 as 100.0.0.1/8.

3. TGA starts sending incremental ARP requests from 100.0.0.2 to 100.0.0.1,
Test Steps Check 1.

4. Delete the relevant configurations.

Expected Results Checkl: The ARP entries learned by the DUT comply with the specifications.

Configure the IP address of device port 1 as 100.0.0.1/8.
config interface ip add Ethernet0 100.0.0.1/8

Port A

Scheduling Mode Bandwidth Utilization (%): 0.000710386

(®) Port Based Burst Size: E:‘ Duration Mode: | Bursts v
(O Load per Stream Block o P Gape m Burstie): 0008
Advanced Interleaving
I b ¢ | Inter Frame Gap Unit: | bytes v Advanced... Port Load...

Manual Based Srhadils

Actual Test Results
(® Fix () Random

Fixed load settings

O Percent (%) : [0.00071038579200|
| (® Frame/sec (fps) : 600 ”
O
Otome.
O Meps.
O Inter burst gap (bytes) : W
O L2Rate (bps): 140 |

24



ND_  NADDOD N9500-640C Smoke Test Report

192.168.64.246 00:10:94:00:3f:f5 - 154
192.168.64.247 00:10:94:00:37:f6 - 154
192.168.64.248 00:10:94:00:3:f7 - 154
192.168.64.249 00:10:94:00:31:f5 - 154
192.168.64.250 00:10:94:00:3f:f9 - 154
192.168.64.251 00:10:94:00:37fa - 154
192.168.64.252 00:10:94:00:3ffb - 154
192.168.64.253 00:10:94:00:37fc - 154

Total number of entries 16383
roct@sonici/home/admin®

Test results PASS

Remarks
4.3 ECMP
Test Items ECMP Function Test
Test Content Test that the device can learn routes via BGP and forward packets accordingly

DUTI
1 2
Test Topology
A B

1. Set up the test environment as shown in the diagram.
2. Configure the interface IP address, Check 1.

3. The tester TGA creates an IP interface and performs ARP interaction with device
Port 1.

4. The tester TGB creates multiple IP interfaces and performs ARP interaction with
Test Steps device P2.

5. Configure equal-cost static routes, Check 2.

6. TGA sends L3 packets to the destination IP specified by the equal-cost routes,
Check 3.

7. Delete the relevant configurations.

Checkl: The IP address is configured successfully.

Check2: The configuration is successful.

Expected Results Check3: The packet forwarding is normal without packet loss, and load balancing is
achieved via ECMP.
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Actual Test Results

Configure the interface IP address.

config interface ip add EthernetO 100.100.100.100/24

config interface ip add Ethernet8 200.200.200.200/24

The tester TGA creates an interface with IP 100.100.100.1 and performs ARP
interaction with the device IP 100.100.100.100.

The tester TGB creates interfaces with IPs 200.200.200.1 to 200.200.200.4 and
performs ARP interaction with the device IP 200.200.200.200.

Configure equal-cost static routes.
vtysh

configure terminal

ip route 100.50.25.12/32 200.200.200.1
ip route 100.50.25.12/32 200.200.200.2
ip route 100.50.25.12/32 200.200.200.3
ip route 100.50.25.12/32 200.200.200.4

sonic ip route static

Code static, R

- Is-IS, B - B - EIGRP, N -

VNC, V - VNC-Direct, A

Table, v

OpenFabrie,
- selected route, * -

trapped, o offload

Babel, F

FIB route, g

1 via 208 26 , Ethernet416,

via .26 Ethernet4
via 2
via 20

sonic® ||

The tester TGA continuously sends packets with incremental source IPs from
100.100.100.1 to 100.100.100.64, and the destination IP is 100.50.25.12.

NHRP,

- queued, r -

RIP,

PBER,

rejected, b - backup

The tester TGB captures packets and checks the packet content.

Port A
Preview:
BA showAllFields [] Allow Invalid Packe
Vi
Frames froms -
= Frame
Create new Frame >
Ethernetll
Save Frame as
Template... Preamble (hex) & d
|+ Source MAC 00: 10:94:00:00:02
Lo EtherType (hex) <auto> Internet IP
Add Header(s).-
3 1Pv4 Header
Link Modifiers/VFDs..
i+ Version (int) <auto> 4
Others i~ Header length (int) <auto> 5
Expanc All ToS/DiffSery tos (0%00)
Collapse Al Total length (int)
Identification (int) o
- Control Fogs |
+ Fragment Offset (inf) [
- Time to ive (int) 255
++ Protocol (int) <auto> Experimental
Checksum (nt)
1 Source 100.100.100.1
| I Pvd Modfier Count=64;Step=0.0.0. 1
- Destination 100.50.25.12
... Header Options
Gateway 100. 100. 100. 100
Port B
Basic Counters Errors Basic Sequencing Advanced Sequencing Histograms
Stream Tx Count Rx Count Dropped Count Dropped In-order Coun
TxPort Name | Rx Port Names Block (Frames) (Frames) (Frames) Frame Percent  (Frames)
Port [/1/13 Port f/1/21 ‘ StreamBlo... | 3,751,898,230 3,751,898,230 g 1 0.000 3,751,898,230
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v Ethernet II, Src: Naddod ©6:00:00 (8c:5d:b2:b6:00:00), Dst: Performa_8:00:04 (00:10:94:60:00:04)
~ Destination: Performa_00:00:04 (00:10:94:00:00:04)
Address: Performa_d@:00:04 (60:10:94:00:00:04)
S . = L6 bit: Globally unigue address (factory default)

. 16 bit: Individual address (unicast)
© Source: Naddod_B6:@0:00 (8c:5d:b2:b6:00:08)

Address: Naddod_06:00:00 (8c:5d:b2:b6:00:00)

- LG bit: Globally unique address (factory default)

B sy son someE = 16 bit: Individual address (unicast)
Type IPvd (@x0308a)

Internet Protocol Version 4, Src: 160.100.100.39, Dst: 180.50.25.12
Data (9@ bytes)

Frame 3: 128 bytes on wire (1824 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view capture 172-21-120-222 1 21 92262025 201338, id @
Ethernet II, Src: Naddod 06:08:00 (Bc:5d:b2:b6:00:00), Dst: Performa_00:00:02 (00:10:94:00:00:02)
~ Destination: Performa_00:00:02 (00:10:94:00:00:02)
Address: Performa_0@:00:02 (00:10:94:00:00:02)
@ = LG bit: Globally unique address (factory default)
16 bit: Individual address (unicast)

<

LG bit: Globally unique address (factory default)
= 16 bit: Individual address (unicast)

Type: IPva (axeaee)
Internet Protocol Version 4, Src: 1080.108.180.37, Dst: 180.50.25.12
Data (9@ bytes)

Frame 4: 128 bytes on wire (1624 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_capture 172-21-126-222 1 21 02262025 201338, id @
~ Ethernet TT, Src: Naddod 06:90:06 (8c:5d:b?:b6:60:00), Dst: Performa_08:00:05 (00:10:54:00:00:05)
¥ Dashnatloﬂ Performa_06:00:05 (08:1 85)
Address: Performa_00:00:05 (00. 5)
B ey 2 . = LG bit: Globally unique address (factory default)
. = I6 bit: Individusl address (unicast)
“ Source: Naddod_06:00:00 (8c:5d:b2:b6:00:08)
Address: Naddod 06:00:00 (8c:5d:b2:b6:0@:00)
cee B .ii eee ... .... = LG bit: Globally unique address (factory default)
....... @ eeei eeer eeen ee. = TG bit: Individual address (unicast)
Type: I0v4 (0x0800)
Internet Protocol Version 4, Src: 180.100.100.38, Dst: 100.50.25.12
Data (98 bytes)

Frame 7: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_capture_172-21-120-222_1 21 92262025 201338, id @
Ethernet TT, Src: Naddod_66:00:00 (8c:5d:b2:b6:00:08), Dst: Performa_6¢:00:03 (9@:10:94:00:00:03)
~ Destination: Performa_06:00:03 (00:18:94:00:60:63)
Address: Performa_00:00:03 (00:19:94:00:09:03)
.. = LG bit: Globally unique address (factory default)
: I6 bit: Individual address (unicast)
v BRate e BE 00:00 (ac 5d:b2:b6:00: 6@)
Address: Naddod_6:00:00 (Bc:5d:b2:b6:00:00)
e e s = LG bit: Globally unique address (factory default)
.. =16 bit: Individual sddress (unicast)

<

Type: IPvd (ex0808)
Internet Protocol Version 4, Src: 100.10.100.41, Dst: 106.58.25.12

Test results PASS

Remarks

4.4 BGP

Test Items BGP Function Test

Test Content Test that the device can learn routes via BGP and forward packets accordingly

DUTI1

Test Topology

A B

1. Set up the test environment as shown in the diagram.

2 . Configure DUT port P1 with IP 100.100.100.100/24 and port P2 with IP
200.200.200.200/24, Check 1.

3 . Configure DUT BGP AS100; advertise networks 100.100.100.100/24 and
Test Steps 200.200.200.200/24; set neighbor 200.200.200.1 (AS200), Check 2.

4. TGA (100.100.100.1/24) performs ARP interaction with the device.

5+ TGB (200.200.200.1/24) establishes an eBGP neighbor with the device and
advertises route 2.2.2.0/24, Check 3.
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6. TGA sends packets with DA=DUT MAC, SIP=100.100.100.1, DIP=2.2.2.100,
Check 4.
7. Delete the relevant configurations.

Checkl: The IP address configuration is successful.
Check2: The configuration is successful.
Check3: The neighbor establishment is successful, and the DUT learns the route

Expected Results
2.2.2.0/24.
Check4: The packet forwarding is normal without packet loss.
Configure the IP address of device port 1 as 100.100.100.100/24 and port 2 as
200.200.200.200/24.
config interface ip add Ethernet0 100.100.100.100/24
config interface ip add Ethernet8 200.200.200.200/24
II‘:::I:;Z:?’L M?S‘fvulp l;gzgf:;:iess"maﬁk Admin/Oper BGP Neighbor Neighbor IP
[:L:] 08/24  up/up N/A
200.200.200.200/24 up/up /A
Configure DUT BGP
vtysh
configure terminal
router bgp 100
network 100.100.100.0/24
network 200.200.200.0/24
neighbor 200.200.200.1 remote-as 200
no bgp ebgp-requires-polic
router bgp
ebgp-requires-policy
neighbor 206.208.2008.1 remote-as
Actual Test Results Sl
network
exit-address-family
exit
TGA (100.100.100.1/24) performs ARP interaction with the device.
Ping Dptrons Gateway Destination |P
Erame Count 1 : (®) Same As Gateway | 100100100100 |
Time Interval(Sec): 1 2 (C) Custom
Ping Status Bing

PING 100.100.100.100 from 100.100.100.1: 56 data bytes

64 bytes from 100.100.100.100: icmp_seq=1 tti=64 time =0 652 ms

— ping statistics —

1 packusts transmitted, 1 packets receivad, 0.0% packet loss
it min/avg/man/siddev = 0.692/0 652/0 692/0.000 ms

Neighbor status and routes
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n name: nfa

Emulated Device Interface MACsec DHCP IGMP MLD 6rd/6tod DS-Lite DHCP Server BFD STP BGP

vi V4 R
Port Name g:mge Tags E;Lr(te Active Router State Stat:uter

I T W e N - W 2R

ic, R - RIP,
- BGP, E - EIGRP, N - NHRP,
VNC-Dire A - Babel, F - PBR,

FIB rout queued, r 1 backup
- offload
8] via

] via 2 ae.2

Packet forwarding result

Traffic Aggregate View:Results 1

Port Traffic and Counters > Basic Traffic Results  Change Result View -~ 29
Basic Counters  Errors  Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advanced Sequencing FEC Counters

Total Tx Count

Total Tx Count | Total Rx Count

Port ! | Rx C (hits) tal T te (bps) | Rx )
ortNeme | (£ o) (Frames) (bits) Total Rx Count (bits) | Total Tx Rate (bps) | Total Rx Rate (bps) | TxL1
Port /1/13 | 4,000 2 4,095,000 ) 0 2
[ 1,000 0 4,096,000 () ) 0
1.000 1.000 4256

Test results PASS

Remarks
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4.5 IPv4 Route table specifications

Test Items IPv4 Route table specifications
Test Content IPv4 Route table specifications Test
DUT1
1 2
Test Topology
A B
1. Set up the test environment as shown in the diagram.
2 . Configure DUT port P1 with IP 100.100.100.100/24 and port P2 with IP
200.200.200.200/24.
Test Steps 3 . Configure DUT BGP AS100; advertise networks 100.100.100.100/24 and
200.200.200.200/24; set neighbor 200.200.200.1 (AS200).
4 . TGB (200.200.200.1/24) establishes an eBGP neighbor with the device and
advertises 1,100,000 routes, Check 1.
Expected ) ) )
Check 1: View the maximum number of directly connected routes that BGP can learn.
Results
Configure device Port 1 with IP address 100.100.100.100/24 and Port 2 with IP
address 200.200.200.200/24.
config interface ip add Ethernet0 100.100.100.100/24
config interface ip add Ethernet8 200.200.200.200/24
:’ru:'.:-‘t:fl;'-.cnl'nr.:;-- show ip interfaces
Interface Master IPv4 address/mask Admin/Oper BGP Neighbor Neighbor IP
Actual Test Ethernet3ss 18/24  up/up \ N/A
ReSultS Ether 416 28 18/24 up/fup A N/A
Configure DUT BGP
vtysh
configure terminal
router bgp 100
network 100.100.100.0/24
network 200.200.200.0/24
neighbor 200.200.200.1 remote-as 200
no bgp ebgp-requires-policy
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router bgp :
ebgp- !eqnlle
neighbor

address
network
network 2€
exit-addre

BGP route learning count
Test by bursting 1,100,000 packets

BGP Routes/VPLS/Link-State
Select Routers ~ e Add 3 Delete Advertise Route Block thdraw R

1p bgp

sy

identifier

Total number of neighb

Checksum (int)
Source 100.100.100.1

- Destination 2.2.21

Header Options
Gateway 100. 100. 100. 100

Bandwidth Utilization (%): 59.2

Burst Sce: 1 Duration Mode:  Bursts.
inter Frame Gap: 500000
i Intar Frame Gap Unit:  Bytes Advanced... Port Load...

Scheduling mede graphics! example

Index | Source Mac Destination Mac CentroliedBy | L

playing Siresm Bocks 1-1 | Total Sream Blocks 1 | Selected 106 1

X Route Generator.
IPv4 Routes  IPv6Routes IPv4VPLS | IPVEVPLS VPLSAD RT-Constraint C-MCAST IPv4 C-MCAST IPv6 Imported Routes  IPv4 Flow Spe

Device Device Route Block = Route Number Of Routes Network Count per o
Port Name Name Count Name Adtive Count per Router Ro SubAFl
Port /1/21 Router 1 I Bgplpv4Route Eﬂ 500000 50000 i Unicast

Load Traffic Pattem T

e E

reams > Detailed Stream Results  Change Fesut View = 55 [ Select Tu Pods: & Ponts

Tx Caunt R Count
Port £ (Frames) (Frames)

TxRate (bps) #t Rate (bps)

BGHA9ISa0 |Port i3 [Part i L1 S0 s 1o ¢ SLLOGLI0 | SI200080 | S0 —I

= | Select Rx Pos: Al Porta

+ Change Counter Mode

R Count (bits) | Tx L1 Count

Test results PASS

Remarks

The actual number of test-passed packets is 500,000.
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4.6 IPv6

Test Items

IPv6 Test

Test Content

Test that the device can support IPv6.

DUT1
1 2
Test Topology
A B

1. Set up the test environment as shown in the diagram.

2. Configure IPv6 addresses on the interfaces, checkl;

3. Tester TGA creates an IPv6 interface and interacts with device port P1.
Test Steps 4. Tester TGB creates an IPv6 interface and interacts with device port P2.

5. TGA sends L3 IPv6 packets to TGB, check5;

6. Delete the relevant configurations.
Expected 1. Query IPv6 information.

2. Data is forwarded correctly.

Results

Actual Test
Results

Configure IPv6 addresses

config interface ip add Ethernet0 2001::100/64
config interface ip add Ethernet8 2002::100/64
show ipv6 interface

root@sonic:~+ config interface ip add Ethernet16 2001::’

root@sonic:~* config interface ip add Etherneti18 2
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StreamBlock Editor - Port //4/1 [AC:81:B5:01:D4:60/Eth3/1(Port3)] : TGA

Gensral Frame Groups RxPort Preview

Preview:

Ethernetll | 1Pve show AllFields [[] Allow Invalid Packel

Value

Frames

Create new Frame > _
Save Frame as

Template... fb555555555555d5

s
?:ﬁ::?ﬁezfm 00:10:54:00:00:02
00:00:01:00:00:02
=~ EtherType (hex) zauto> IPv6
Add Header(s).. i
[=- IPw6 Header

Link Modifiers/VFDs..

& Yersion (int) 13

Others i Traffic Class (hex) 00

Bt Al - Flow labe! (hex) 0000

Collapae ) Payload length (int) <auto> calcutated
- Next header (int) <auto > IPv6-MoNxt
+ Hop limit (int) 255
> Source Address 2001::4
Destination Address 2002::4
Gateway 2001::100

55 55 55 55 D5 00 10 954 00 00 02 OO0 00
FF 20 01

04 20 02
AR AR AR AR AR AR AR AR AR AR A4
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StreamBlock Editor - Port //4/2 [AC:81:B5:01:D4:60/Eth3/2(Port3)] : TGB

General Frame Groups RxPort Preview

Preview:
EthernetIl [ showaliFields [] Allow Invalid Pacl
Name Value
Frames
Create new Frame > =
Save Frame as _l El‘hemel‘]]
Template... i i Preamble (hex) fb555555555555d5
Manage Frame P
Templates... +- Destination MAC 00:00:01:00:00:02
i Source MAC 00:10:94:00:00:02
Actions
=~ EtherType (hex) <auto> IPv6
Add Header(s)... i
[=- IPv6 Header
Link Modifiers/VDs... :
+ Version (int) [
Others L. Traffic Class (hex) 00
Expand All & Flow label thex) 0000
CollnpseAl L. Payload length (int) <auto> caloslated
L Next header (int) <auto> IPvo-NoNxt
Hop limit (int) 255
Source Address 2002::4
Destination Address 2001::4
Gateway 2002::100

root@sonic:~+ ip -6 neigh
2002::4 dev Ethernet18 lladdr ©6:10:94:80:00:82 REACHABLE
2001::4 dev Ethernet16 lladdr ©0:00:01:00:00:02 REACHABLE

0@ port 3041 ORI A L

Dipay Soman Bocke 1-1 | Toil Sream ks 1 | Seecied 161

Troffic Results | G
Promods L

RIS Pt A WA

Test results PASS
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Remarks

4.7 IPv6 Route table specifications

IPv6 Route table specifications

Test Items
Test Content IPv6 Route table specifications Test
DUT1
1 2
Test Topology
A B
1. Set up the test environment as shown in the diagram.
2 . Configure DUT port 1 with [Pv6 address 2001::100/64 and port 2 with
2002::100/64.
Test Steps 3. Configure DUT BGP AS100; set neighbor as 2002::1/64 (AS200).
4. TGB (2002::1/64) establishes an eBGP neighbor with the device and advertises
610,000 routes, checkl;
5. Delete the relevant configurations.
Expected . .
Checkl: View the maximum number of routes that BGP can learn.
Results

Configure IP address

config interface ip add Ethernet0 2001::100/64

config interface ip add Ethernet8 2002::200/64

Configure to accept IPv6 link-local addresses as neighbors.

config interface ipv6 enable use-link-local-only Ethernet8
config interface ipv6 enable use-link-local-only Ethernet16
Configure DUT BGP

vtysh

configure terminal

router bgp 100

neighbor 2002::1 remote-as 200

no bgp ebgp-requires-policy

address-family ipv6 unicast

neighbor 2002::1 activate

network 2002::200/64

Actual Test
Results
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6 route sh

w 1pvé bgp

Th1lVer InQ OutQ Up/Down XRed  NeighborName

Preamble (hex) fh555555555555d5
Destination MAC 8C:5D:82:86:00:00
- Source MAC 00: 10:94:00:00:02
EtherType (hex) <auto > IPv6
IPv6 Header
Version (int) 6
i Traffic Class (hex) 00
Flow label (hex) 0000

Payload length (int)

Next header (int) <auto> IPve-NoNxt
- Hop limit (int) 255
Source Address 2001::2
Destination Address 3000::1
IPv6 Modifier Count=510000;Step=::1
- Gateway 0

Traffic Apgegats Vier Resules |

Streams > Stream Block Results | Change Resut Vew - 73 13 [ d Show. Al Forta - || Port Traffic and Counters > Basic Traffic Results ~ Change Resut View = 73] [}

Change Counter Made:  Basc Mode - [[2esic comtors mrvars

Basic Comnt Errors Baris Sequnce: hdranced Sequesoing Histomams ™

SI0.000 SMORLIG |0
Port jl4/10 |8 [

- FFC Cowsters User D

Total &x

[oins)

Sream

PHRH I—“ 3? | 616,000 f:‘,!“i‘ 624,638,976
Test results Pass
Remarks Send 610,000 packets and receive 609,999 packets.
4.8 IPv6 Route table specifications-Global
Test Items IPv6 Route table specifications
Test Content IPv6 IPv6 Route table specifications Test
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DUT1
1 2
Test Topology
A B
1. Set up the test environment as shown in the diagram.
2 . Configure DUT port P1 with IPv6 address 2001::100/64 and port P2 with
2002::100/64.
3. Configure the route map.
Test Steps ) )
4. Configure DUT BGP AS100; advertise network 2002::1/64 (AS200) and bind the
route map.
5. TGB (2002::1/64) establishes an eBGP neighbor with the device and advertises
610,000 routes. Check 1.
Expected
Check 1: View the maximum number of routes that BGP can learn.
Results

Configure IP address

config interface ip add Ethernet0 2001::100/64
config interface ip add Ethernet8 2002::200/64
Configure Route map

vtysh

configure terminal

route-map FROM_BGP _PEER V6 permit 1
on-match next

set ipv6 next-hop prefer-global

Configure BGP

vtysh

configure terminal

router bgp 100

neighbor 2002::1 remote-as 200

no bgp ebgp-requires-policy

no bgp default ipv4-unicast

address-family ipv6 unicast

neighbor 2002::1 activate

neighbor 2002::1 soft-reconfiguration inbound
neighbor 2002::1 route-map FROM_BGP_PEER_V6 in
network 2002::200/64

Actual Test
Results
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3.7, local AS number 186 vrf-id @

ThlVer InQ

of neighbors

P route

TGA sends 610,000 Layer 3 IPv6 packets to the eBGP routes advertised by TGB, with
destination IPv6 addresses ranging from 3000::1 to 3000:0::9:4ecf.

Name Value
Frames

=1 Frame
Create new Frame > y
-+ Ethernetll
Save Frame as '
Template... i+ Preamble (hex) fb555555555555d5

Manage Frame

Templates... Destination MAC 8C:50:52:86:00:00
L.~ Source MAC 00:10:94:00:00:02
Actions
EtherType (hex) <auto> [Pv6
Add Header(s)..
_ IPv6 Header
Link Modifiers/VFDs..
Version (int) 6
Others Traffic Class (hex) 00
Expand All - Flow label (hex) 0000
1 A
Collapee At - Payload length (int)
Next header (int) <auto> [Pv6-NoNxt
~ Hop limit (int) 255
- Source Address 2001::2
[=]- Destination Address 3000::1
IPvé Modifier Count=610000;Step=::1
- Gateway 20
Packet
reception
Traffic Aggragats View Beselts |
Streams > Stream Block Results  Change Resut Vew - 2 75 [}, d Show: Al Pots = ||Port Traffic and Counters > Basic Traffic Results | Change Femst View - 5] [}
(Change Counter Mode:  Basc Mode » Basie Counters Erre Undersize/Oversize/I FPIC Counters User

Basic Comt Brrars Dasio Sequems' hdv rans P T TR
] e Stream Dropped T-arder Caur .
TxPort Name | RoxPort Names | el s Pascind | ORosmieaeh Fort /j43 | 610,000 2 | 624 590,000
Fart [14/% Port [/4/10 TVH-BGP | 610,000 605,999 L | 2.000 Portjf410 |0 e s ¥ SANIN

Test results PASS

ip -6 route show displays that 610,0014 routes are learned, and the traffic flow can be
Remarks established.

A. QoS
5.1 Classification-COS

Test Items Classfication COS Test
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Test Content The testing device can classify according to the set Classfication COS and bind it to the
ingress port.
DUTI1
1 2
Test Topology
A B
1. Setup the test environment as shown in the diagram.
2. Create a dotlp-tc and map dotlp to TC.
Test Steps 3. Bind the created dotlp-tc to the port, checkl;
4. View the created dotlp-tc and its binding, check?2.
Expected Checkl: Configuration is successful.
Check2: The displayed content is consistent with the creation.
Results
Configure dotlp-tc mapping and bind it to the interface.
config qos dotlp-tc add dotlp_tc --dotlp 0 --tc 0
config interface qos dotlp-tc bind Ethernet0 dotlp_tc
show qos dot1p-tc
show interface qos
root@sonic:/home/
root@sonic:/home/admin
root@sonic:/home/admin
root@sonic:/home/admin® c g qos dotlp-tc add dotlp_te :
Actual Test root@soni me/admin interface qos dotlp-tc bind Ethernet® dotip_tc
rost@sonrerhonciadnomeshowgos—dotih tc
I{GSLﬂtS dctip-tc policy: dotlip_tc
Dotlp  TC
rcot@sonic:/home/admin® show interface | qos
Ethernet8:
Dot1p to TC: dotlp_tc
root@sonic:/home/admin
root@sonic:/home/admin
root@sonic:/home/admin® ||
Test results PASS
Remarks

5.2 Classification-DSCP

Test Items Classfication DSCP Test

Test Content The testing device can classify according to the set Classfication DSCP and bind it to
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the ingress port.

DUTI1

Test Topology

A B

1. Setup the test environment as shown in the diagram.

2. Create a dscp-tc mapping and map DSCP values to Traffic Classes (TC).
Test Steps 3. Bind the created dscp-tc mapping to the port, checkl;
4

. View the created dscp-tc mapping and its binding, check?2.

Expected Checkl: Configuration successful.

Check2: Displayed content matches the configuration.
Results

config qos dscp-tc add dscp_to_tc profile --dscp 0 --tc 1
config interface qos dscp-tc bind EthernetO dscp to tc_profile
show qos dscp-tc

show interface qos

root@sonic:/home/admin® show qos dscp-tc
dscp-tc policy: dscp_to_tc_profile
DSCP TC

root@sonic:/home/admin” show interfaces qos
Actual Test Ethernet®:

Results DSCP to TC: dscp_to_tc_profile
pfc-priority: 8,3

PFC to Queue: pfc_gueue_profile
TC to PG: tc-pg-prof
TC to Queue: tc-queue-prof

Ethernet2:
DSCP to TC: dscp_to_tc_profile
pfc-priority:
PFC to Queue: pfc_queue_profile
TC to PG: tc-pg-prof
TC to Queue: tc-queue-prof

Test results PASS
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Remarks

5.3 Marking-COS

Test Items Marking COS Test

Test Content The testing equipment can classify traffic according to the preset ingress Classification

COS and directly translate it to the egress Marking COS.

DUT1

Test Topology

A B

1. Set up the test environment according to the diagram.
Create a dotlp-tc mapping that maps dotlp 3 to TC 1.
Bind the created dot1p-tc mapping to port DUTPI.

Create a remark rule to remark TC 1 packets with dotlp 1.
Test Steps
View the created QoS rules and their bindings ,check?2.

Create VLAN 100 and add ports DUTP1 and DUTP2 as tagged members.

Send packets with VLAN Priority 3 from TGA.Capture packets at TGB to check
the VLAN Priority value ,check3.

2,
3.
4,
5. Bind the created remark rule to port DUTP2 , checkl.
6.
7.
8.

Check1: Configuration and binding are successful.
Expected Check?2: The displayed QoS configuration matches the settings.

Check3: The VLAN priority value in the packets received by TGB is changed to 1.
Results

config qos dotlp-tc add dotlp_tc --dotlp 3 --tc 1

config interface qos dotlp-tc bind EthernetO dotlp tc

config qos remark dotlp add remark pcp --tc 1 --dotlp 1
config interface qos remark dotlp bind Ethernet8 remark pcp
show qos dot1p-tc

show qos remark dotlp

show interface qos

Actual Test
Results
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U LES0 by U 7 ald
root@sonic:/home/admin
root@sonic: /home/admin
root@sonic:/home/admin® show qos dotlp-
dotlp-tc policy: dotip_tc
TC

tc

root@sonic:/home/admin” show qos remark dotip

dotlp policy: remark_pcp
TC Dotip

root@sonic:/home/admin’ show interfaces qos

Ethernet8:
Dotlp to TC: dotlp_tc

Ethernet2:
Dotdp remark: remark_pcp

root@sonic : /home/admin’ ||
config vlan add 4090
config vlan member add 4090 Ethernet0
config vlan member add 4090 Ethernet2

22821 @.622155
23822 B.B3T157
22823 0022157
22624 822159
22425 . 02015%
22626 £.022161
22627 B.03T161
22628 v 022167

e R e s

R e it ekt

0.02282025 122135 o
Hhs) M TEw TR e

LS
192.6.0.1
19001

192.0.0.1
192.0.0.1
192.9.8.1
192.8.9.1
182.0.0.1

navigate sreambiods: (14 [ 1 stz P o D 7 siruburc i uphs 1-21-120-422_4_10 SCIARES_ LRI
T 12

cun| HE 2 o CEY 28R (000 - SR 0 0.0 BN Tefale

Test results

PASS

Remarks

5.4 Marking-DSCP
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Test Items Marking DSCP Test

Test Content The testing equipment can classify traffic according to the preset ingress Classification

DSCP and directly translate it to the egress Marking DSCP.

DUTI

Test Topology

A B

1. Set up the test environment according to the diagram.
. Create a dscp-tc mapping that maps DSCP 0 to TC 3.
Bind the created dscp-tc mapping to port DUTPI.

.

Create a remark rule to remark TC 3 packets with DSCP 1.

.

Bind the created remark rule to port DUTP2 , checkl.

Test Steps . View the created QoS rules and their bindings , check2.

. Create VLAN 100 and add ports DUTP1 and DUTP2 as untagged members.
. Send IPv4 packets with DSCP 0 from TGA. Capture packets at TGB to check
the DSCP value.

9. Send IPv6 packets with Traffic Class 0 from TGA. Capture packets at TGB to check
the Traffic Class value ,check3.

OO\]O\'UI-BDJN

Check1: Configuration and binding are successful.

Expected Check2: The displayed QoS configuration matches the settings.

Check3: The DSCP value of IPv4 packets and the Traffic Class value of IPv6 packets
Results received by TGB are both changed to 0x04.

config qos dscp-tc add dscp _to tc profile --dscp 0 --tc 3
config interface qos dscp-tc bind Ethernet0 dscp_to tc profile
config qos remark dscp add remark dscp --tc 3 --dscp 1
config interface qos remark dscp bind Ethernet2 remark dscp
show qos dscp-tc

show qos remark dscp

show interface qos

Actual Test
Results
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root@sonic :/home/admin
root@sonic:/home/admin® show gos dscp-tc
dscp-tc policy: dscp_to_tc_profile

DSCP [

root@sonic:/home/admin qos remark dscp
dscp policy: remark_dscp
TC DSCP

root@sonic:/home/admin® s interface qos
Ethernet2:
IP DSCP remark: remark_dscp

root@sonic :/home/admin

config vlan add 100
config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet2 -u

T G Bl Zabn
iknowr (253)
Unkrown {253}
Unknoun (253)

21 8.000000
22 0.021060
23 0.022000
2¢ 9.073000

Unknown (253)
Unknown (153)

fom_captura_172 21120 327_4 3 91203425 133129, 14 8

Fras 13: 128 bytas an wire (1824 hite), 134 bytor capturod (382 b
g 101 (30:20:21:09:89:81)

Ethernet [T, Sre: Perforna 00:00:82 (00:10:94:30:20:42), Dst: Xeraw
v Internet Protocol Versfon 4, Sre: 192.85.1.2, Dst: 192.0.0.1
0100 .. - Verston: 4
. 8101 - Hesder Lanfth: 28 bytes (

Field: @04 (DSCPi LE, ECH: Mo

ceal: Unknon (253)

Checkaum: Bxdibl [validation disebled]
sum status: Unveritied

roce: 197,851

Destination Address: 1

Dats (59 bytes)

2
e.0.1

s:1 next header
1 next header

1 Pve 128 next he
1 Pv 128 next header
1 IPve 128 next header
1 1Pve 128 next header
1 Pve 128 next header
1 IPve 128 next header
2000::1 IPve 128 next header
2000 :1 1Pv6 128 next header
11 0.@10080 2000::1 Pve 128 next header
12 0.@110080 2000::1 Pve 128 next header
13 0.012000 2000::1 1Pv6 128 rext header
14 0.813080 2000: 11 1Pve 128 next header
15 0. 14800 2800 :1 Py 128 next header
16 9.@15200 2000::1 1Pv6 128 next header
17 0.016000 2000::1 1Pvé 128 next header
18 9.817000 2000::1 1Pv6 128 next header
19 0918008 2000::1 IPve 128 next header
20 0.919000 2000::1 1Pve 128 next header
21 0.220008 2000::1 1Pve 128 next header
22 0.021000 2000::1 IPve 128 next header
23 0.022008 2000: :1 Pve 128 next haader
24 9.923008 2008::2 2800: :1 Pv6 128 next header

Frame 7: 126 bytes on wire (1824 bits), 124 bytes captured (992 bits) on interface \\.\plpe\view capture 172-21-120-222_4_2 03202025 132684, id ©
Ethernet T1, Sre: Performs 00:90:02 (09:10:94:00:00:62), Dst: Xerox_80:00:01 (00:00:01:00:00:01)
 Internet Protocol Version 6, Src: 2009::2, Dst: 2000::1
Q10 .... = Version: &
S 0e00B100 ... ... ..o .. = Traffie (1{;;: 8xad (DSCP: LE, ECN: Mot-ECT) l
Coi. -i.. .... 0OBO BGGR DABO BGOA BEOQ - Flow Labe
Payload Length: 78
Next Header: No Next Header for IPVG (59)
Hop Limit: 255
Saurce Add 2000::2
Destination Address: 2000::1
Data (70 bytes)

Test results PASS
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Remarks

5.5 DiffServ

Test Items Diffserv Functional Test

Test Content The testing equipment can forward packets according to the DiffServ configuration.

DUTI1

Test Topology

A B

1. Setup the test environment according to the diagram.
2. Create VLAN 100 and add ports DUT P1 and DUTP2 as untagged members.
3. Create a diffserv-type ACL to match DSCP values and enable policer actions.

4. Bind the previously created diffserv-type ACL to the ingress direction of the TGA
port.

Test Steps 5. Create a policer rule to modify DSCP values for packets of different colors (e.g.,
green, yellow, red).

6. Add the policer rule to the ACL ,Checkl.

7. Send DSCP-matching traffic from TGA at a rate exceeding the PIR (Peak Information
Rate). Verify behavior ,Check?2.
8. Capture packets at TGB and check the DSCP values.

Checkl: Configuration is successful.
Check2: Packets are forwarded successfully, and DSCP values are modified according
to the DiffServ settings.

Expected

Results

config vlan add 100
config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet8 -u

Create an ACL of type diffserv-type that matches DSCP values and supports policer
actions.

Actual Test | config acl add table-type diffserv-type --match-dscp --action-set-policer

Results show acl table-type

root@sonic:/home/admin# config acl add table-type diffserv-type --match-dscp
--action-set-policer

root@sonic:/home/admin# show acl table-type

Name Bind Point Match Policer

diffserv-type PORT DSCP Yes
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IP type

root@sonic:/home/admin# config acl add table diffserv-table diffserv-type -s ingress -p
Ethernet68

root@sonic:/home/admin# show acl table

Name Type Binding Description Stage Policer

diffserv-table diffserv-type Ethernet68 diffserv-table ingress Yes

root@sonic:/home/admin# config policer add pol tr_tcm packets blind --cir 100 --cbs
200 --pir 300 --pbs 400 --green_set_dscp 0 --yellow_set_dscp 20 --red_set_dscp 30
root@sonic:/home/admin# show policer

Name Type Mode Color Source CIR CBS PIR PBS Green Packet Action Yellow
Packet Action Red Packet Action

pol packets tr_tcm blind 100 200 300 400 DSCP: 0 DSCP: 20 DSCP: 30

root@sonic:/home/admin# config acl add rule diffserv-table permit --priority 10000
--dscp 0 --policer pol

root@sonic:/home/admin# show policer

Name Type Mode Color Source CIR CBS PIR PBS Green Packet Action Yellow
Packet Action Red Packet Action

pol packets tr_tcm blind 100 200 300 400 DSCP: 0 DSCP: 20 DSCP: 30

root@sonic:/home/admin# show acl rule
Table Rule Priority Action Match Status

diffserv-table 10000 10000 FORWARD DSCP: 0 Active
POLICER: pol IP_TYPE: IP
root@sonic:/home/admin# show vlan brief

+ + + + + + +

———————— +

| VLAN ID | IP Address | Ports | Port | Proxy | DHCP Helper | DHCP Relay
Configuration |

||| Tagging | ARP | Address | |

+ + + + +

=+ + +

100 | | Ethernet68 | untagged | disabled | | Source Interface: |
Ethernet70 | untagged | | | Link Selection: |

|

[|ll| Server Vrf: |

[|1]] Server ID Override: |
+ + + + + + +
-------- +

root@sonic:/home/admin# show acl table
Name Type Binding Description Stage Policer

diffserv-table diffserv-type Ethernet68 diffserv-table ingress Yes

config policer add pol tr_tcm packets blind --cir 100 --cbs 200 --pir 300 --pbs 400
--green_set_dscp 0 --yellow_set _dscp 20 --red_set dscp 30

config acl add rule diffserv-table permit --priority 10000 --dscp 0 --policer pol

show policer

TGA sends packets with DSCP 0 at a rate of 400 packets per second.
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Destination MAC
Source MAC
| L. EtherType (hex)
:| IPv4 Header

Version (int)

. Header length (int)

fb555555555555d5
00:10:94:00:00:02
00:10:94:00:00:01
<auto> Internet IP

() Kbps :
(O Mbps :

(O L2 Rate (bps):

Green packets: DSCP 0

Red packets: DSCP 30

elee .... = Version: 4

Total length (int) auto> calculated
i Identification fint) 0
Fixed load settings
O Percent (%) : 0.000473590528 |
@® Frame/sec (fps) - 400 |
O bps : 473590 |

O Inter burst gap (bytes) : | 31249864 |

TGB captures the received packets and checks the DSCP settings:

Yellow packets: DSCP 20

Frame 299: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_c
Ethernet II, Src: Performa_00:00:01 (80:10:94:00:00:01), Dst: Performa_00:00:02 (00:10:94:00:00:02)
Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.8.0.1
.. 0101 = Header Length: 20 bytes (5)

@000 00.. = Differentiated Services Codepoint: Default (®)

047350528 |

1409600 |

Total lenoth: 110

...... 00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
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1582 3.952500 192.168.1.68 152.168.1.70 TPvd 128 Unknown (253)
1583 3.955008 192.168.1.68 192.168.1.7@ IPv4 128 Unknown (253)
1584 3.957588 192.168.1.68 192.168.1.7@ IPvd 128 Unknown (253)
1586 3.962508 192.168.1.68 192.168.1.7@ IPvd 128 Unknown (253)
1587 3.965008 192.168.1.68 192.168.1.7@ IPv4 128 Unknown (253)
1588 3.967588 192.168.1.68 192.168.1.7@ IPvd 128 Unknown (253)
1598 3.972508 192.168.1.68 192.168.1.7@ IPv4 128 Unknown (253)
1591 3.975e00 192.168.1.68 192.168.1.7@ IPv4 128 Unknown (253)
1592 3.977588 192.168.1.68 192.168.1.7@ IPvd 128 Unknown (253)
1594 3.982508 192.168.1.68 192.168.1.7@ IPv4 128 Unknown (253)
1595 3.985e000 192.168.1.68 192.168.1.70 IPvé4 128 Unknown (253)
1596 3.987568 192.168.1.68 192.168.1.7@ IPvd4 128 Unknown (253)
1598 3.992508 192.168.1.68 192.168.1.7@ IPvd 128 Unknown (253)
1599 3.995008 192.168.1.68 192.168.1.70 IPv4 128 Unknown (253)
1680 3.997568 192.168.1.68 192.168.1.70 IPvd 128 Unknown (253)
1682 4.002508 192.168.1.68 192.168.1.78 IPvd 128 Unknown (253)

Frame 1682: 128 bytes on wire (1824 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view capture 172-21
Ethernet II, Src: 00:00:060_00:00:68 (99:00:00:00:00:68), Dst: 00:00:00_00:00:70 (00:00:00:00:00:78)
Internet Protocol Version 4, Src: 192.168.1.68, Dst: 192.168.1.70@

elee .... = Version: 4

.... 8181 = Header Length: 28 bytes (5)
v Differentiated Services Field: @x58 (DSCP: AF22, ECMN: Not-ECT)

| 8101 0@.. = Differentiated Services Codepoint: Assured Forwarding 22 (20) )

ee.. ..B0 = Explicit Congestion Notification: Net ECN-Capable Transport (8)

Total Length: 118

Identification: @x@641 (16€1)

Flags: 0x@e

Fragment Offset: @

Time to Live: 255

Protocol: Unknown (253)

Header Checksum: 8x3027 [validation disabled]

[Header checksum status: Unverified]

Yo TS Ya s AT e L P

1631 4.875008 192.168.1.68 192.168.1.7@ IPv4 128 Unknown (253)
1635 4.885000 192.168.1.68 192.168.1.70 IPv4 128 Unknown (253)
1639 4.895008 192.168.1.68 192.168.1.7@ IPv4 128 Unknown (253)
1643 4.1058008 192.168.1.68 192.168.1.78 IPvd 128 Unknown (253)
1647 4.1158088 192.168.1.68 192.168.1.7@ IPvd 128 Unknown (253)
1651 4.1258088 192.168.1.68 192.168.1.70 IPvd 128 Unknown (253)
1655 4.135808 192.168.1.68 192.168.1.70 IPvd 128 Unknown (253)
1659 4.145000 192.168.1.68 192.168.1.7¢ IPvd 128 Unknown (253)
1663 4.155000 192.168.1.68 192.168.1.7¢ IPvd 128 Unknown (253)

Frame 1683: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view capture 172-21-120-222 1 33 ¢
> Ethernet II, Src: ©0:00:00 90:00:68 (00:00:00:00:00:68), Dst: 00:00:00_00:00:70 (00:00:00:00:00:70)
w Internet Protocol Version 4, Src: 192.168.1.68, Dst: 192.168.1.70
8188 .... = Version: 4

. 8101 = Header Length: 28 bytes (5)

Differentiated Serwices Field: Bx78 (DSCP; AF33, FCM: Not FCT)

8111 18.. = Differentiated Services Codepoint: Assured Forwarding 33 (39]]

...... @0 = Explicit Congestion Notification: Not ECN-Capable Transport (8)
Total Length: 118
Identification: Bx8642 (1602)

Flags: @xee

Fragment Offset: @

Time to Live: 255

Protocol: Unknown (253)

Header Checksum: @x2ffe [validation disabled]
[Header checksum status: Unverified]

<

Test results PASS

Remarks

5.6 PFC (Priority Flow Control)

Test Items PFC Functional Test

Test Content The testing equipment's PFC (Priority Flow Control) can trigger PFC packets and stop

traffic based on PFC priorities.

Test Topology
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DUTI1

Al B

1. Set up the test environment according to the diagram.

2. Map dotlp priority 3 to tc3 and pg3.

3. Bind the QoS mapping to the port.

4. Enable PFC priority 3 on DUTP1 and DUTP2.

5. Create VLANI100 and add DUT P1-P3 as tagged members.

6. TGB and TGC send bidirectional VLAN tagged traffic, with TGC sending at 100%
rate to TGB.
Test Steps 7. TGA sends line-rate VLAN100 packets with priority 3 to TGB (checkl).

8. TGA captures packets and confirms PFC priority 3 packets sent by the device
(check?).

9. Stop traffic transmission on all ports.

10, Create pfc-priority-queue to map PFC priority 3 to queue3.

11, Bind the created pfc-priority-queue to TGB.

12, TGA sends line-rate VLAN100 packets with priority 3 to TGB.
13, TGB sends PFC priority 3 packets (check3).

Checkl: Configuration is successful.
Check2: The device sends PFC priority 3 packets.

Expected Results . . .
Check3: TGB stops receiving VLAN100 packets with priority 3 sent from TGA.

Configure QOS

config qos dotlp-tc add dotlp to tc profile --dotlp 3 --tc 3
config interface qos dotlp-tc bind Ethernet0 dotlp to tc profile
config interface qos dotlp-tc bind Ethernet8 dotlp to tc profile
config interface qos dotlp-tc bind Ethernet16 dotlp to tc profile
config qos tc-pg add te-pg-prof --tc 3 --pg 3

config interface qos tc-pg bind Ethernet( tc-pg-prof

config interface qos tc-pg bind Ethernet8 tc-pg-prof

Actual Test | config interface qos tc-pg bind Ethernet16 tc-pg-prof

Results config qos tc-queue add tc-queue-prof --tc 3 --queue 3

config interface qos tc-queue bind EthernetO tc-queue-prof
config interface qos tc-queue bind Ethernet8 tc-queue-prof
config interface qos tc-queue bind Ethernetl6 tc-queue-prof

config interface pfc priority EthernetO 3 on
config interface pfc priority Ethernet8 3 on

Configure vlan
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config vlan add 100

config vlan member add 100 Ethernet0
config vlan member add 100 Ethernet8
config vlan member add 100 Ethernet16

in® confi reload

Ether
Etherne

profile
c_profile

\ ! e ue bind Etherr f
me | e ue bind Ethe ue 1

TGB and TGC send bidirectional VLAN tagged data flows, with TGC sending traffic
to TGB at a rate of 100%.TGA sends line-rate data packets of VLAN 100 with priority
3 to TGB.TGA captures packets and can see the PFC priority 3 packets sent by the
device.

Protacol Length Differentiated Servicss Field Tafo

Frame 61663: 64 bytes om wire (512 bits), 64 bytes captured (512 bits) on interface \\.\pipe\view capture_172-21-126-222 & 1 _02262825_193733, id 8

Ethernet 11, Src: 80:00:00_00:00:00 (00:00:00:00:00:00), Dst: MAC-specific-ctrl-proto-81 (@1:88:c2:80:08:81)
« MAC Control

Opcode: (lass Based Flow Control [(BFC] Pause (Bx8181)
w (BFC (lass Enable Vector: 8x@@as, (3
fas R : False

: False
: False
: True
: False
: False
: False

: False

pfc-priority-queue
config qos pfc-priority-queue add pfc_queue profile --pfc-priority 3 --queue 3
config interface qos pfc-priority-queue bind Ethernet8 pfc_queue profile
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Stop packet transmission on all ports. TGA sends line-rate VLAN 100 packets with
priority 3 to TGB.TGB sends destination learning packets and PFC priority 3 packets.

|5 TestTenter 1Q Settings

== All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (36): 10
4] Al Muiticast Groups @ Port Based Q ul
‘ AlTrac ase Burst Sire: 1 Duration Mode: | Continuous -
3, Al Stream Blodks O Lead per Stream Block Inter Frame Gap: 2
B Al Traffic Analyzers Advanced Intedeaving
P il bk 4, | Inter Frame Gopunvt:  [Biies Advanced... PortLoad...
= @ Port [/4/1 Manual Based Schedue.
= Devices ‘
[ Traffic Generator
| q' Traffic Analyzer Status Active Name Tags Index ControlledBy | Load Unit Load Source Mac
& Capture » 4
S- @ Port //4f2 [AC:81:85:01:04:60/EM a B | Sreamblock4 Clicktasd...| 2 generator [ 00
| = Devices

B Traffic Anaiyzer
& Capture
|24 settngs

<
» Desplaying Stream Blocks 1-2 | Total Stream Blocks: 2 | Selected 10f 2
fic Aggregate View Results 1

esams > Detailed Stream Results | Change Resut View = £5) L B 04 4 | 161 | b |0 Select Tx Ports Port Traffic and Counters > Aggregate Por
Yot = | Select Rx Pots: Al Potts + Change Courter Mode:  Basic Mods = [ Resample Il
sic Counters  Errors | Basic Advanced

Name/ID  |ts) | RxL1 Count (bits) TxL1Rate(bps) ~RxLiRste(bps) | TxRate(fps) | RxRate (fps) ?;rf"""éj“"‘ Roc Sit

Streambloc_ 4. | ¢ 9,994,099,953 o 8,045,946 0 a ¢

StresmBloc_ 2. | 1,943,695,295,4. | 10000000096 | Q729729767 | 4,495,996 [ g 445,946 | 1686367944 8445
/%8308 L. | 22, 767.277,835,... | 100,000000,114 | BL297.297.361 84450460 B4459.459 24.103579,788 8445

Stop PFC on port B, and the traffic recovers
| |

9 [ Spirent TestCenter Bad -
[Ey TestCenter IQ Settings
== All Devices (Hosts, Routers, ...)

[ Genecste Stream Block 3¢ Delete [B Edt... 5 Copy Wizard.. 000

Scheduling Mode Bandwidth Utilization (%]): 10
45 Al Mucast Groups
B 4 TraFfc Generators @) Port Based Burst Size: 1 DurationMode:  |Conbrous  ~
5 Al Stream Blodks O Load per Stream Block Inter Frame Gap: n
f Al Traffic Analyzers Advanced Intereaving
=- @ AlPorts p 10 wil e st i the st am block g Inter Frame GapUnit:  [Biytes Advanced... Portload...

- @ Port ff4/1 "

i ;E:‘Jm Hanuzl Based Schede... Scheduling mode graphical exampls

B Traffic Genesator i

i Traffic Analyzer Status Active Name Tags Index ControlledBy | Load Unit Load Sauro

& Capure a, | F  StreamSlack 2 |Clicktoad | ¢ generator I 00:00:
- @ Port [/4/2 [AC:B1:B5:01:D4:60/E @ [m] Streamslock 4 Clicktoad. . | I generato %

= Devices T T

B Traffic Analyzer
e ' ' -

Settings
= = E~ o ] %
*> Fv i 3
<
> Displaying Stream Blocks 1-2 | Total Stream Blocks: 2 | Selected 10of 2
raffic Aggregate View Results 1
itreams > Detailed Stream Results = Change Resut View ~ 55 [ [y 04 4 Tof 1 B 4 | Select Tx Porta: Port Traffic and Counters > Aggreg

Bl Pos = | Select Fx Ports: Al Ports = (Change Courter Mode: Basic Mode = ) Resamplz

Basic Counters  Errors  Easic i Advanced
RxRate (fps)

Name/ID  fts) | Rx L1 Count (bits) | Tx L1 Rate (bps) | RxL1Rate (bps) | T Rate (fps) ot G

Streambloc.. (2. | 8 a L [ L a a
Streambioc. 8. 28081637176 .| 2000000113 | 19459459565 | 1689L8%2 | 16,391,892 237,642,116 16,85
2/98305 B 34,112878,992 . 99.999,999835 | 58,066,608.266 84,959,459 50,905,042 29,611,874,125 50,46

Test results PASS

Remarks
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5.7 Asym PFC

Test Items Asym PFC Functional Test

Test Content The testing equipment's Asym PFC (Asymmetric Priority Flow Control) can correctly

trigger PFC packets and stop traffic based on PFC priorities.

DUTI1

Test Topology

A B

1. Set up the test environment according to the diagram.

2. Map dotlp priority 3 to tc3 and pg3.

3. Bind the QoS mapping to the port.

4. Enable PFC priority 3 and Asym PFC on DUTP1 and DUTP2.

5. Create VLAN100 and add DUT P1-P3 as tagged members.

6. TGB and TGC send bidirectional VLAN tagged traffic, with TGC sending at 100%
rate to TGB , checkl.

7. TGA sends line-rate VLAN100 packets with priority 3 to TGB.

Test Steps
8. TGA captures packets and confirms PFC priority 3 packets sent by the device ,

check2.

9. Stop traffic transmission on all ports.

10, Create pfc-priority-queue to map PFC priority 3 to queue3.

11, Bind the created pfc-priority-queue to TGB.

12, TGA sends line-rate VLAN100 packets with priority 3 to TGB.
13. TGB sends PFC priority 3 packets ,check3.

Expected Checkl: Configuration is successful.
Check2: The device sends PFC priority 3 packets.
Results Check3: TGB stops receiving VLAN100 priority 3 packets sent from TGA.

Configure QOS

config qos dotlp-tc add dotlp_to tc profile --dotlp 3 --tc 3
Actual Test | config interface qos dotlp-tc bind EthernetO dotlp to tc profile
Results config interface qos dotlp-tc bind Ethernet8 dotlp to tc profile
config interface qos dotlp-tc bind Ethernet16 dotlp to tc profile
config qos tc-pg add tc-pg-prof --tc 3 --pg 3
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config interface qos tc-pg bind Ethernet0 tc-pg-prof

config interface qos tc-pg bind Ethernet8 tc-pg-prof

config interface qos tc-pg bind Ethernet16 tc-pg-prof
config qos tc-queue add tc-queue-prof --tc 3 --queue 3
config interface qos tc-queue bind EthernetO tc-queue-prof
config interface qos tc-queue bind Ethernet8 tc-queue-prof
config interface qos tc-queue bind Ethernetl6 tc-queue-prof

config interface pfc priority Ethernet20 3 on
config interface pfc priority Ethernet22 3 on
config interface pfc asymmetric Ethernet20 on
_conﬁg interface pfc asymmetric Ethernet22 on

config vlan add 100
config vlan member add 100 Ethernet20
config vlan member add 100 Ethernet22

Rate limit port 22.

TGB and TGC send bidirectional VLAN tagged traffic, with TGC sending traffic to
TGB at 100% rate.

TGA sends line-rate VLAN 100 packets with priority 3 to TGB.

TGA captures packets and can see the PFC priority 3 packets sent by the device.

Port A
ﬁ Ethernetll
. - Preamble (hex) fb555555555555d5
Destination MAC 00:10:94:00:00:02
Source MAC 00:10:94:00:00:01
~ Vlans
: .: Vian
Type (hex) 8100
Priority (bits)
CFI (bit) 0
- ID (int) 100
: kL EtherType (hex) <auto> In
— IPv4 Header
Port B
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‘: Preamble (hex)
> Destination MAC
Source MAC
L:r Vians
:' - Vian
Type (hex)
Priority (bits)
CFI (bit)
Lo
i EtherType (hex)
EJ IPv4 Header

Port C
= Frame

P Preamble (hex)
Destination MAC
- Source MAC

L:} Vlans

& Vian
- Type (hex)
Priority (bits)
, CFI (bit)

. LDy

__ EtherType (hex)

B IPv4 Header

Version (int)

i Header length (int)

fb555555555555d5
00:10:94:00:00:03
00:10:94:00:00:02

8100

0

100

<auto> Internet IP

fb555555555555d5
00:10:94:00:00:02
00:10:94:00:00:03

8100

0

100

<auto> Internet IP

<auto> 4

<auto> 5
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Frame 9629: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface \\.\pipe\view_capture 172-21-120-222 4 1 02262025 203935, 1d 9
Ethernet II, Src: 80:80:00_0:02:00 (09:00:00:00:00:08), Dst: MAL-specific-ctrl-proto-@1 (91:88:c2:88:80:81)
WAC Contral
Opcode: (lass Based Flow Control [CBFC] Pause (8x@101)
w (BFC Class Enable Vector: @x@oBE, (3
srer reer ares oe.@ = 08! False
ves +.8. = C1: False
ek ?: False
h: True

False
: False
: False

us veen = C7: False
CBFC Class Pause Times

pfc-priority-queue
config qos pfc-priority-queue add pfc_queue profile --pfc-priority 3 --queue 3
config interface qos pfc-priority-queue bind Ethernet8 pfc_queue profile

Stop packet transmission on all ports.
TGA sends line-rate VLAN 100 packets with priority 3 to TGB.
TGB sends destination learning packets and PFC priority 3 packets.

Port A
rérv EthernetIl

Preamble (hex)
Destination MAC

fb555555555555d5
00:10:94:00:00:02

- Source MAC 00:10:94:00:00:01
=+ Vlans
El Vian
Type (hex) 8100
Priority (bits) 011
CFI (bit) 0
1D (nt) 100
| EtherType (hex) <auto> Internet IP
EI IPv4 Header
= Version (int) <auto> 4

Port B
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i‘ Al Traffic Analyzers Advanced Interleaving I
= @ AlPorts Sroup I wil b tat in the straam block Inter Frame Gap Unit: | Biytes > Advanced... | |
= D:;’z’; Manual Based T oo -
E’ Traffic Generator 0
.a Traffic Analyzer Status Active Name Tags Index ControlledBy [ Load Unit Le

& Capture b a StreamBlock 2 | Clicktoad... | 0 | penerstor

5 @ Port /[4/2 [AC:81:85:01:04:60/EH a Bl | StreamBlack 4 [Clicktoad... | 1 generator
== Devices

[ Traffic Generator
B Traffic Analyzer
& Caplure
] settnos

<
> Displaying Stream Blocks 1-2 | Total Stream Biocks. 2 | Selected 1of 2

esults 1

treams > Detailed Stream Results | Change Resut View = £5) I % 04 4 | 1001 | | b0 | Select Tu Pons: Port Traffic and Cot
I Ports ~ | Sclect RxPors: Al Ports - Change Counter Mode:  Besic Mode > § Resample
lasic Counters  Errors  Basic S g Ad d g Histog

Name/ID  ts) PxLiCount (bits)| TxL1Rate (bps) |RxLlRate(bps) TeRate(fps) | PxRate (fps) ?;:““!E}“”"‘ xS

StreamBfoc.. 4. @ 5,959,999, 945 [ 8,445,946 e |@ [4
StreamBloc.. 6. | 5,886.203,660,9... | 9,999,999, 977 8.728,729,842 445,945 945,946 508,551,788 8,445
298305 3. | 71,224 967,145, . | 99,999 593 003 87207 207345 | 84459459 84,459,450 G127 228,405 8445

Stop PFC on port B, and the traffic recovers.

[&y Spirent TestCanter
5 TestCenter 1Q Settings
== All Devices (Hosts, Routers, ...}

BN Add - ] Generate Stream Block % Delete [ Edt... 3 Copy Wizard..

Scheduling Mode Bandwidth Utilization (%) 10
43 Al Multicast Groups @ o o
B Al Traffc Generators ort Base Burst Size: f1 Duration Mode: | Cantinue
= Al stream Blocks O Load per Sream Black | Inter Frame Gap: 12
B A Traffic Anatyzers Advanced Interleaving
2 @ AlPorts roug 10 will b 36 i e block gr Inter Frame Gap Unt:  Bifes Advanced.,. Port|
= @ Port [/4/1 . e
‘T‘Dfe*ﬁ Manual Base Schedue.., e -
B Traffic Generstor
;' Traffic Analyzer Status Active Name Tags Index ControfledBy | Load Unit Load
& Capture ) B | StresmBlock 2 | Clicktoad... | 0 | generator
- @ Port [/4/2 [AC:BLES0LDH60/E | ® | [J Jsresmbiona Ciktoad |2 P
=5 Devices "“‘*“““j =
B Traffic Generator
ﬁ Traffic Analyzer
i Captre
Settngs
<
» Displaying Stream Blocks 1- 2 | Total Siream Blocks: 2 | Selected 10f 2
fiic Aggregate View Results 1
reams > Detailed Stream Results | Change Pesutt View - 5] [ [l 04 ¢ 1of1 | 0 | Select Tx Pods: Port Traffic and Counte
Ports » | Select Rx Ports: Al Ports = Change Counter Mode:  Basic Mode = {j Resampie
ssic Counters  Enors. Basic g 5 ing Histogr
Mame/D  |ts) | RxL1 Count (bits) | TxL1Rate (ops) |RxL1Rate (bps) |TkRate (fps ek R Si

Wil 2
(e

2. | 6,43L183.370,3 . | 20,000,000,048 :19,155‘,1‘59,651 16,891,892 18,891,892 5,582,555,009 16,85
|73, P4L 61006, . | $9.999,995,947 | SEOG6609.213 | 84459459 | S0405,043 | 54185730301 S04

2

Test results PASS

Remarks

5.8 PFC Watchdog (WD)

Test Items PFC watchdog Functional Test
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Test Content The PFC watchdog of the testing equipment can work.

DUTI

Test Topology

A B

1. Set up the test environment according to the diagram.
2. Map dotlp priority 3 to tc3 and pg3.
3. Bind the QoS mapping to the port.
4. Enable PFC priority 3 on DUTP1 and DUTP2.
5. Create VLAN100 and add DUT P1-P3 as tagged members.
Test Steps 6. Create pfc-priority-queue to map PFC priority 3 to queue3.
7. Bind the created pfc-priority-queue to TGB (check1).
8. TGA sends line-rate VLAN100 packets with priority 3 to TGB (check?2).
9. TGB sends PFC priority 3 packets.

10, Enable PFC Watchdog (PFCWD) on the port.

Expected Checkl1: TGB stops receiving data packets from TGA.

Check2: TGB starts receiving partial data packets from TGA.
Results

QOS

config qos dotlp-tc add dotlp _to tc profile --dotlp 3 --tc 3
config interface qos dotlp-tc bind EthernetO dotlp to tc profile
config interface qos dotlp-tc bind Ethernet8 dotlp to tc profile
config interface qos dotlp-tc bind Ethernetl16 dotlp to tc profile
config qos tc-pg add tc-pg-prof --tc 3 --pg 3

config interface qos tc-pg bind Ethernet0 tc-pg-prof

Actual Test | config interface qos tc-pg bind Ethernet8 tc-pg-prof

Results config interface qos tc-pg bind Ethernet16 tc-pg-prof

config qos tc-queue add tc-queue-prof --tc 3 --queue 3

config interface qos tc-queue bind EthernetO tc-queue-prof
config interface qos tc-queue bind Ethernet8 tc-queue-prof
config interface qos tc-queue bind Ethernetl6 tc-queue-prof

config interface pfc priority EthernetO 3 on
config interface pfc priority Ethernet8 3 on
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root@sonic:/home/admin# config interface pfc priority Ethernet® 3 on

Interface Lossless priorities

Ethernet8
root@sonic:/home/admin#

vlan

config vlan add 100

config vlan member add 100 Ethernet0
config vlan member add 100 Ethernet8
config vlan member add 100 Ethernet16

pfc-priority-queue
config qos pfc-priority-queue add pfc_queue profile --pfc-priority 3 --queue 3
config interface qos pfc-priority-queue bind Ethernet8 pfc_queue profile

TGA sends VLAN 100 data packets with priority 3 to TGB at line rate.
TGB sends destination learning packets and PFC priority 3 packets.

Port A
EthernetIl
| Preamble (hex) fb555555555555d5
Destination MAC 00:10:94:00:00:02
Source MAC 00:10:94:00:00:01
Vians
| & vian
Type (hex) 8100
Priority (bits)
- CFI (bit) 0
' ID (int) 100
| EtherType (hex) <auto> Internet IP
— IPv4 Header
Version (int) <auto> 4
Header length (int) <auto> 5 -
Port B
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|-| Ethernetll
| Preamble (hex) fb555555555555d5
Destination MAC 01:80:C2:00:00:01
Source MAC 00:10:94:00:00:02
; EtherType (hex) <auto> 8808
|—| Priority Flow Control
- OpCode (hex) <auto> 0101
~]- Class Enable Vector
| - ms octet (bits) 00000000
L{ls octet (bits) ] 00001000
Time (D) (int) 0
- Time (1) (int) 0
- Time (2) Gnt) 0
- Time (3) (int) 65535

config pfcwd start --action forward --restoration-time 4000 ports Ethernet0
detection-time 4000
config pfcwd start --action forward --restoration-time 4000 ports Ethernet8
detection-time 4000

A (At - ] Generste Sream Bock. 3 Delte [3 Ect.. () Copy Wit

Schedbing Mode Banduidth Utilzation (%): 10

@ rortsased BurstSee: f

O Load per Sream Block Inter Frame Gap:

Inker Frame GapUnt: Gy

Clickto ad_. 00:02
) & sueanslock+ Clickto ad... 00:02

@ Treffc Arayzer

« Capture
£ setsnes
Ducleying Sveam Bocks 1-2 | TotalSsam Bocks: 2 | Selected 112
Trsic Agpregat View Resuls |
Streams > Detailed Stream Resuits ~ Change Reaut View - 53 [ B Te1 Select Tx Pods
Aot - | Sdoct PPt Al Pots + Crange Courer Mode: B Mode P

Basic Counters _Errors Basic Sequencing  Advanced Sequencing _ Histograms

(bits) | RxL1 Count (bits) | T (bps) | RxL1Rate (bps) | Tx Rate (fps:

5945, 945

Test results PASS
Remarks
5.9 PFC Watermark (WM)
Test Items PFC Watetmark Functional Test
Test Content The PFC watermark of the testing equipment can be displayed according to statistics.
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Test Topology

A B

1. Set up the test environment according to the diagram.

2. Load the QoS configuration file.

3. Configure buffer parameters and bind them to the port.

4. Map DSCP 3 to tc3 and pg3; map DSCP 0 to tcO and pg0.

5. Bind the QoS mapping to the port.

6. Create a pfc-priority-queue to map PFC priority 3 to queue3 and PFC priority 0 to
queue0.

7. Bind the created pfc-priority-queue to the port.

Test Steps 8. Enable PFC priorities 3 and 0 on the port.

9. Create VLAN 100 and add ports to VLAN 100 , checkl.

10, TGA sends line-rate DSCP 3 and DSCP 0 data packets of 1230 bytes to TGB.
11, Check the watermark statistics.

12, Rate limit the egress of TGB to 10G.

13. Check the watermark statistics again , check?2.

14. Delete the relevant configurations.

Expected Check]1: Configuration is successful.

Check2: View the statistics.
Results

QOS

sudo config qos reload

config interface buffer bind priority-group Ethernet0 0 ingress_lossless profile
config interface buffer bind priority-group Ethernet2 0 ingress_lossless_profile
config interface buffer bind queue Ethernet0 0 egress_lossless profile

config interface buffer bind queue Ethernet2 0 egress lossless profile

config interface buffer bind priority-group EthernetO 3 ingress_lossless_profile
config interface buffer bind priority-group Ethernet2 3 ingress_lossless_profile
config interface buffer bind queue EthernetO 3 egress lossless profile

Actual Test config interface buffer bind queue Ethernet2 3 egress_lossless profile

Results config qos dscp-tc add dscp_to tc profile --dscp 3 --tc 3

config qos dscp-tc update dscp _to tc_profile --dscp 0 --tc 0
config interface qos dscp-tc bind EthernetO dscp_to tc profile
config interface qos dscp-tc bind Ethernet2 dscp to tc profile
config qos tc-pg add te-pg-prof --tc 3 --pg 3

config qos tc-pg update tc-pg-prof --tc 0 --pg 0

config interface qos tc-pg bind Ethernet0 tc-pg-prof

config interface qos tc-pg bind Ethernet2 tc-pg-prof

config qos tc-queue add tc-queue-prof --tc 3 --queue 3

config qos tc-queue update tc-queue-prof --tc 0 --queue 0
config interface qos tc-queue bind Ethernet0 tc-queue-prof
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config interface qos tc-queue bind Ethernet2 tc-queue-prof

pfc-priority-queue

config qos pfc-priority-queue add pfc_queue profile --pfc-priority 3 --queue 3
config qos pfc-priority-queue update pfc_queue profile --pfc-priority 0 --queue 0
config interface qos pfc-priority-queue bind EthernetO pfc_queue profile

config interface qos pfc-priority-queue bind Ethernet2 pfc_queue profile

config interface pfc priority EthernetO 3 on
config interface pfc priority EthernetO 0 on
config interface pfc priority Ethernet2 3 on
config interface pfc priority Ethernet2 0 on

vlan

config vlan add 100

config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet2 -u

TGB sends MAC learning packets, and TGA sends line-rate packets with DSCP 3 and

DSCP 0.
Port A
= Frame
} Ethernetll
- Destination MAC 00:10:94:00:00:02
- Source MAC 00:10:94:00:00:01
- EtherType (hex) <auto> Internet IP
=+ IPv4 Header
- Version (int) <auto> 4
i+ Header length (int) <auto> 5
- Totl Custom Editor X
- Iden
Quality of Service
(=~ Confl
(O Dpiffserv (@) ToS
R vk
8 Hed (Dec)  (8inary) =
loc  |[12 ][ooco1100 |
5 55 55 DS |
8 00 45
1 02 CO 00 Praradenrs Nealav
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=l Frame
|— Ethernetll
| Preamble (hex) 555555555555d5
Destination MAC 00:10:94:00:00:02
Source MAC 00:10:94:00:00:01
| E EtherType (hex) <auto> Internet IP
,i|.. IPv4 Header
Version (int) <auto> 4
Header length (int) auto>
- Total length (int) cauto> calalated
.- Identification (int) 0

E < Control Flags

- Reserved (bit) 0
i~ DF Bit (bit 0
(bit) o
Port B
—r Ethernetll
| Preamble (hex) fb555555555555d5
> Destination MAC 00:10:94:00:00:01
Source MAC 00:10:94:00:00:02
| EtherType (hex) <auto > Internet IP
—| IPv4 Header
Version (int) <auto> 4
Header length (int) <auto> 5
Total length (int) st > calailated
Identification (int) 0

El Control Flags
' Reserved (bit) 0
i~ DF Bit (bit) 0
sonic-clear priority-group watermark headroom

config scheduler add profile-1 --shaper_type=bytes --bandwidth=10g

show priority-group watermark shared | grep Ethernet@ Ethernet2

me/admin’ s uffer profile

Size Shared Mode Shared Size Xoff
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Test results PASS

Remarks

5.10 Scheduling

Test Items Scheduling Functional Test
Test Content The testing equipment forwards packets according to QoS Scheduling.
DUTI1
1 2

3
Test Topology

C

A B

1. Set up the test environment according to the diagram.

2. Map DSCP3 to tc3 and pg3, and map DSCPO to tc0O and pg0.

3. Bind the QoS mapping to the port.

4. Configure schedulers wrr60 and wrr40, and bind them to queue0 and queue3 of
DUTP3.

5. Create VLAN100, add DUT P1-P3 to VLAN100 as tagged members (check1).

Test Steps TGC sends learning packets.

6. TGA is set to send DSCPO packets with a length of 1230 at line rate to TGC;

7+ TGB is set to send DSCP3 packets with a length of 1230 at line rate to TGC.

8. TGA and TGB send packets simultaneously, check the ratio of packets received by
TGC from TGA and TGB (check?2).

9. Stop packet transmission on all ports.

Expected Checkl: Configuration is successful.

Check2: The DSCP packets received by TGC from TGA and TGB conform to the
Results WRR ratio.

qos

config qos dscp-tc add dscp_to tc profile --dscp 3 --tc 3
config qos dscp-tc update dscp_to tc_profile --dscp 0 --tc 0
config interface qos dscp-tc bind EthernetO dscp_to tc profile
config interface qos dscp-tc bind Ethernet8 dscp to tc profile
Actual Test | config interface qos dscp-tc bind Ethernet16 dscp _to_tc profile
Results config qos tc-pg add tc-pg-prof --tc 3 --pg 3

config qos tc-pg update tc-pg-prof --tc 0 --pg 0

config interface qos tc-pg bind Ethernet0 tc-pg-prof

config interface qos tc-pg bind Ethernet8 tc-pg-prof

config interface qos tc-pg bind Ethernet16 tc-pg-prof

config qos tc-queue add tc-queue-prof --tc 3 --queue 3
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config qos tc-queue update tc-queue-prof --tc 0 --queue 0

config interface qos tc-queue bind EthernetO tc-queue-prof

config interface qos tc-queue bind Ethernet8 tc-queue-prof

config interface qos tc-queue bind Ethernetl6 tc-queue-prof

scheduler

config scheduler add sched-prof-wrr60 --sched type WRR --weight 60
config scheduler add sched-prof-wrr40 --sched type WRR --weight 40
config interface scheduler bind queue Ethernet16 0 sched-prof-wrr60
config interface scheduler bind queue Ethernet16 3 sched-prof-wrr40
vlan

config vlan add 100

config vlan member add 100 Ethernet0 -u

config vlan member add 100 Ethernet8 -u

config vlan member add 100 Ethernet16 -u

TGC sends learning packets.

The packet reception rates at TGC for DSCP 0 (from TGA) and DSCP 3 (from TGB)
are measured when TGA and TGB send simultaneously.

The port receives DSCP 0 and DSCP 3 packets at a rate ratio of 3:2.

Name/ID t k:::mc:;)nt Dropped Rate (fps) Err:nﬁgiferce... In-order Rate {fps) R

StreamBlodk... . . a . i) . 0 . a o
| Stresmblod. | | lo lo 31,581,791
T C—

StresmBlodk.. lo | g | 20,091,821

Streamblock... | g | 28,441,934 [ 6735 13,787,794 ¢
| Streamblod. | | | 23231268 55,011 | 18,995 451 la

Test results PASS

Remarks

5.11 Egress Shaping (Port, Queue)

Test Items

Egress Shaping Functional Test

Test Content

The testing equipment forwards packets according to the set Egress shaping value.

Test Topology

DUTI1

g3

A B

Test Steps

Set up the test environment according to the diagram.

Map DSCP3 to tc3 and pg3, and map DSCPO to tc0 and pg0.

Bind the QoS mapping to the port.

Set the port bandwidth of DUTP2 to 10G and the bandwidth of queue0 to 1G.
Create VLAN2, add DUT P1-P2 to VLAN?2 as tagged members (checkl).

D AW =
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6. TGB sends learning packets.

7. TGA is set to send DSCPO packets with a length of 1230 at line rate to TGB, and
check the packet reception rate (check?2).

8. TGA is set to send DSCP3 packets with a length of 1230 at line rate to TGB, and
check the packet reception rate (check3).

9. Stop packet transmission on all ports.

Expected Checkl: Configuration is successful.
Check2: The rate of DSCPO packets received by TGB is 1G.
Results Check3: The rate of DSCP3 packets received by TGB is 10G.

qos
config qos dscp-tc add dscp to tc profile --dscp 3 --tc 3
config qos dscp-tc update dscp_to tc_profile --dscp 0 --tc 0
config interface qos dscp-tc bind EthernetO dscp to tc profile
config interface qos dscp-tc bind Ethernet8 dscp_to tc profile
config qos tc-pg add te-pg-prof --tc 3 --pg 3

config qos tc-pg update tc-pg-prof --tc 0 --pg 0

config interface qos tc-pg bind Ethernet0 tc-pg-prof

config interface qos tc-pg bind Ethernet8 tc-pg-prof

config qos tc-queue add tc-queue-prof --tc 3 --queue 3

config qos tc-queue update tc-queue-prof --tc 0 --queue 0
config interface qos tc-queue bind EthernetO tc-queue-prof
Actual Test | config interface qos tc-queue bind Ethernet8 tc-queue-prof
Results
config scheduler add profile-1 --shaper_type=bytes --bandwidth=10g
config scheduler add profile-2 --shaper type=bytes --bandwidth=1g
config interface scheduler bind port Ethernet8 profile-1

config interface scheduler bind queue Ethernet8 0 profile-2

vlan

config vlan add 100

config vlan member add 100 Ethernet0 -u

config vlan member add 100 Ethernet8 -u

TGB sends learning packets.
TGA is set to send DSCPO packets with a length of 1230 at line rate to TGB, and check
the packet reception rate.
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pg-prof

ind Etherne

St the port bandwidth of DUTP2 to 10G and the bandwidth of queue0 to 1G.

add profile aper_t
add profile t

scheduler bind port Etherne profile-1
scheduler bind queus Ethern

scheduler

ID

TGB sends learning packets.
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General Frame Groups RxPort Preview
Preview:
EthernetTl ShowAllFields [[] Allow Invalid Pack:
Hame Value
Frames
= Frame
Create new Frame > T
Save Frame as E] Ethernetl
Template... i i~ Preamble (hex) fb555555555555d5
Manage Frame -
Templates... - Destination MAC ‘Ul‘.l: 10:94:00:00:02
[00:00:01:00:00:0
¢ - EtherType (hex) <auto > Internet IP
AddHeader(s).-
i =) [~ IPv4 Header
Link Modifiers/VFDs...
Insert MACModifier... | Yersion () ca
- Header length (int) <auto> 5
Others - Tos/DiffServ tos (0x00)
Expand All - Total length (int) cauto> calculated
Collapse all T
~ Identification (int) 1]
(= Control Flags
. Reserved (bit) 0
DF Bit (bit) 0
- MF Bit (bit) 0
— Fragment Offset (int) 1]
i~ Time to live {int) 255
Hex Editor
opoo  FB 55 55 55 55 55 55 D5 00 10 94 o0 oo o2 NN Govuoowd........
PO Flo: oo 45 00 00 14 0D OO0 OO OO FF FD  ___ ... ) S ¥y
3% 54 €O 55 01 02 CO 00 00 01 g Ao A
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Data Path Mode Clock Source
(@ Normal () Internal
() Diagnostic Loopbadk (® Internal w/PPM Adjustment

PPM Adjustment 20 b

@ Ve anayzer
% Caphre
[ACIBLE5:0 10450 Eth 3 2P

<
Draplayig Strecm Blocks 1-1 | Total Sream Bocke: 1 | Selected 10f 1
‘raffic Aggreg=ie View Resulis |

Port Traffic amd Counters > Basic Traflic Results | Charge Resul View =

[ ok 1

Triggers  Prolocols | Undersize/Oversizellumbo  PFC Counlers: User Defined = Adwamced Sequencing  FEC Counlers

Bamic Coumers  Emors

Fort Name SOl gl T Count (bits) | Tl Mabe (Percent) Rl ] Rate (Fecent) | Tobal R Count {nits) | Tosal Tx Rate faps) | Total fx ate (bas)
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StreamBlock Editor - Port //4/1 [AC:81:B85:01:04:60/Eth3/1(Port3]] : TGA-DSCPO
General Frame Groups RxPort Preview
Preview:
P4 [ showallFields [] Allow Invalid Packe
' |Name Value ’
Frames
[= Frame
Create new Frame > ¥
Save Frame as GHE
Template... Preamble (hex) fb555555555555d5
Manage Frame == 000100 00
Templates... Destination MAC 00:00:01:00:00:01
Source MAC 00;:10:94:00;00:02
Actions
EtherType (hex) <auto> Internet IP
AddHeader(s).-
+ IPv4 Header
Link Modifiers/VFDs...
Conarate Erar - \fersion (int) <auto> 4
- Header length (int) <auto> 5
Others - To5/DiffSery
Expand All = Total iength (int) <3
Collapse Al I
- [dentification (int) 0
=)~ Control Flags
Reserved (bit) 1]
L« DF Bit (bit) 1}
L. MF Bit (bit) 0
- Fragment Offset (int) [1}
- Time to live (int) 255 :
Hex Editor
0000 FB 55 55 55 55 55 55 DS 00 00 01 00 OO0 O1 00 10 AUUOUUUS. ... ...
O0loc 54 00 00 D2 OB 00 45 00 EMERTWO0O 00 00 OO FF FD  ...... E.0N.... 7
0020 39 S4 CO 55 01 D2 CO OO0 OO0 O1 9 AU, A...
 BOM¥OA006HE, HEER0SG):
T T T T Y T Y S S T = =
e Y T
i e | fromse [amn |35 [BS07 Jr [iS5mmee |ZEE ovme [ S (neee [ET [uew [
O & 8 0 T il o
5 8 | 8 0|0 | 0O i &
= BEvY © a %
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TGA is configured to send DSCP3 packets with a length of 1230 at line rate to TGB,

and the packet reception rate is checked.

Praview:
EthernetIl m
Name
Frames

=  Frame
Create new Frame > :

Save Frame as Fﬂ\emetﬂ

Template... - Preamble (hex)

Manage Frame

Templates... - Destination MAC
Source MAC

Actions

. EtherType (hex)
=~ IPv4 Header

Add Header(s)..
Link Modifiers/VfDs..
Insert Modifier... Versian ()

- Header length (int)

B4 showallFields [] Allow Invalid Packets

Value "

fb555555555555d5
00:00:01:00:00:01
00:10:94:00:00:02

<auto> Internet IP

Others 3
- W] custom Editor
Expand All i
- Total length - :
Collapse Al i Quality of Service
+ Identificatiq
B Control Flad  yajue
Reserve (Hex) (Dec)
- DF Bit (I igr_ |m
MF Bit (1
- Fragment Q
E 9 Precedence
- Time to live 0 -Routine
Hex Editor Throeghput
FB 55 55 55 55 55 55 D5 00 04 High
010 94 00 00 02 o8 oo 45 [Tloo 14
0020 39 %4 CO 55 01 02 CO 0O 00 0%

<auto> 4
<auto> 5
3 4

O Diffserv @ ToS
(Binary)
| |oooo1100

Delay

w | Mormal b b

Reliability Monetary Cost
High ~ | | Normal
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RXUTIL

RCERR

4 R teowoees et - [ Sonencer 2 oor | B s - L4 Svony
' i 6
et el
3 o ik | S 1l
] [ ctreama » Corates sirsam Resas - Crangs o v - Tien ] . Arm e
e T — wren e oo e s
. e s secmong ‘

ECH_PKT

R
Gl B o 8 o < 2 Sy
B 3 D [
s [reme [rame P i "
*
> =]
* B
Do S k13 | T Smam ok | St 1
T Ao e
For i st Commes > B Trtc e S A e + 3 oo Do Stream ol | Do e e - ] ==y EEr=p
s Comnen v Toopms. Pt Usduai Ot FFCCank v e iad S s ar A +
-, s, ot s Connt i) | Eros e Soqncy At Swascns -
nanm s | 0
2 e i

TEUTIL

TX_DRP_RATE  CNP_PKT
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eduler unbind port Etherr
eduler unbind queue Ethern

del profil
heduler del profil

e unbind Ethernet
unbind Etherne

s tc-pg unbind Ethernetié6
tc-pg unbind Etherneti8

dscp-tc unbind Etherne
cp-tc unbind Etherneti8

e del tc-queue-prof

c-pg del tc-pg-prof

»_profile

Test results PASS
Remarks
5.12 WRED
Test Items WRED Functional Test

Test Content

The testing equipment can forward packets according to the WRED (Weighted Random
Early Detection) settings.

Test Topology

DUTI1

o |
o |
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1. Set up the test environment according to the diagram.

2. Configure two WRED profiles.

3. Bind the WRED profiles to egress port Queue 0 and Queue 3 respectively.

4. Configure a QOS profile, bind it to the port, and map DSCP 0 to Queue 0 and DSCP 3
to Queue 3.

5. Configure egress rate limiting to 10G.

Test Steps 6~ Create VLAN 100 and add DUT P1 and DUT P2 to VLAN 100 as untagged members.
7+ TGB continuously sends MAC learning packets.

8. TGA sends line-rate packets to TGB for 10 seconds, and check the packet loss ratio
received by TGB (checkl).

9. delete the WRED configuration, repeat step 8, and check the packets received by TGB
(check?).

Expected Checkl: WRED works as configured.

Check2: No WRED behavior.
Results

QOS
sudo config qos reload

config interface buffer bind priority-group Ethernet0 0 ingress_lossless_profile
config interface buffer bind priority-group Ethernet8 0 ingress_lossless_profile
config interface buffer bind queue Ethernet0 0 egress lossless profile
config interface buffer bind queue Ethernet8 0 egress lossless profile

config interface buffer bind priority-group EthernetO 3 ingress_lossless_profile
config interface buffer bind priority-group Ethernet8 3 ingress lossless profile
config interface buffer bind queue EthernetO 3 egress lossless profile
config interface buffer bind queue Ethernet8 3 egress lossless profile

config qos dscp-tc add dscp_to_tc profile --dscp 0 --tc 0

config qos dscp-tc update dscp_to tc_profile --dscp 3 --tc 3
config interface qos dscp-tc bind EthernetO dscp to tc profile
config interface qos dscp-tc bind Ethernet8 dscp to tc profile
config qos tc-pg add tc_to_pg_ profile --tc 0 --pg 0

config qos tc-pg update tc_to pg profile --tc 3 --pg 3

config interface qos tc-pg bind EthernetO tc_to pg profile
config interface qos tc-pg bind Ethernet8 tc_to _pg profile
config qos tc-queue add tc_to_queue profile --tc 0 --queue 0
config qos tc-queue update tc_to _queue profile --tc 3 --queue 3
config interface qos tc-queue bind Ethernet0 tc_to queue profile
config interface qos tc-queue bind Ethernet8 tc_to _queue profile

Actual Test
Results

config wred add wred-prof-high --mode wred --gmin 0 --gmax 133168898 --gdrop 100
config wred add wred-prof --mode wred --gmin 0 --gmax 133168898 --gdrop 10
config interface wred bind queue Ethernet8 0 wred-prof-high

config interface wred bind queue Ethernet8 3 wred-prof

show wred
show interfaces wred
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nic:/home/admin# show wred
e: wred-prof

Drop Probability

Yellow
Red

Profile: wred-prof-high
Color Mode Min Threshold Max Threshold Drop Probability

WRED 0 133168898 10

root@sonti home/admin# show interfaces wred
Et 8

Queue

ECN/WRED: wred-prof

Color Mode Min Threshold Max

WRED

u: wred-prof-high
Mode Min Threshold Threshold Drop Probability

WRED (] 133168898 10

Configure rés _r.:alte fimiting to 10G.
config scheduler add profile-1 --shaper_type=bytes --bandwidth=10g
config interface scheduler bind port Ethernet8 profile-1

Configure vlan

config vlan add 100

config vlan member add 100 EthernetO -u
config vlan member add 100 Ethernet8 -u

TGB continuously sends MAC learning packets, and TGA sends packets to TGB at a
rate of 10.002 Gb.
port A
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=l Frame

EE_I- Ethernetll

| 1! preamble (hex)
- Destination MAC
- Source MAC
P EtherType (hex)
tﬂ— IPv4 Header
- Version (int)
- Header length (int)
- ToS/DiffServ
- Total length (int)
- Identification (int)
&) Control Flags
I Reserved (bit)
I DF Bit (bit)

fb555555555555d5
00:10:94:00:00:02
00:10:94:00:00:01
<auto > Internet IP

] Active

Name: |Srearrﬂock 41

General Frame Groups RxPort Preview

Frame size (Bytes)(With CRC and signature field) Streambl

(@) Fixed

() Increment
() Decrement

(O Random

O Auto
) iMIX

Loa
Pe
Step: |1 (power of 2)
Min: 128 s Fr
Max: 256 = "
In
Avg: 192
In
Default ~ Edit...
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= Frame
Er EthernetIl
| | Preamble (hex) 5555555555555d5
- Destination MAC 00: 10:94:00:00:02
-+ Source MAC 00:10:94:00:00:01
L EtherType (hex) <auto> Internet IP
El— IPv4 Header
- Version (int) <auto> 4
- Header length (int) <auto> 5
tos (0x0C) s
T8 Custom Editor X
g Quality of Service -
= €8
| O piffserv @) Tos
| vale
(Hex) (Dec)  (Binary) o
(e ][z ][ooormo |
35 55 55 D
)8 00 45
)1 02 co a Precedence Delay
General Frame Groups RxPort Preview
[ Active Name: |Strean'ﬁod< 42
Frame size (Bytes)(With CRC and signature field) Streambilo¢
(@ Fixed Size: ’T] e
O Increment Step: 1 (power of 2) -
(O Decrement | Min: (128 2 e
(O Random Max: [256 = s
Inti
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@) Fix (© Random
Fixed load settings

O Percent (%) : [10.001799%6 |

() Frame/sec (fps) : [1000179 l

O bps : |1DD0179'9‘560 l

O Kbeps |10001799.96 |

(@ Mbps : (10002 |

O Inter burst gap (bytes) : (11259 |

O L2 Rate (bps): |9841761360 j
— PR —
@ Port Based Burst Sze: [£ | owstonMode: [Seonds  ©
O Load per Stream Block || = Second(s):

Advanced Interleaving

10 will be st in the stream block gnd. | Inter Frame Gap Unit:  bytes ~ | Advanced...
Port B
S ran —
) EthernetIl
é , Preamble (hex) fb555555555555d5
,L Destination MAC 00:10:94:00:00:01
Source MAC 00:10:94:00:00:02
i EtherType (hex) <auto> Internet IP
E IPv4 Header
Version (int) <auto> 4
' Header length (int) <auto> 5
ToS/DiffServ tos (0x00)
Total length (int) <auto> calculated
Identification (int) 0
IT—I Control Flags
- | Reserved ®bit) 0
| oFEte 0

The packet reception at port B (the packet loss ratio is close to 1:10).
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Streams > Detailed Stream Results | Change Resutt View + 2 [ L 00 i 1of1 | b [0 | Select Tx Ports: Al Poris * | Select Rx Ports:
All Ports ~ Change Counter Mode:  Basic Mode - ) Resample
Basic Counters VErmrs Basic i i Advanced : )
hame/> | Tporttame [T RO | Gamen || [P |G ™ ey
StresmBloc.. | Port j{1/29 Port [j1f33 | 619,004,684 | 628,008, 105 | 713,016 | 0.276 619,008,105 0
Streamsloc... Port /f1/29 Part [f1/33 | 614004717 | 609,717,959 | 16,009,084 | 2579 604,717,959 0
StreamBloc.. | Port [{1/33 Part fj1f2¢ | 3,000 | 3000 |8 | e.000 3,000 0
Remove WRED binding.
The instrument configuration remains unchanged.
Packet reception at port B.
LR TSN T T, | tw V by L
Basic Mode v
»d Sequencing Histograms
Tx Count Rx Count Dropped Count
L
(Frames) (Frames) (Frames) o
29,988,092 29,988,092 0
29,988,092 29,988,092 0
1,082,029,576 0 0
Test results PASS
Remarks
5.13 ECN
Test Items ECN Functional Test
Test Content The testing equipment can forward packets according to the ECN (Explicit Congestion
Notification) settings.
DUT1
41@
Test Topology
A B
1. Set up the test environment according to the diagram.
Test Steps 2. Create VLAN 100 and add DUT P1 and DUT P2 to VLAN 100 as untagged members.
3. Configure a WRED profile and bind it to the port , checkl.
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. Check the ECN configuration.

Configure a QoS profile, bind it to the port, and map DSCP 0 to Queue 0 , check?2.
Set the egress rate limit to 10G ,check3.

TGB continuously sends MAC learning packets.

TGA sends IPv4 packets with ECN 0x01 at line rate.

O 0 9 N n b
; , ’ ’

. Capture packets at TGB for inspection ,check4.

10, TGA sends IPv4 packets with ECN 0x02 at line rate.
11, Capture packets at TGB for inspection ,checkS.

12, TGA sends IPv6 packets with ECN 0x01 at line rate.
13, Capture packets at TGB for inspection.

14, TGA sends IPv6 packets with ECN 0x02 at line rate.
15, Capture packets at TGB for inspection.

Checkl: Configuration is successful.

Check2: No packet loss in packet forwarding.
Expected
Check3: Packet loss occurs according to WRED settings.
Results
Check4: ECN captured by TGB is 3.

Check5: ECN captured by TGB is 3.

Configure VLAN

config vlan add 100

config vlan member add 100 Ethernet0 -u
config vlan member add 100 Ethernet8 -u

config wred add wred-prof --mode ecn --gmin 100000 --gmax 800000 --gdrop 100
config interface wred bind queue Ethernet0 0 wred-prof
config interface wred bind queue Ethernet8 0 wred-prof

show ecn
Actual Test
Results Configure a QoS profile, bind it to the port, and map DSCP 0 to Queue 0.
config qos dscp-tc add dscp_to_tc profile --dscp 0 --tc 0

config interface qos dscp-tc bind EthernetO dscp_to_tc_profile

config interface qos dscp-tc bind Ethernet8 dscp to tc profile

config qos tc-pg add tc_to pg profile --tc 0 --pg 0

config interface qos tc-pg bind Ethernet0 tc_to_pg_profile

config interface qos tc-pg bind Ethernet8 tc_to pg profile

config qos tc-queue add tc_to_queue profile --tc 0 --queue 0

config interface qos tc-queue bind EthernetO tc_to queue profile

config interface qos tc-queue bind Ethernet8 tc_to queue profile
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Port Traffic and Counters > Basic Traffic Results ~ Change Resut View ~ 5] [} W0 4 1e1 | ||streams > Stream Block Results = Change Resut View + #3 %) '] 101 b b
[ Show:  All Ports ~ Change Counter Mode:  Basic Mode -
Basic Counters Errors Triggers Protocols _Undersize/Oversize/Jumbo PFC Counters User Defined Advan < > || Basic Counters Errors Basic Sequencing Advanced Sequencing _ Histograms
Port Name _te (bps) TXL1Rate (Percent) | RxL1Rate (Percent) | Generator Count (Frames) | Genera ™ TxPortName | RxPortNames | Sream Block | (X SO0 gt DroppodCoRs =
Port/j1j25 135 364,943,839 39494,
Port//129 01,592 7 53,206,258 53,206, Port /1125 396,217,982
Port //1/33 [ 0 0 Port //1/29 3 o 0
Snrt 1127 a a " a Port//1/29 Streamblock 40 | 57,267,432 [ [
448,150,097 48,15(v Port //1/33 StreamBlock 33 |0 [ [ v
< > < >

config scheduler add profile-1 --shaper_type=bytes --bandwidth=10g
config interface scheduler bind port Ethernet8 profile-1

Basic Counters  Errors Basic Sequencing Advanced Sequencing Histograms

Tx Count Rx Count
(Frames) (Frames)

~
Tx Port Name | Rx Port Names @ Stream Block Tx Rate (fps) | RxRat

Port //1/25 Port //1/29 StreamBlock 42 o

Port //1/25 Port //1/29 StreamBlock 41 | 475,716,648

Port //1/29 pfc-3 0 0 0 o

Port //1/29 StreamBlock 40 64,918,759 a 844,577 o

Port //1/33 StreamBlock 39 | @ a a o iy

< >

TGA sends DSCPO packets with ECN 1 at line rate, and TGB captures packets with
ECN

General Frame Groups RxPort Preview "’\\,\pipe\view_cap!urej72-21-120-222_1_33_02262025_]55&25 = O
Preview: i) \EE B R W & SITA) FitH(S) BiE(Y) TeEW) IE(T) =ENH)
(4mze iF2EEacam
vy Fvw i X [
s o Tine Sourd Teztiudiin Protocel | Langth Ui ffereatiated Servied
peT————— 29198 0.011877 192.85.1.2 192.0.8.1 1Pva 128 x2b
29260 6.011877 192.85.1.2 192.0.8.1 IPva 128 @x2b
} custom Editc 29201 0.011877 192.85.1.2 192.0.8.1 IPva 128 x03
1 29203 e.011877 192.85.1.2 192.0.8.1 1Pv4 128 8x03
| Quaiity of Servics
®o Cna 29226 0.011880 192.85.1.2 192.0.0.8 1Pv4 128 @x2b
! Format Notation: 29281 0.011886 192.85.1.2 192.0.0.1 PV 128 ex2b
| |Decmal v
| vake
QoSByte  DSCP(De) 29312 0.011921 192.85.1.2 192.0.0.8 TPva 128 x2b
: rizdbasa 29336 0.011924 192.85.1.2 192.9.8.1 1Pva 128 x2b
1| o [{fo
29363 6.611927 .3 192.6.8.8 1Pv4 128 @x2b
| DSCPDiffserv Cadepolnt 29364 0.011927 .z 192.0.0.0 1Pv4 128 @x03
| Codepoint Name[0:5] <
default ¢ BestEffort ¥ |5 Frame 29382: 128 bytes on wire (1024 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view captu|
R orR v Ethernet IT, Src: Xerox_00:00:01 (90:00:01:90:00:01), Dst: Xerox_09:00:02 (20:09:01:00:00:02)
- ue (02 > Destination: Xerox_80:@0:02 (00:00:01:00:00:02)
000000 : default . > Source: Xerox_B6:08:@1 (00:80:01:00:60:01)
Drop Precedence [ 3:4] Per-Hop-Behavior Type: IPv4 (0x0800)
i v Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.8.1
L 0100 .... = Version: 4
- . @181 = Header Length: 20 byfLa
Ely ot tow v Differentlated Services Fleld: §
{ ~ - foee 0a. Differentiated Services Codepois efault (B)
H |o1:ECT(D) 5% .itit Congestion Notification: Congestion Experienced (3)
o i : Oxldde (7562)
4 > Flags: oxee
Lo 0 emam]
@ 7 Sowce hddaess (ip.src), 4 byta(s) SHE 2768 - BEF 401 (1zz8) - BEF 0 0w | B
Navigatestreamblods: |14 | 4 1] of2 » ok || cancel

TGA sends DSCPO packets with ECN 2 at line rate, and TGB captures packets with
ECN 3.
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ng Sream Bio(  DSCP Diffsery Cadepont
Codepoint Name [ 0:5 ]

defauit  : BestEffort

Class Selector [ 0:2] o
000000 : defauit

Drop Precedence [ 3:4]

0 undefined dnd

Per-Hop-Behavior

=T L] T = = =T T L = T
|
= ) Generate Streg ! Ed L
duling Mode Genersl Frame Groups RxFort Preview
ng - Ev @ @ %
| Port Based Preview

| Load par Stream Blg *v Fv i X e
ik d Tntaciad s - R -120-222_1_33_02262025_161128
Advanced Tnterle L ~
’ || Frames e TP REIE WE) BHG) WRC) SETA) BEBTE) EIEY) M) TRM
Manual Based promerrep—— i AR 8 I ERE QesEFiT Eqaay
Save Frame as & Ethemetit LI
= Aibive | Template... Preambie (hex) . Sewran stinution Frotersl Length Diffavecti
Manage Frame -
Destination MAC
‘. Templates... 32756 @.812753 B6:00: 00_69:00:00 oxes0e 128
a‘ E it 32757 @.812753 80:0¢:00_0a:00:00 Bx200@ 128
32758 @.812753 0600 :00_62:69:008 Bxe008 128
Quaity of Service
DiffSery ToS
Pt boie @® Ore 32761 @.812756 AcornCom_6e:ch:55 LLC 128
it 32762 0.812756 Pus 128 Bud3
Deamal gt ' 32763 0.012756 H: - H L 128
Voloe - 32764 8.612756 ) 00:00:00_A0:00:00  0x0000 128
QoS Byte DSCP {Dec) 32765 @.812756 192.85.1.2 192.8.8.1 IPva 128 8x2b
[Ui | { 32767 8.012756 Xerox_@7:07:07 00:00: 90_00: 00:00 axerer 128

32768 0812756 192.85.1.2 102.6.0.1 TP 128 Bxd3
<
X > Source: Xercx_06:09:01 (00:08:01:00:69:01)
Type: IPvA (@x808)
~ Internet Protecol Version 4, Src: 192.85.1.2, Dst: 192.8.0.1

9199 ..., = Versioni 4
... B181 = Header Leagth: 20 bytes (5.

w Differentiated Services Field: @xd3 (n
F 1 ted Services TodepoInt: [
ngestion Notification: Congestion Esperienced (3)

To
Tdentification: BxB9a2 (2466)
Flags: Bx08

Fragent Offset: 8

Time to Live: 255

Protocol: Unknown (253)

44wl -

d Services Fisld

el § byt ]
e

EEF we (mos) - BES 0

with ECN 3.

A0 - g e g 2o s
{

| Genersl Frame Grows RxPort Preview

Scheduling Mode
(® Port Based ‘ Pl
() Load per Stream Blq

|
Advanced Interled
{

Frames.

Manual Based Create new Frame >

| | saveframeas
Template...
Manage Frame
Templates...

Status | Active ||

Quality of Service

Format Notation:

Deamal v

Value

|  QosByte  DscP(Deq)

o o] (p ]
~  DSCP Diffserv Codepont

Codepoint Name [ 0:5 ]

default :Best Effort

Class Selector [ 0:2] OR

000000 : defauit

Drop Precedence [ 3:4 ]

0: Undefined ~

» Rasut View »

fvanced Sequen

Per-Hop-Behavior
s

=

7 Early Congesbon Nofification

[v:] T

TGA sends DSCPO IPv6 packets with ECN 1 at line rate, and TGB captures packets

| M "\\pipe\view_capture_172-21-120-222_1_33_02262025_162356 - o x
TiEE) EEE MEY) MEG) WRC) SHA) SRHS) BEy) AW TRM EEH)
Am o

ARE QA+=»ZFs = aaar
% =+

Dustination Protocal Longth Differentinted Services Fie | A

16394 @.006055 128
16395 9.006055 128
16396 0.006055 : X H 128
16397 0.006055 ©9:00:00_00:99:01  ex0000 128
16398 9.006055 ©9:00:00_00:01:00 ©0:00:00_00:80:01  LLC 128
16399 .006055 0:1 6d 2000 Pv6 128

16480 8.006856 ©0:00:00_00:80:02  6x8000 128

16402 9,006856 2009
16403 9.006056 20:00:00:90:09:00

00:2 2:100:1:864d:5030:0.. IPvé 128
©0:00:00_00:90:02  9x0A00 128

16485 @.006056
16486 006056
16487 B.806056 e0: ) 4
16408 B.006056 00:00:00 00:00:00

©00:00:00_60:90:02  ©x0000 128
©0:00:00_00:80:00  LLC 128
£0:00:00_0:90:91  6v0A00 128
00:00:00 £0:00:00  0x0000 128

20:00:00:00:09:00
e0: ee:

>

Frome 16402: 128 bytes on wire (1824 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_capture 172-3 a
» Ethernet II, Src: Xerox_0:00:01 (99:00:01:00:00:01), Dst: Xerox_09:09:02 ( )

v Internet Protocol Version 6, Src: 2000::108:2, Dst: 0:100:1:86d
2110 .... = Version: 6
V... 0000 8911 . = Traffic Class

- Differentiated &)

Explicit Congestion Notification: Congestion Experienced (3)

= Flow Label: £x09000
Payload Length: 70
Hext Header: Mo Next Header for IPvG (59)
Hop Linits 255
Source Address: 2000::100:2
Destination Address: 9:100:1:86d:6030:0:46: IbFF

Data (78 bytes) ¥

ol

TR I=T

with ECN 3.

@ 7 viveshark vier_capturc_I72-21-120-222_| 33 DPRR005_IGUELVEIRE peapn S 19641 - EEET 19641 (I0.0M - BEL: 0 (008} || Eer Defailt

TGA sends DSCPO IPv6 packets with ECN 2 at line rate, and TGB captures packets
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n B s -
M\ \pipe\view_capture_172-21-120-222 1_33 02262025 162604 o
Mame Value TR WED WAV WEG) WEC) SR(A) HI(S) ®mE(Y) EEW) TR =)
& Frame 1 E - = ¥ i $ 4
ewFrame > Am i@ RE QesEFiEaaam
- = Ethernetil (L1 Sl S _ — _ i_?
inslile ) foss5s5585sse ¥ Suwxon Protosal  Lamgth iferentiated Services Pio
Frame 7957 ©.003600 Pv6 128
5 Paetnatiori MAC 00:00:01:00:08 7988 0_sa3e00 v 128
Source MAC oo0:0100:00 7969 ©.093600 TPve 128
. 799€ 0093600 Pv6 126
et il To52 5. oo e
g & v
ifiers/VFoL. it 7993 €.693600 1806 128
»difier.. 7594 0.003600 IPvé 128
Format Notation 7995 6093600 Pv6 128
7996 ©.093600 1Pv6 128
u D % 7997 9.093080 IPve 128
N Value 7998 0003000 Ipv 128
QuSByte  DSCP(Dec) 7999 ©.083600 1Pve 128
| 8690 ©.083680 IPve 128
[02 {fo
=1k 8091 8,093040 2009: i1 IFe 128
< >
DSCP Diffserv Codepont -_— - = -
Codepoint Name [ 0:5 ] > Frame 7991: 128 bytes on wire (1624 bits), 124 bytes captured (992 bits) on interface \\.\pipe\view_capture 17
TR | » Ethernet II, Src: Xerox 06:06:01 (09:00:01:60:00:01), Dst: Xerox_69:00:02 (00:09:01:00:00:02)
e ~ Internet Protocol Version 6, Src: 2008::2, Dst: 2000::1
Class Selector [ 0:2 ] . .. = Version: &
e o v = 1.-.|4u( Class: 8403 (0SCP: (50, ECH: CE)
Codapaict: Dafault [0
Drop Precedence [ 3:4] Per-Hop-Behavior = Explicit Congestion Hotification: Congestion Experienced (3)
0 Undefined ~ ow Label: 0x00060
B 55 55 55 55 51
1 00 00 01 86 DI f 1 .
100 00 01 86 B Early Congeston Nowficaton ext: Headers No fext: Header: for IFY6 (59)
© 00 00 00 00 of Sorrmginer . Hop Lalts a5
Source Address: 2009::2
10: ECT (0) 2 Destination Address: 2000::1
Data (78 bytes)
Navig
M 10 conem

Test results PASS

Remarks

7%. System/ Management
6.1 SNMP

Test Items SNMP Support Test

Test Content Verify that the switch supports the SNMP.

PC DUT1

Test Topology

1. Connect the host with MIB software installed to the switch.
Test Steps 2. Configure the SNMP community string and agent settings on the switch.

3. Use the snmpwalk tool to query MIB information, checkl.

Expected
Checkl: MIB information can be successfully retrieved.,
Results

Step 2:

config snmp community add testcomm rw

config snmpagentaddress add x.x.x.x

Actual Test | Step 3:

Results snmpwalk -c¢ testcomm -v 2¢ X.X.X.X

F:\xijun>snmpget.exe -v 2¢ -c comtest 172.21.120.7 1.3.6.1.2.1.1.5.0
SNMPv2-MIB::sysName.0 = STRING: sonic
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F:\xijun>snmpwalk.exe -v 2¢ -c comtest 172.21.120.7 1.3.6.1.2.1.1.5.0
SNMPv2-MIB::sysName.0 = STRING: sonic

Test results PASS
Remarks
6.2 SNMP Trap
Test Items SNMP trap

Test Content

Verify that the device sends SNMP traps as per the configured trap settings.

Test Topology

PC DUTI

[

Test Steps

1. Set up the test environment as illustrated.

2. Configure the device to send SNMP traps to the PC and start the SNMP trap server on
the PC.

3. View relevant logs on the PC.

Expected

Results

1. The configuration is successful.

2. The SNMP Trap server receives relevant trap messages from the device.

Actual
Results

Test

Configure snmp trap server

config snmptrap modify 2 -c public x.x.x.x
root@sonic:/home/admin# config interface shutdown Ethernet232
root@sonic:/home/admin# config interface startup Ethernet232
Show snmp trap Configure

show snmptrap

root@sonic;/home/admin# config snmptrap modify 2 -c public 172.21.110.145

root@sonic/home/admin# show snmptrap
Version TrapReceiverlP Port VRF Community

2172.21.110.145 162 None public
root@sonic/home/admin#
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Sowrce Destination
172.21.120.7 172 145 P

477 §.822096
6027 91.414676
602 1472

196 snmpV2-trap 1.3

.14,
113 somp¥2-trap 1.3 1.4.1.8

1.6 1.3.6.1.2.1.2.2.1.1.233 1.3.6.1.2.1.2.2.1.7.233 1.3.6.1.2.1.2.2.1.8.233 1,

Frame 6178: 196 bytes on wire (1568 bits), 196 bytes captured (1568 bits) on interface \Device\NPF_{FB2FAASS-1603-48FD-BCSD-55CB760C9248}, 1d ©
Ethernet 1, Src: c4:aS:c7:36:2d:44 (c4:a5:c7:36:2d:44), Dst: Giga-Byt_15:e5:c5 (50:e5:49:15:e5:¢5)
Internet Protocol Version 4, Src: 172.21.120.7, Dst: 172.21.110.145
User Datagram Protocol, Src Port: 48981, Dst Port: 162
simple Network Management Protocol
version: v2c (1)
community: public
4 data: srmpV2-trap (7)
4 srmpV2-trap
request-id: 621763197
error-status: nofrror (@)
error-index: @
4 variable-bindings: 6 items
41.3.6.1.2.1.1.3.8: 45583
Object Neme: 1.3.6.1.2.1.1.3.6 (150.3.6.1.2.1.1.3.6)
Value (Timeticks): 45583
41.3.6.1.6.3.1.1.4.1.8: 1.3.6.1.6.3.1.1.5.4 (i50.3.6.1.6.3.1.1.5.4)
Object Neme: 1.3.6.1.6.3.1.1.4.1.8 (150.3.6.1.6.3.1.1.4.1.0)
Value (OID): 1.3.6.1.6.3.1.1.5.4 (150.3.6.1.6.3.1.1.5.4)
41.3.6.1.2.1.2.2.1.1.233: 233
Object Name: 6.1.2.1.2.2.1.1.233 (150.3.6.1.2.1.2.2.1.1.233)
Value (Integer32): 233
+4.3:6:12:1:2.2:1.7:393 14
Object Neme: 1.3.6.1.2.1.2.2.1.7.233 (150.3.6.1.2.1.2.2.1.7.233)
Value (Integer32): 1
41.3.6.1.2.1,2.2.1.8.93: 1
Object Neme: 1.3.6.1.2.1.2.2.1.8.233 (150.3.6.1.2.1.2.2.1.8.233)
Value (Integer32): 1
41.3.6.1.6.3.1.1.4.3.0: 1.3.6.1.4.1.8072.3.2.10 (50.3.6.1.4.1.8972.3.2.16)
Object Neme: 1.3.6.1.6.3.1.1.4.3.8 (150.3.6.1.6.3.1.1.4.3.0)

Test results

PASS

Remarks

6.3 Rsyslog

Test Items

Rsyslog

Test Content

Verify that the device sends system log messages as per the rsyslog configuration.

Test Topology

PC DUTI

Test Steps

1. Set up the test environment as shown in the diagram.
2\
3 ~

Configure the device to send syslog to PC1 and start the log server on PC1.

View relevant logs on PC1.

Expected

Results

2. The configuration is successful.

3. The log server receives relevant logs from the device.

Actual
Results

Test

Configure a remote syslog server.
config syslog add x.x.x.x
root@sonic:/home/admin# config syslog add 172.21.110.145
Show syslog
172.21.120.7  03/03 14:31:52.101
<86>Mar 3 14:34:11.071570 sonic INFO sudo[225503]: pam_unix(sudo:session):
session opened for user root(uid=0) by admin(uid=0)
172.21.120.7  03/03 14:31:52.101

<35>Mar 3 14:34:11.131290 sonic ERR PAM-tacplus[225503]: ACC: TACACS+
service type not configured
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172.21.120.7  03/03 14:31:52.160
<86>Mar 3 14:34:11.131402 sonic INFO sudo[225503]: pam_unix(sudo:session):
session closed for user root

172.21.120.7  03/03 14:31:52.161
<14>Mar 3 14:34:54.990603 sonic INFO syncd#syncd: [none]
_brem_sai link_event cb:870 Send port 165 up notification done.

172.21.120.7  03/03 14:32:36.020
<13>Mar 3 14:34:54.991438 sonic NOTICE swss#orchagent: :- doTask: Get port state
change notification id: 1000000000020 status: 1

172.21.120.7  03/03 14:32:36.021
<13>Mar 3 14:34:54.991438 sonic NOTICE swss#orchagent: :- updatePortOperStatus:
Port Ethernet232 oper state set from down to up

172.21.120.7  03/03 14:32:36.022

<13>Mar 3 14:34:54.993034 sonic NOTICE iccpd#icepd:
[iccp_event handler obj input newlink. NOTICE] Update local port Ethernet232 state
up

172.21.120.7  03/03 14:32:36.022
<13>Mar 3 14:34:54.993127 sonic NOTICE iccpd#icepd:

[iccp_event handler obj input newaddr.NOTICE] ifname Ethernet232 index 60
address fe80::8e5d:b2ff:feb6:0 13 _proto 0, prefix len 64
172.21.120.7  03/03 14:32:36.023
<13>Mar 3 14:34:54.993225 sonic NOTICE swss#portsyncd: :- onMsg: nlmsg type:16
key:Ethernet232 admin:1 oper:1 addr:8c:5d:b2:b6:00:00 ifindex:60 master:0
172.21.120.7  03/03 14:32:36.024
<13>Mar 3 14:34:54.993424 sonic NOTICE swss#orchagent: :- setHostIntfsOperStatus:
Set operation status UP to host interface Ethernet232
172.21.120.7  03/03 14:32:36.024
<13>Mar 3 14:34:54.993424 sonic NOTICE swss#orchagent: -
updateMonitorLinkGrpDownlinkOperStatus: update port Ethernet232, oper status 1
172.21.120.7  03/03 14:32:36.025
<6>Mar 3 14:34:54.994522 sonic INFO kernel: [ 3699.737388] IPv6:
ADDRCONF(NETDEV_CHANGE): Ethernet232: link becomes ready
172.21.120.7  03/03 14:32:36.026
<13>Mar 3 14:34:54.994632 sonic NOTICE swss#portsyncd: :- onMsg: Publish
Ethernet232(ok:up) to state db

Test results PASS

Remarks

6.4 Open SSH/SCP/SFTP

Open SSH/SCP/SFTP
Test Items

Test that the switch supports Open SSH/SCP/SFTP.
Test Content

PC DUTI

Test Topology -

1. Use the command line on PC1 to remotely log in via SSH: ssh
Test Steps admin@DUT _IP (follow prompts).
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2. After successful login, use config and show commands for configuration.
3. Use SCP on PCI1 to transfer a file to the switch: scp testfile admin@DUT IP:testfile.

4. Use SCP on PC1 to retrieve a file from the switch: scp
admin@DUT _IP:testfile ./testfile.

5. Use SFTP on PC1 to remotely log in: sftp admin@DUT _IP (follow prompts).
6. Within the SFTP interactive shell, upload a file: put testfile.
7. Within the SFTP interactive shell, download a file: get testfile.

1. Login is successful.

Expected 2. Commands take effect.

3-4. File transfer is successful.

Results 5. SFTP login is successful.

6-7. File transfer via SFTP is successful.

The SSH and SFTP services are enabled by default.
ssh

sonic login: admin

Password:

Linux sonic 5.10.0-8-2-amd64 #1 SMP Debian 5.10.46-4 (2021-08-03) x86_64
You are on

P YA e
NN
ITHINT—
L/ AN

-- Software for Open Networking in the Cloud --

Unauthorized access and/or use are prohibited.
All access and/or use are subject to monitoring.

Help: hitp:/fazure.github.io/SONIC/
Actual Test
Results Last login: Fri Feb 28 17:23:03 CST 2025 on tty30

scp

Ex\Version\CN9500-640C>scp admin@172.21.120.7:/tmp/gu/test_scp.txt E\Version\CN9500-640C
admin@172.21.120.7's password:

Ex\Version\CN9500-640C =
sftp
sfip> put EA\Versiom\CN9500-840C test_sftp.ixt
Uploading E:/Version/CNS500-640Ctest_sftp.txt to /tmp/gu/test sftp.txt
test_sftp.txt 100% 0 0.0KB/s 00:00
sftp=

sftp= get test_sfip.txt EA\Version\CN9500-640C
Fetching /tmp/gu/test_sftp.txt to E/NVersion/CN9500-640Ctast_sftp.txt
sftp=

Test results PASS
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Remarks

6.5 Mirroring

Mirroring
Test Items

MirroringVerify whether the DUT (Device Under Test) supports Mirroring.
Test Content

Test Topology
C
A B
1. Connect the devices as per the test environment.
2 . Configure port mirroring on the DUT, with Interface 1 as the source port and
Interface 3 as the destination port.
Test Steps 3. Send data packets from Port A to Port B of the test instrument.
4. Reconfigure port mirroring on the DUT, setting Interface 1 and Interface 2 as source
ports and Interface 3 as the destination port, then send data packets between Port A and
Port B of the test instrument.
3. The test traffic sent from Port A can also be observed on DUT's Interface 3.
Expected

4. The test traffic sent from both Port A and Port B can be observed on DUT's Interface
Results 3

Vlan

config vlan add 100

config vlan member add 100 Ethernet16 -u
config vlan member add 100 Ethernet18 -u

vlan brief

DHCP Helper DHCP Relay Configuration

Actual Test
Results

Ethernetd
Ethernet6

e S e e e L ey e e e e b R e M S e o T ekt o Ao e Bt e

Vlanié@
Viandy 698 ET

therne untagge
Vvlan4@98 4 Etherneté untagged
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fig mirror_session span add portd Ethernet2@ Ethernetl6
mirror_session

SRC IP DST IP DSCP TTL Queue Policer Monitor Port

Direction Queue Policer

ort@ active Etherne thernet16 both MCB
TGA sends packets to TGB.
Port A
=] Frame
-+ Ethernetll
Preamble (hex) fb555555555555d5
.. Destination MAC 00:10:94:00:00:02

Source MAC 00:10:94:00:00:01
: EtherType (hex) <auto> Internet IP
= IPv4 Header

Version (int) <auto> 4
Header length (int) <auto> 5

ToS DiffServ tos (0x00)

Total length (int) auto > calculated
Identification (int) 0

Control Flags

i Reserved (bit) 0 o5
Port C
B T EH I e I i o ) o et S T 1 e
Bore - P T T r—
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Port Traffic and Counters > Basic Traffic Results | Change Result View ~ 29 [}
Basic Counters Errors  Triggers  Protocols Undersize/Oversize/lJumbo  PFC Counter

Port Name ;r;rt:rLz}cwnt glfrt:;g}cou"t Total Tx Count (bits) | Total Rx Count (bits)

Port /137 |2544.570,353 _ 2.605,640,041,472 7,616 |

Port//1/41 0 2,544,570,357 2,605,640,049,088
Port/f4/1 |0 2544570357 |0 2,605,640,049,154
|| [Portija2 |0 0 0 0
Step 4:

config mirror_session remove port0
config mirror_session span add port0 Ethernet16 Ethernet20,Ethernet18

Port C

Queue Policer Monito

Ethernet16,Ethernet1s

Dipayng S Bocka 11 | ot S Bk 1 | Sesed 1 1

Test results PASS

Remarks

6.6 DPB (Dynamic Port Breakout)

Test Items Dynamic Port Breakout

Test that the switch supports Dynamic Port Breakout.
Test Content
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DUTI

Test Topology

A B

Test Steps Modify DUT ports 472, 480, and 488 to 2x200G mode.

Expected ) ) o
The ports can be split correctly, and the docking of the remaining ports can be up.

Results

The optical module is in place to modify the 2x200G mode.

config interface breakout Ethernet472 2x200G

config interface breakout Ethernet480 2x200G

config interface breakout Ethernet488 2x200G

config interface startup Ethernet472

config interface startup Ethernet476

config interface startup Ethernet480

config interface startup Ethernet488

The ports are 800G ports by default. Split the ports into 200G ports using the CLI

commands:

sudo config interface breakout Ethernet16 4x200G
Actual Test interface breakout Ethernet24 4x200G
Results

Connect DUT's Ethernet20/22 to the instrument ports for data forwarding according to
the topology diagram. The results are as follows:
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Data Path Mode

) Normal

() DiagnosticLoopback

1 add
vlan member add

e B ew oo Adom Dugeis bep
R

e = B

Clock Source

Bypaondns = | [0 soqancer |5 Fepoter |4 Vizate - (2 Sy,

3 et Testenter
w4

Trame dopvecat View el |

Port Trafe am Counters = Base: Traff: Results  Chos Pt Vo = 3] 1. By

s e Trimens Frotesls Usdersizsuersizedunte ern

1641
Seman i

Stop traffic generation.

Dapiayng Spesm Bocka 1-2 | Tatal Svam Bachs 2

UserDefvad v

Seeand 102

o p—————T ¥ S e
P — © e Com o e e

Erron esi Son

s

taney | pan e
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08 Techmoiogen. [P Penpectve - [ Soquencer | vt Wiacs - 3, Sy,

Test results Pass
Remarks
6.8 COPP
Test Items corp

Test Content Test that the device can resist attacks after enabling COPP.

DUT1

g

Test Topology
Al B
1. Set up the test environment as shown in the diagram.
2. Configure DUT P1 IP as 100.100.100.100/24 and P2 IP as 200.200.200.200/24.
3. Check the device CPU load.
Test Steps i i ) )
4. Send packets to the device CPU at line rate via TGA, and check the device CPU load.
5. Test ARP miss, wait for 5 minutes, and check the device CPU load.
Expected o o
4.5. The CPU utilization of the device is within the normal range.
Results
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Port 1 IP:100.100.100.100/24, Port 2 TP:200.200.200.200/24
config interface ip add Ethernet0 100.100.100.100/24

config interface ip add Ethernet8 200.200.200.200/24

TGA sends packets at line rate with the destination MAC as the device CPU MAC and
the destination IP as 100.100.100.100. Observe for 5 minutes and capture the average
value.

root@sonic:/home/admin# top

top - 10:00:52 up 7:33, 1 user, load average: 0.65, 0.83, 0.88

Tasks: 406 total, 1 running, 402 sleeping, 0 stopped, 3 zombie
%Cpu(s): 2.5 us, 2.2 sy, 0.0 ni, 95.1 id, 0.0 wa, 0.0 hi, 0.2 si, 0.0 st
MiB Mem : 15160.7 total, 9805.4 free, 3332.4 used, 2022.9 buff/cache
MiB Swap: 0.0 total, 0.0 free, 0.0 used. 11386.4 avail Mem

PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
11627 root 20 0 3829364 850656 228728 S 15.9 5.5 40:55.94 syncd
8740 root 20 0 263944 32932 12744 S 8.0 0.2 28:23.35 python3
5615100t 20 0 111012 58524 7400 S 5.0 0.4 16:27.16 redis-server
5746 root 20 0 42136 26396 13224 S 4.7 0.2 9:06.98 procdockerstats
5739 root 20 0 104884 21296 10720 S 2.7 0.1 9:42.95 main.py
5616 root 20 0 85412 38916 7360 S 1.3 0.3 6:44.89 redis-server
25898 root 20 0 199104 38888 13664 S 1.3 0.3 6:20.35 python3
8108 root 20 0 17404 10944 6236 S 1.0 0.1 3:17.75 python

Actual Test | 13100t20000010.30.00:11.02 rcu_sched

Results 38100t200000 S 0.3 0.0 0:02.53 ksoftirqd/5

849 root 20 0 2985472 67904 35268 S 0.3 0.4 3:08.59 containerd
8112100t 20 0 17804 11164 6312 S 0.3 0.1 0:39.65 python

8741 root 20 0 37148 25340 12252 S 0.3 0.2 2:19.75 python3
13469 admin 20 0 11004 4564 3980 S 0.3 0.0 0:11.56 vty log.sh
25894 root 20 0 2426288 186632 20156 S 0.3 1.2 1:19.96 telemetry
26060 root 20 0 2496040 186292 18228 S 0.3 1.2 1:21.52 dialout client
1679555 root 20 0 11108 4304 3284 R 0.3 0.0 0:00.03 top

1 root 20 0 100464 11812 8044 S 0.0 0.1 0:08.93 systemd
2100t200000 S 0.0 0.0 0:00.00 kthreadd

3100t 0-2000010.00.00:00.00 rcu_gp

4100t 0-2000010.00.00:00.00 rcu_par_gp

6100t 0-2000010.00.0 0:00.00 kworker/0:0H-kblockd
7100t20000010.00.00:00.11 kworker/0:1-cgroup_destroy
9root0-2000010.00.00:00.00 mm_percpu_wq

10r00t2000 00 S 0.0 0.0 0:00.00 rcu_tasks rude
111r00t200000 S 0.00.0 0:00.00 rcu_tasks_trace

12100t2000 00 S 0.0 0.0 0:02.88 ksoftirqd/0

14 rootrt 0000 S 0.0 0.0 0:00.05 migration/0

151r00t200000 S 0.0 0.0 0:00.00 cpuhp/0

16 100t 200000 S 0.0 0.0 0:00.00 cpuhp/1

17 rootrt 0000 S 0.0 0.0 0:00.22 migration/1

18 r00t 200000 S 0.0 0.0 0:02.76 ksoftirqd/1

20 root 0-20 00 010.0 0.0 0:00.00 kworker/1:0H-events_highpri
21100t200000 S 0.0 0.0 0:00.00 cpuhp/2

22 rootrt 0000 S 0.00.00:00.23 migration/2

23100t200000 S 0.0 0.0 0:02.67 ksoftirqd/2

25100t 0-2000010.0 0.0 0:00.00 kworker/2:0H-events highpri
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26 100t200000 S 0.0 0.0 0:00.00 cpuhp/3

27 rootrt 0000 S 0.0 0.0 0:00.23 migration/3

28 100t20000 0 S 0.0 0.0 0:02.47 ksoftirqd/3

30root 0-2000010.00.00:00.00 kworker/3:0H-events _highpri
31100t200000 S 0.0 0.0 0:00.00 cpuhp/4

32rootrt 0000 S 0.00.00:00.23 migration/4

33100t200000 S 0.00.0 0:02.53 ksoftirqd/4

35100t 0-2000010.00.00:00.00 kworker/4:0H-events _highpri
36100t200000 S 0.0 0.0 0:00.00 cpuhp/5

37rootrt 0000 S 0.00.00:00.24 migration/5

40100t 0-2000010.0 0.0 0:00.00 kworker/5:0H-kblockd
41100t200000 S 0.0 0.0 0:00.00 cpuhp/6
root@sonic:/home/admin#

TGA sends packets at line rate with the destination MAC as the device CPU MAC and
the destination IP as 200.200.200.200. After waiting for 5 minutes.

check the device CPU load.

top

root@sonic:/home/admin# top

top - 10:01:42 up 7:33, 1 user, load average: 0.43, 0.74, 0.85

Tasks: 410 total, 2 running, 405 sleeping, 0 stopped, 3 zombie

%Cpu(s): 2.3 us, 2.1 sy, 0.0 ni, 95.6 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st

MiB Mem : 15160.7 total, 9775.3 free, 3362.3 used, 2023.0 buff/cache

MiB Swap: 0.0 total, 0.0 free, 0.0 used. 11357.2 avail Mem

PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
11627 root 20 0 3829364 850656 228728 S 19.9 5.5 41:00.65 syncd
8740 root 20 0 263944 32932 12744 S 7.3 0.2 28:26.36 python3
5615 root20 0 111012 58352 7400 S 4.0 0.4 16:28.98 redis-server
5616 root 20 0 85412 39116 7360 S 3.3 0.3 6:45.67 redis-server
5739 root 20 0 104884 21296 10720 S 3.0 0.1 9:44.04 main.py
25898 root 20 0 199104 38888 13664 S 1.7 0.3 6:21.08 python3
1683142 root 20 0 1790756 64456 29572 S 1.7 0.4 0:00.05 docker
8108 root 20 0 17404 10944 6236 S 1.0 0.1 3:18.11 python

1302 root 20 0 3384108 130064 50576 S 0.7 0.8 4:08.10 dockerd
8741 root 20 0 37148 25340 12252 S 0.7 0.2 2:20.02 python3
11717 root 20 0 406040 24904 13564 S 0.7 0.2 0:25.88 orchagent
145100t 20000 010.3 0.0 0:00.69 kworker/9:1-events

8107 root 20 0 19080 12524 6280 S 0.3 0.1 0:53.01 python

9756 root 20 0 29808 24896 8928 S 0.3 0.2 0:04.21 supervisord
14376 300 20 0 1568560 133248 11712 S 0.3 0.9 0:01.88 zebra
25894 root 20 0 2426288 186632 20156 S 0.3 1.2 1:20.05 telemetry
26060 root 20 0 2496040 186292 18228 S 0.3 1.2 1:21.60 dialout client
1682959 root 20 0 11104 4228 3212 R 0.3 0.0 0:00.02 top

1683213 root 20 0 6212 1984 1732 R 0.3 0.0 0:00.01 du

1 root 20 0 100464 11812 8044 S 0.0 0.1 0:08.93 systemd
2100ot200000 S 0.0 0.0 0:00.00 kthreadd

3100t 0-2000010.00.00:00.00 rcu_gp

4100t 0-2000010.00.00:00.00 rcu_par_gp

6100t 0-2000010.00.0 0:00.00 kworker/0:0H-kblockd
7100t20000010.00.00:00.11 kworker/0:1-cgroup_destroy
9r1root0-2000010.00.00:00.00 mm_percpu_wq

10100t2000 00 S 0.0 0.0 0:00.00 rcu_tasks rude
11100t200000 S 0.00.0 0:00.00 rcu_tasks_trace

12100t2000 00 S 0.0 0.0 0:02.88 ksoftirqd/0
131r00t20000010.00.00:11.04 rcu_sched
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14 rootrt 0000 S 0.0 0.0 0:00.05 migration/0

15100t200000 S 0.0 0.0 0:00.00 cpuhp/0

16 100t 200000 S 0.0 0.0 0:00.00 cpuhp/1

17 rootrt 0000 S 0.0 0.0 0:00.22 migration/1

18100t 200000 S 0.0 0.0 0:02.76 ksoftirqd/1

20100t 0-200 0 010.0 0.0 0:00.00 kworker/1:0H-events_highpri
21100t200000 S 0.0 0.0 0:00.00 cpuhp/2

22 rootrt 0000 S 0.00.00:00.23 migration/2

23 100t200000 S 0.0 0.0 0:02.67 ksoftirqd/2

25100t 0-2000010.0 0.0 0:00.00 kworker/2:0H-events _highpri
26 100t200000 S 0.0 0.0 0:00.00 cpuhp/3

27 rootrt 0000 S 0.00.00:00.23 migration/3

28 100t 200000 S 0.0 0.0 0:02.47 ksoftirqd/3

30root 0-2000010.00.00:00.00 kworker/3:0H-events _highpri
31100t200000 S 0.0 0.0 0:00.00 cpuhp/4

32rootrt 0000 S 0.00.00:00.23 migration/4

33100t200000 S 0.00.0 0:02.53 ksoftirqd/4

35100t 0-2000010.00.00:00.00 kworker/4:0H-events_highpri
36100t200000 S 0.0 0.0 0:00.00 cpuhp/5

Test results PASS

Remarks

6.9 ZTP

ZTP
Test Items

Test Content Test that the switch supports ZTP (Zero Touch Provisioning).

PC DUTI

Test Topology -

1. Export the current configdb file (skip if already exported), and delete the current

configdb file.

2. On PC1, enable the DHCP server to configure option 67, enable the TFTP server
Test Steps containing the ZTP configuration file, and enable the HTTP server containing the

configdb.

3. Reboot the DUT and check whether it obtains the ZTP configuration and configdb.

Expected

2.The ZTP configuration and configdb file can be obtained.
Results

Default configuration: Enabled state.
root@sonic:/home/admin# cat /host/ztp/ztp_cfg.json

{

Actual Test
Results
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"admin-mode": true,
"ztp-json-local": "/mnt/usb/ztp.json"

}

Delete configdbfile

rm /etc/sonic/config_db.json

Reboot

Check the downloaded configdb file.

Mar 4 14:58:07.994214 sonic INFO sonic-ztp[1167229]: Downloading provisioning
data from tftp://192.168.1.150/ztp.json to /var/run/ztp/ztp_data opt67.json

Mar 4 14:58:08.353372 sonic INFO sonic-ztp[1167229]: Starting ZTP using JSON file
/var/run/ztp/ztp_data_opt67.json at 2025-03-04 06:58:08 UTC.

Mar 4 14:58:08.354179 sonic INFO sonic-ztp[1167229]: Processing configuration
section 01-configdb-json at 2025-03-04 06:58:08 UTC.

Mar 4 14:58:09.569112 sonic INFO sonic-ztp[1178666]: configdb-json: Downloading
config_db.json file from 'tftp://192.168.1.150/N9500 config_db.json'.

Mar 4 14:58:09.650892 sonic INFO sonic-ztp[1178666]: configdb-json: Configuration
change detected. Removing ZTP configuation from Config DB.

Mar 4 14:58:09.651051 sonic INFO sonic-ztp[1178666]: configdb-json: Stopping ZTP
discovery on interfaces.

Mar 4 14:58:28.316779 sonic INFO sonic-ztp[1178666]: configdb-json: Reloading
config_db.json to Config DB.

Mar 4 14:58:28.624094 sonic INFO sonic-ztp[1182422]: Running command: rm -rf
/tmp/dropstat-*

Mar 4 14:58:28.647855 sonic INFO sonic-ztp[1182422]: Disabling container
monitoring ...

Mar 4 14:58:28.666403 sonic INFO sonic-ztp[1182422]: Stopping SONiC target ...

Mar 4 14:58:48.979418 sonic INFO sonic-ztp[1182422]: Running command:
/ustr/local/bin/sonic-cfggen -j /etc/sonic/init_cfg.json -j /tmp/config_dl.json --write-to-db
Mar 4 14:58:49.246952 sonic INFO sonic-ztp[1182422]: Running command:
/ust/local/bin/db_migrator.py -o migrate

Mar 4 14:58:49.431069 sonic INFO sonic-ztp[1182422]: Running command:
/ust/local/bin/sonic-cfggen -d -y /etc/sonic/sonic_version.yml -t
/ust/share/sonic/templates/sonic-environment.j2,/etc/sonic/sonic-environment

Mar 4 14:58:50.558117 sonic INFO sonic-ztp[1182422]: Restarting SONIC target ...
Mar 4 14:58:50.642379 sonic INFO sonic-ztp[1182422]: Enabling container
monitoring ...

Mar 4 14:58:50.667017 sonic INFO sonic-ztp[1182422]: Updating hostname ...

Mar 4 14:58:51.749871 sonic INFO sonic-ztp[1182422]: Reloading Monit
configuration ...

Mar 4 14:58:51.770692 sonic INFO sonic-ztp[1182422]: Reinitializing monit daemon
Mar 4 14:58:52.036079 sonic INFO sonic-ztp[1185892]: user info loaded.

Mar 4 14:58:52.157316 sonic INFO sonic-ztp[1167229]: Processed Configuration
section 01-configdb-json with result SUCCESS, exit code (0) at 2025-03-04 06:58:08
UTC.

Mar 4 14:58:52.158124 sonic INFO sonic-ztp[1167229]: Checking configuration
section 01-configdb-json result: SUCCESS, ignore-result: False.

Mar 4 14:58:52.169687 sonic INFO sonic-ztp[1167229]: ZTP successfully completed at
2025-03-04 06:58:52 UTC.

root@sonic:/etc/sonic# show ztp
ZTP Admin Mode : True

ZTP Service : Inactive

ZTP Status : SUCCESS

ZTP Source : dhep-opt67 (eth0)
Runtime : 01m 42s
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Timestamp : 2025-03-04 06:58:52 UTC

ZTP Service is not running
01-configdb-json: SUCCESS

Test results

PASS

Remarks

97



	一、Overall Test Conclusion
	二、Functional Test Conclusion
	2.1 L2 Functional Tests
	2.2 L3 Functional Tests
	2.3 QoS Mechanism Tests
	2.4 System Management Tests
	2.5 High Availability Tests
	2.6 Performance Metrics Conclusion
	2.7 Testing Environment

	三、L2
	3.1 Link Aggregation Function Test
	3.2  LLDP Function Test
	3.3 VLAN Function Test
	3.4 Mac Address Table Entry Specification Test
	3.5 Static FDB Function Test
	3.6 STP Function Test
	3.7 RFC-2544  Function Test

	四、L3
	4.1 ARP Protocol Test
	4.2 ARP Specification Test
	4.3 ECMP
	4.4 BGP
	4.5 IPv4 Route table specifications
	Test Items
	4.6 IPv6
	4.7 IPv6 Route table specifications
	4.8 IPv6 Route table specifications-Global

	五、QoS
	5.1 Classification-COS
	5.2 Classification-DSCP
	5.3 Marking-COS
	5.4 Marking-DSCP
	5.5 DiffServ
	5.6 PFC (Priority Flow Control)
	5.7 Asym PFC
	5.8 PFC Watchdog (WD)
	5.9 PFC Watermark (WM)
	5.10 Scheduling
	5.11 Egress Shaping (Port, Queue)
	5.12 WRED
	5.13 ECN

	六、System/ Management
	6.1 SNMP
	6.2 SNMP Trap 
	6.3 Rsyslog 
	6.4 Open SSH/SCP/SFTP
	6.5 Mirroring 
	6.6 DPB (Dynamic Port Breakout)
	6.8 COPP 
	6.9 ZTP


